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1. HASBHAYEHUE I[TPOI'PAMMBbI
1.1. Ha3znauenue u 00JacTh IPUMEHEHUS

IIK «Pebyc-COB» npenna3naueH st GyHKIIMOHUPOBAHHUS HA YPOBHE CETH M Ha YPOBHE Y3JIOB
unpopmanuonHoi cucrembl (MC) ¢ menpio oOHapyKeHHs W OJIOKMPOBaHUS Yyrpo3 OE30MaCHOCTH
nH(pOpMaIUU, OTHOCAIINXCS K BTOPKCHHUAM (aTakam):

- IpeAHAMEPEHHBIH HECAHKIIMOHUPOBAHHBIM JOCTYIl WIM CI€UUalIbHbIE BO3JAEHUCTBUS HaA
uHpopmanuo (HOCUTEeNu HH(OPMALMK) CO CTOPOHBI BHEIIHUX HapyIIMTENeH, ACUCTBYIOIIMX U3
MH(OPMALMOHHO-TEIEKOMMYHUKAIITMOHHBIX CETEH;

- IpeAHAMEPEHHBIA HECAHKIIMOHUPOBAHHBIM JOCTYNl WM CIeUUalbHble BO3JICHCTBUS Ha
uHpopManKio (HOCUTEN!N HH(POPMAITUH) CO CTOPOHBI BHYTPEHHUX HAPYIIUTENEH, 00Ia1al0IHUX TPaBaMu
Y TIOJTHOMOYMSIMH Ha JIOCTYI K UH(OpMaluy B UHOOPMALIMOHHON CUCTEME.

[IK «PebOyc-COB» mnpumeHsiercs B KauecTBE 3JEMEHTa CHCTEMBbl 3alIUThl HH()OpMAIUH
MH(OPMALIMOHHBIX CUCTEM, PYHKIIMOHUPYIOUINX Ha 06a3e BHIYMCIUTENBHBIX ceTel 1 00padaThIBAIOIINUX
rOCYJapCTBEHHYIO TaliHy ¥ (M) KOHGHUACHIINATBHYIO HH(pOpMAIIo, BKIIFOYast IEPCOHATbHBIE JaHHBIC.

1.2. ®yHKIIMOHAIBHBIE BO3MOXHOCTH

[IK «Pebyc-COB» obecnieunBaeT BBINIOIHEHUE CISTYIOMUX (DYHKITHIA:

1) oOHapyxeHHE BTOP)KCHHII Ha OCHOBE aHajH3a CETeBOro Tpaduka, MPOXOISLICro 4Yepe3
KoHTposupyembiid y3en MC (cTaniuio), B pexume, OJIM3KOM K pealbHOMY MaciiTady BpEMEHU;

2) oOHapyXeHHe BTOP)KCHHUII Ha OCHOBE aHAIIU3a )KypPHAJIOB ayluTa ONEPallMOHHON CHCTEMBI U
npukiansoro 110;

3) oOHapykeHHEe BTOP)KCHHH Ha OCHOBE aHamu3a >kKypHanoB aymaura DJIII1.469535.048
«MozepHU3UPOBAHHBIN  aNlapaTHO-IPOrPaMMHBIM  KoMIieke 3auuTbl  uHpopMmanuu  (AIIK3U
«Pebyc-M»)»,

4) omepaTMBHOE  OTOOpaKCHHWE WHPOPMAIMM O  BTOPXKCHHUSAX, OOHApY)KCHHBIX  Ha
KOHTPOJIMPYEMBIX CTaHIUAX;

5) oToOpaskeHHe COCTOSIHHSI aT€HTCKUX CTaHIINH;

6) BU3yanHM3alus COOPaHHOI CTATHCTHKU O BTOPIKCHUSX;

7) USHTPAIM30BAaHHOE YIPABJICHUE OJOKUPOBKOW CTAaHIMI M CETEBOTO TpaduKa;

8) dopmupoBaHHE OTYETOB C BO3MOXKHOCTBIO 3a/IaHHs HpaBHiI (QUIBTPALMM U COXPAHCHHS
oT(pUIBbTPOBaHHOM MH(OPMALIUY B OTEIBHBIX (aiiyax.

1.3. OcHOBHBIE XapaKTEPUCTUKH

I[IK «Pebyc-COB» mno3Bonsier oOHapyxuBaThb BTOpxkeHHs Ha OBM, o0benluHEHHBIX B
BBIUUCIIUTENIBHYIO CeTh M pyHKIMOHUpYIomuX noj ynpasienueM OC cemelictea Windows, OC MCBC
n OC CH «Astra Linux Special Edition».

I1K «Pebyc-COB» peanuzyet MeTo bl 0OHapYKEHHUSI BTOPKEHUI Ha YPOBHE CETH U YPOBHE Y3JI0B
WH(POPMAIIMOHHON CHCTEMBI, @ TAK)KE METOJIbI MPOTUBOICHCTBHS BTOPKEHHSIM, pabOTaloIie B PyIHOM
U B aBTOMAaTUYECKOM pEKHUMAaX.

B IIK «Pe6yc-COB» BXOmST CleayrOIINe COCTaBHBIC YaCTH:

- ®/111M.03619-01«Koncons ynpasnenus COBy;

- @JI111M1.03620-01«Ceprep COBy;

- ®JIIIN.03621-01 «Arent COBy;

- ®JI111.03622-01«CpenctBo cOopa TaHHBIX U OOHAPYKEHUS BTOPKCHUI;

- ®/111M.03623-01 «CpencTBo NpOTUBOAEHCTBUS BTOPKEHUAM.
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2. YCJIOBUS ITIPUMEHEHUA
2.1. TpeGoBaHUS K COCTaBY TEXHUYECKUX CPEJICTB

Jis  GyHKIMOHUPOBAHMS MPOrpaMMBbl JOJDKHBI HCIONb3oBaTbess OBM co crienyromumu
TEXHUYECKUMHU XapaKTePUCTHKAMHU:

- OBM tuna IBM PC c Intel x86/x64-coBMecTUMBIM Tporieccopom He Hrke Pentium IV 3 I'TT,
160 OBM Ha 6a3e nporeccopa Dnsopyc-8C;

- MUHUMAaJIbHBIH 00BEM OrnepaTUBHON MaMaTH — 2 ['0alT, peKoMeHIyeMblii 00hEM OTIEPAaTUBHOM
mamsTu — He McHee 4 ['0aiT;

- cBOOOJTHOE MECTO Ha CUCTEMHOM pa3Jiesie )KeCTKOro aucka — He menee 1 ['0ailr;

- IOJIJIepKKa MOHUTOPOM U Buzeoanantepom IBM pabouunx paspemenuii He meHee 1024x768
TOYCK IpH TIyOHMHE 1IBeTa HE MeHee § OUT (111 pabovero MecTa orneparopa);

- KJIABHATypa U MBIIIb I COBMECTUMOE YCTPOHUCTBO BBOJIA;

- ceTeBoM anmanTep (MoaAep)KUBAIONIUK CKOPOCTh He MeHee 10 MouT/c).

OBM nomkHbI OBITh 00BSTUHEHBI B BRIYUCIIUTEIbHYIO CeTh. CeTh OJKHA OBITH HACTPOCHA HA
HCIIOJIb30BaHUE CTEKa ceTeBBIX MPoTOK0I0B TCP/IPv4.

2.2. TpeboBanus Kk 00LIECHCTEMHOMY ITPOrPAMMHOMY 00€CTICYEHHUIO

B kauectBe onepanuonnoii cucremsl (OC) ans [1K «Pedyc-COB» 10mKHBI HCTIONB30BATHCS:

- OC Microsoft Windows 7 SP1/8/8.1/10/Server 2008 R2 SP1/Server 2016/Server 2019/Server 2022;

- OC MCBC 5.0 HABM.11004-01 (u3menenue Ne 7);

- OC CH «Astra Linux Special Edition» PYCB.10015-01 (penu3 «CmosneHck» Bepcuu 1.4, 1.5,
1.6);

- OC CH «Astra Linux Special Edition» PYCB.10265-01 (penu3 «Jlenunrpan» Bepcus 8.1).

2.3. TpeboBanus K cpelie IKCIUTyaTaIiH

Ha ODBM, npenHa3Hau€HHBIX IS SKCILTyaTal[M1 U3/IEIHs], HE TOJKHO ObITh YCTAHOBJIEHO JIPYTUX
COB. B mnpukiagaom u o0IIeM MporpaMMHOM OOECIEYEHUH JIOJDKHO OBITh MCKITIOYEHO MPUMEHEHHUE
CPEICTB NPOTPaMMHUPOBAHUS U OTIAAKH.

Jlo Hauasa >KCIUTyaTally U3J1eNns Heo0X0 1Mo yOeuThCs B OTCYTCTBUM BpeioHocHoro 10 Ha
OBM. B ciydae ero o6HapykeHHUs1 OHO JOIDKHO ObITh yaaneHo ¢ DBM. Ipu passepreiBanuu [1K «Pebyc-
COB» HexenatenbHo, yT00s! DBM 3kcmyaTrpoBanach /10 HOJIHOro pa3BepThiBaHus Ha Heil [1K «Pebyc-
COB».

Jlia obecrieueHUs] BOZMOKHOCTH yBeloMIiIeHUs aaMuHucTparopoB COB o BTOp)keHUsX myreM
OTIIPaBKU COOOIIEHUH IO 3JIEKTPOHHOM MOYTE HEOOXOAMMO HAJM4Me B CETU IOYTOBOIO CEpBepa.
ITouTOBBIif cepBep NoKeH pacnonararbes Ha 9BM co cratuueckuM IP-agpecoM 1 ObITH TOCTYNHBIM IO
nokanpHoi Bhruucautenshoi cetu (JIBC) ¢ cepsepa COB mo mpotokoay SMTP. TlouToBsiii cepBep
JI0JKEH UMETh BO3MOXKHOCTh HACTPOUKU ayTeHTU(UKALMU BXOISAIIMX COOOIIEHUI.

OC CH «Astra Linux Special Edition» Bepcuii 1.4 u 1.5 penu3 «CMOJEHCK» JTOJDKHBI OBITH
YCTaHOBJIEHBI CIIEYIOIINE KOMIOHEHTHI:

- libgtwebkit4;

- libcrypto++9.

OC CH «Astra Linux Special Edition» Bepcuu 1.6 penu3 «CMOJEHCK» ITOKHBI OBITH
YCTaHOBJIEHBI CIEAYIOINE KOMIIOHEHTBI:

- insserv;

- libgtwebkit4;

- libcrypto++6.

OC CH «Astra Linux Special Edition» penu3 «JIeHUHTpag» MOMKHBI OBITH YCTAHOBJICHBI
CJIEYIOIINE KOMIIOHEHTHI:
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- libpcap0.8;

- insserv;

- libgtwebkit4.

JlaHHbIE TAKEThI IPUCYTCTBYET HA AUCTpUOYyTUBHOM Aucke OC, ogHaKO 10 YMOJIIYaHUIO MOTYT HE
yctaHoBuThes. Jlo Havana ycraHoBku [IK «PeGyc-COB» agmMuHuCTpaTOpy HEOOXOIUMO C TTOMOIIBIO
CTaHJIapTHOTro MeHemkepa nakeroB OC ycTaHOBUTH 3TH MAKETHI.

[TK «Pebyc-COBy nmomuepKkuBact pexumM 3aMKHyTo# porpamMuoii cpeabl OC CH «Astra Linux
Special Editiony. [TonroroBka k pabote B pexKiMe 3aMKHYTOW ITPOTPaMMHOI CpeJibl OIMcaHa B pasjene 3
@®JI11111.03618-01 34 01 «PykoBOCTBO OmepaTropar.

2.4. PekOMEHIallUM 110 COCTABY U KBATM(HUKAIIUK 00CTY)KHBAIOIIETO TIEPCOHANIa

9KC1’IJ’IyaTaI_[I/I}I H3ACJIMA BO3MOXKHA TOJIBKO ITIPH YCJIOBHUH HAJIW4HA Ha 00BeKTe JOJDKHOCTHOI'O
JMIa, BBIIOJHSAIOLWIET0 posib aaMuHucrparopa COB. JlaHHOE NOJPKHOCTHOE JIMII0O MOKET COBMELIATh
obsi3anHOoCTH orepatopa COB, oJHAaKO pPEKOMEHAYETCS pa3JeiuTh OOS3aHHOCTH oOllepaTopa M
AAMUHUCTpATOpA. KommuectBo JOJDKHOCTHBIX JIMI, BBIITOJIHAIOIIUX POJIKM aAMHUHHUCTPATOPA U OIi€paropa,
3aBHCHUT OT 0COOEHHOCTEH 00BhEKTa I/IHCI)OpMaTI/IBaI_II/II/I.

AJIMAHHCTPAaTOPOM PEKOMEHAYETCS Ha3HA4YaTh CIIELUAIIMCTA, 3HAKOMOI'O C apXUTEKTYPOU CeTeH,
¢ mpuHIMNaMu QYHKIMOHUPOBAHUS CeTel U UMEIoIero onbIT aaMuHucTpupoBanus B OC Windows u
OC CH «Astra Linux Special Editiony.

OnepaTopOM PEKOMCHAYCTCA Ha3HadaTb CICHHUATINUCTA, 06naﬂa10mero 3HaHUSAMH B O0JIaCTH
KOMITIBIOTCPHBIX aTak.

2.5. Opranmuzanus Mep 6€30MacHOCTH

Ha OBM, npenHazHaueHHBIX 715 SKCIUTyaTalluy U3JIEHsl, JOJKHBI (YHKIIMOHUPOBATh CPEACTBA
3amuThl ypoBHs OC, obecneunBaromue ayTeHTUGUKALMIO U UACHTU(UKALMIO 110JIb30BaTeNs, a TaKXKe
pasrpaHudeHue 10CcTymna K ¢panaoBeiM pecypcam DBM.

ITocne ycranoBku I1K «Pebyc-COB» aaMuHucTpaTop 6€30MaCHOCTH JAOJKEH HACTPOUTH MpaBa
noctyna Ha (ainbpl KypHajga ayadra TakuM o00pa3oM, 4TOOBI JOCTYN OBUT pa3pernieH TOJbKO
aqmuHEcTparopam u onepatopam IIK «Pedyc-COBy. s OC Windows daitnbl xypHana aymura
pacnonaratorcsi B karanore Y06ALLUSERSPROFILE%\rebus-sov\log, mis OC MCBC u OC CH
«Astra Linux Special Edition» — B xatasnore /var/log/rebus-sov.

B OC Windows ais anmuancTpaTopoB u oriepatopoB ITK «Pedyc-COB» Heo0X0a1uMO HACTPOUTh
paspeuieHre Ha 3anyck u ucnoas3zoBanue 110 ITK «Pebyc-COBy». ITonws3oBarensim UC, koTtopeie He
sBisitoTcs  monb3oBarensiMu  COB, wHeoOxoammo 3amperuth joctyn k IO IIK «Pebyc-COBy,
Haxojsmemycs B katamore PROGRAMM FILES%CPS\rebus-sov B 32-0UTHBIX KOHGHTYpamusax
OC Windows wmu B kartasore %PROGRAMM FILES (x86)%CPS\rebus-sov B 64-0uTHbIX
koHpuryparmsax OC Windows. K kordurypammonnomy aitny time_sync.conf, pacnonoxeHHOMY B
katanore %oProgramData%\CPS\rebus-soviipsCommon, Heo0XoauMo pa3penuTh JOCTYI TOJIBKO
anmuauctparopam COB. B OC MCBC u OC CH «Astra Linux Special Edition» nomomautensHbie
HACTPOUKH He TpeOyroTcs.

Ha oObexre skcrmyaTaniuu A0KHA OBITh pazpaboTaHa M MPUMEHEHAa MOJUTHKA Ha3HAYeHHs U
cMeHbl Tmaposied mnosb3oBateneid COB. IlonuTuka Ha3HaueHHMs] W CMEHBI Mapoiedl JoJbKHA
IpelycMaTpuBaTh UCIOJIb30BaHUE O€30MacHbIX Maposield B COOTBETCTBUU € TPEOOBAaHUSAMHU K MapOsM
ns knacca MIC, B kotopoit pasBepuyta COB. JlomxkHa ObITE IpelycMOTpPEHA MPOLEAYPa MEPHOANYECKON
CMEHBI MapoJieid, a TaKXke Mpoleaypa HEMEIJIECHHOW CMEHbI Mapojied B ciydae AUCKPEIUTAIUU
ayTeHTU()MKALMOHHBIX TaHHBIX MOJIb30BaTesel u agmuaucTparopos COB.

2.6. Unentudukanus pesxxumon padotsl [IK «Pedyc-COB»
ITpu sxcruryaranuu [1IK «PeGyc-COB» BO3MOXXHBI CIEIYIOLINE PEKUMBI PA0OTHI U3

- HOpMallbHBIM pexxuM. HopMmanbHBIA pexuM XapaKTepu3yeTrcs OTCYTCTBHEM KaKHX-TH0O0
nHIMAECHTOB B 3amumaemoi MC u otcyrcTBueM BTop)keHNn. KOHCOMIb yripaBiaeHus B JaHHOM Cllydae He
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oTroOpakaeT HHPOPMALIUU O BTOP>KEHUSX, B OTHOIIEHUH KOTOPBIX HE OBLIO IPUHATO MEP;

- oOHapy)XeHO BTOp)KeHHe. JIaHHBI peXUM HASHTHPUUUPYETCS HAJIMYUEM COOOIIEHUH O
BTOP’KEHUAX B KOHCcOM ynpasieHus. [lanens «Tekymiee cocrosiHue» 0ToOpa)kaeTcss KpacHbIM LIBETOM.
Omneparop JOKEH NPOAHANU3HPOBATH MHPOPMALMIO O BTOPKEHHHM M B CIy4ae HEOOXOAMMOCTH
BBINOJIHUTH OJIOKMPOBKY CTaHLMU/CETEBOr0 Tpaduka CTaHIMH, ¢ KOTOPOH MPHIILIO JAHHOE COOOLIEHHUE.
JIONOJTHUTEIBHO MOKET OBITh MPOBEIACHO aHTHBHPYCHOE CKAaHHUPOBAHUE OOBEKTOB (halIOBOW CHCTEMBI
Ha gagHou OBM;

- BHIIIOJIHEHA OJIOKMPOBKA AareHTCKOM cTaHiuH. bIoKHpoBKa MOXET OBITh BBIIOJIHEHA
aBTOMaTHYECKH JIMOO 1O 3aIpocy U3 KOHCOJM ynpasieHus. [lelicTByromue sl CTaHIMKU OJIOKUPOBKU
oroOpaxkaroTcst BO BKiIagke «CTaHLIMW» KOHCONM yrpasieHHs. HeoOXoquMmo ycTpaHHUTh NMPHUYUHBI
OJIOKMPOBKH U BBIIIOJIHUTH €€ CHATHE,

- Ha areHTCKOM cTaHImu npowusomen cOoii B padore kommoneHTOB IIK «Pebyc-COBy». TIK
«Pebyc-COB» ocymecTBiaseT MNONBITKY aBTOMAaTMYECKOI'O Iepe3anycka KOMIIOHEHTOB B Cllydae
obHapyxeHus coos. Ilpu 3ToM peructpupyrorcsi coObITHE, COAeprKalee HHPOPMAIUIO O MOIYJE, B
paboTe KOTOpPOro BO3HUKIM MpoOJIeMbl, W pe3yiapTaT Iepe3anycka. B ciaydae HEBO3MOXHOCTH
nepe3anycka KOMIOHEHTa JHOO MepHOAMYECKOr0 MOBTOPEHUS MPOOIEeMbl HEOOXOIMMO BBIIBUTH H
YCTPaHUTh €€ MPUUYHUHBIL. {151 3TOro HeoOX0AUMO MPOAHAIU3UPOBATH COOBITUSA, peructpupyemsie 11K
«Pebyc-COB» Ha naHHOl craHuy, a Takxke xKypHasbl OC. B ciydae ecnu npobieMbl Haualnuch MOCie
OOHOBJICHUS CUTHATYpP BTOPKEHUH, HEOOXOAUMO BEPHYTH IPEIBIIYILIYIO0 BEPCHUIO.

2.7. Cxema pazmerienus [1K «Pebyc-COB» B UC

I1K «Pebyc-COB» moxeT obecrieunBaTh OOHapyKEHUE BTOPKEHUI Ha YPOBHE CETH U Ha YPOBHE
y3na. B cirydae paboter Ha ypoBHe cetu [IK «Pebyc-COB» ycranaBimBaercs Ha nnmo3 6o Ha DBM,
MOJIKJIIOYEHHYIO K ceTeBoMy oTBeTBUTeN0 Ui SPAN-nopty komMmyTtaropa. B ciaydyae paboTsl Ha ypoBHE
y3na [IK «PebGyc-COB» momkeH OBITb YCTAaHOBJIEH HAa Ka)Ibld 3alUIIacMblid y3en ceTu. B obomx
ciyyasx Ha OBM nomxHa ObITh ycTaHoBieHa areHTckas vacTh [IK «Pebyc-COB». Cepsep COB
pPEKOMEHIyeTCsl pacnoyiokuTh Ha BbaeneHHo DBM. Cepsep COB nomxkeH ObITh AOCTYIIEH MO CETH CO
Bcex areHTckux cranuuil. [Ipu ycranoske [1K «Pe0Oyc-COB» neodxoaumo Beiopath «Cepep COB».

2.8. YcioBust coBMeCTHOU paboThl ¢ aHTUBUPYCHBIM [10

I1K «Pebyc-COB» B cBOUX 0a3ax CUTHaTYp MOXKET cojepKaTh CUrHaTypbl BupycHoro I10. Oto
MOJKET BBI3BaTh JIOKHbIE cpabarbiBaHus aHTUBHpPYCHOro I10. KoHKpeTHO 3TO 3aBHCHUT OT cocCTaBa
BUPYCHBIX 0a3 camoro anTuBHpycHoro I10.

Ecnu Takue noxkHble cpaOaThiBaHMsI BO3HHMKAIOT, TO HEOOXOIMMO B HCKIIIOYEHHS] aHTUBHUpYCa
no6asuth karanoru /usr/local/CPS/rebus-sov 8 OC CH «Astra Linux Special Edition» u OC MCBC u
C:\ProgramData\CPS\rebus-sov 8 OC Windows.

Taxoxe BO3MOXKHBI JIO)KHBIE CpabaThIBaHUs IPU MOJIYYEHUHU NTakeTa 0OHOBIEHUH curHatyp. Ecnu
Takoe MPOUCXOJUT, TO MOXKHO Ha BpeMs IMOJYYEHHs] U YCTAaHOBKM MakKeTa OOHOBJIEHMH OTKIIIOYATh
AHTUBUPYCHBII MOHUTOPHHT.
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3. OIIMCAHUME 3AJJAYN
3.1. O01mue noJI0KEHUS

[TIK «Pebyc-COB» mo3BosisieT pemarh CIeIyone 3a1a4u.

- 0OHapy)XeHUE BTOPKEHHI B MHPOPMALIMOHHON CUCTEME;

- peructparysi OOHapy>KEHHBIX BTOPKECHUH;

- aHAJIM3 OOHAPY)KEHHBIX BTOPKCHUIA;

- pearupoBaHue Ha OOHAPYKEHHbIE BTOP)KEHUS;

- KOHTpOJIb coctosinus COB;

- yueT creuupuKy KOHTPOIMPYEeMOi HHPOPMALMOHHOW CUCTEMBI;
- yIpaBJIeHUE TOCTYNOM K JaHHBIM 1 pyHksiM COB.

3.2. Ponu none3osareneit COB

Jia pemeHus nepeuncieHHbIX Bblmie 3amad B I[IK «Pebyc-COB» mnpemgycmoTpeHsl JBe
IIPEyCTAaHOBJIEHHBIE POJIM II0JIb30BaTeNeil — agMMHUCTpaTOop W onepatop. Aamunucrparop COB
JOJDKEH ABIAThCS aaMuHucTparopoMm B OC. B xagectBe onepatopa COB MoXeT BbICTyNaTh OOBIYHBIHA
HEMPUBUIETUPOBAHHBIN MOsIb30BaTENb OC.

3anauu oneparopa COB:

- 0OHapy>XeHUE BTOPKEHUI;

- aHAJIM3 OOHAPY)KEHHBIX BTOPKCHUM;

- pearupoBaHHe Ha OOHAPYKEHHbIE BTOP)KEHUS;

- KoHTpoJb cocTosiHus COB.

3anaum agmunuctparopa COB:

- ycranoBka u aenHctauranus [1K «Pebyc-COBy;

- Hactpotika [1IK «Pebyc-COBy;

- IPOBEJICHUE MEPOINPUATHA 110 YCTPAHEHUIO IOCIEACTBUHA BTOPKECHMM: JIOKAJIBHOE CHATHE
BBINOJIHEHHBIX OJIOKUPOBOK, 3aITyCK aHTUBUPYCHOTO CKaHUpOBaHUs, iepeycTanoBka OC;

- BocctaHoBsieHue padorocnocoOHocTH 1K «Pebyc-COB» B ciydyae oOHapyxkeHUs mpoOiem
(GYHKIIMOHUPOBAHUS;

- oOHoBNeHue curHatyp Bropkenuit COB,;

- yIpaBJIeHUE JIOCTYNOM K JJaHHBIM U pyHkmsiM COB.

Kpowme toro, anmunuctpatopy COB goctynHbl Bce Bo3mMoxHocTu onepatopa COB.

Jlanee mo TeKCTy s 00O03HAUEHUs CIy4yaeB, OTHOCALIMXCS M K aJMHMHUCTpaTopaMm, M K
oneparopam COB, ucnones3yercs TepmuH «moias3oBarenu COBy.

3.3. O6HapyxeHue BTOP)KCHNUN B WH()OPMAITMOHHOHN CHCTEMe

O6nHapyxenue BTOp:keHHi B KoHTposmmpyemoit MC HeoOXoaumo [j1si perucTpaliiu CBEACHUN 0O
BBINOJIHAEMBIX BTOPKEHHSX (C LIEbIO MOCIEAYIONIET0 aHAIM3a U ayJuTa), a TakkKe A 00ecIeyeHHs
BO3MO>KHOCTH OINEPATUBHOI'O PEarupOBaHuUsl HA 3TU BTOPKEHUSI.

[Tpumenenne IIK «Pebyc-COB» mno3Bossier ucnonb3oBath B MC cneayromue crnocoOsl
0OHapyXEHHS BTOP>KCHUM

- aHAJIU3 CETEeBOro TpaduKa, MPOXOIIIETro yepe3 KoHTpoaupyeMmsle y3ibl UC;

- QaHAJIN3 )KYPHAJIOB ayJUTa ONEPALlMOHHON CUCTEMBI U IpukiagHoro 110;

- aHanu3 KkypHanoB ayauta DJIIIN.469535.048 «MoxpepHU3HpOBaHHBIN  anmapaTHoO-
porpaMMHbIN koMiieke 3amuTsl nHPopmauu (AIIK3U «PeGyc-M»)»;

- aHAJIN3 CTATUCTUKHU CETEBOrO TpaduKa.

AHanu3 cereBoro Tpaduka OCYIIECTBISETCS B PEXUME, OJIM3KOM K pealbHOMY MacliTtady
BpPEMEHHU, U BKIIIOYAET B ce0s1 CUTHATYpHBIN aHainu3 1 aHanus cocrasa JIBC.

CurHaTypHblii aHalnW3 ceTeBOro Tpaduka oOecreurnBaeT BbISBICHHE BTOPKEHUH IyTeM
COIOCTAaBJICHUS HH(POPMAIIUH U3 CETEBBIX MMAKETOB U CUTHATYp BTop:keHUi popmata SNORT.
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Ananmu3 cocraBa JIBC obecrnieunBaeT BBISIBICHUE aKTUBHBIX (TEHEPUPYIOIIUX CETEBOM TpauK)
ceTeBbIX ycTpoiicTB (DBM, ceTeBbIX nepuepuitHbIX yCTPOHCTB, KOMMYHHUKAIIHOHHOTO 000PY/I0BaHMS),
HEIITaTHO IOAKJIIOYEHHBIX K 3aIlMIAEMOMY CEIMEHTY CETU. BBIABIECHHE OCYIIECTBIISIETCS ITyTEM
COIOCTABJICHUSI JAaHHBIX W3 3aroyioBKOB cereBbix makeroB (IP-, MAC-agpeca) u cOOTBETCTBYIOLIMX
CBEICHUI U3 CIIMCKA JOBEPEHHBIX CETEBBIX YCTPOMCTB.

Amnanus xxypHanos ayauta OC u I1O ucnonb3yeT Asis BBISIBICHUS BTOPKEHUN JKypHAIIBI COOBITHIA
u nor-daiiner OC (Windows, MCBC, Astra Linux Special Edition), a rakke paznuunoe npukinagaaoe I10.
CoObITHS M3 yKa3aHHBIX HCTOYHHUKOB CUUTHIBAIOTCS B OMNEPATHMBHOM PEXHUME M aHAIM3UPYIOTCS C
WCIIOIB30BaHUEM CUTHATYp BTOpkeHHi opmara OSSEC.

Anamuz xypnanoB aynuta AIIK3U «PebGyc-M» ncnonbp3yeT B KayecTBE MCTOYHHMKA JTAHHBIX
xKypHan peructpanuu coosrtuii @JIIIIN.01792-06 «MonepHU3UPOBaHHBIN aImapaTHO-TIPOTrPAMMHBINA
Komruiekc 3anuTel nHpopmanuu (AITIK3U «Pebyc-M»). [Iporpammuoe obecnieuenue aist OC cemeiicta
Windows», ¢ukcupys B KauecTBe BTOPKECHHI 3aJaHHBIC COOBITHS MOMNBITOK HECAHKIHOHUPOBAHHOTO
JocTyma.

I1K «Pebyc-COB» 1mo3BosisieT JOMOJIHATh ONMCAHHBIE BhILIE CIOCOOBI OOHAPYKEHUSI BTOPKEHHH
HOBBIMU IIyTEM YCTAaHOBKHM JIOIOJHHUTENIBHBIX IPOrPAaMMHBIX KOMIIOHEHTOB, aBTOMAaTUYECKU
UHTETPUPYEMBIX B KOMILIEKC.

AHanmm3 CTaTHCTUKU CETeBOro Tpaduka o0ecreunBaeT BBIABICHHE BTOPKEHHH METOIOM
IIOJICYETA KOJUYECTBA CETEBBIX IIOTOKOB 3a ONPEIEICHHBIM MHTEpBal BpeMEHU. Ecim KonuuecTBo
IIOTOKOB IIPEBBILIAET JOIYCTUMOE, TO PETUCTPUPYETCS BTOPKEHHE.

OOHapy)xeHue BTOPKEHUH OCYILIECTBISETCA HA BCeX CTaHIMAX ¢ yctaHoBieHHbIM [IK «PeOyc-
COB» B aBTOMaTH4€CKOM PEXHUME B COOTBETCTBUHU C 33JJaHHBIMU HACTPOMKaMHU.

B cnyuae u3MeHeHus mnonuTukd Oe3omacHOCTH WM IuTaTHoro cocraBa JIBC Ha oObekTe
SKCIUTyaTalliil Heo0XoauMo BBITOMHUTH HacTpoiky IIK «Pebyc-COB» ansi cOOTBETCTBUS HOBBIM
peannsaM. HacTpoiika ocyIecTBIsSeTCs aIMUHACTPATOPOM C ITOMOILIBI0 KOHcou ynpasienus COB.

Jlia  oOecnieyeHHss BO3MOXKHOCTH BBISIBJICHHS HOBBIX BHUJAOB BTOPXKEHMH HE00X0IUMO
CBOEBPEMEHHO OCYILECTBJIATh OOHOBJEHHWE CHUTHATYp BTOpKeHMH. IlakeTbl OOHOBIIEHWII CUTHATYp
BTOp)KEeHHI TipenocTaBisitoTes pazpadborunkoMm [1K «Pebyc-COBy. IIporecc 00HOBIICHHS BBITIOIHAETCS
aIMMHHUCTPATOPOM C IIOMOIIBIO KOHCOoH ynpasineHus COB.

3.4. Perucrpauus oOHapy>KEHHBIX BTOPKEHUH

Caeznenus 00 0OHapyKEHHBIX BTOPKEHMSAX JOJDKHBI PErHCTPUPOBATHCS. DTO HEOOXOIUMO IS
o0ecriedeHrs BO3MOXXHOCTH MOCTIEYIONIET0 aHAIN3a 0OCTAaHOBKH U ay/INTA.

IIpu wucnons3zoBanun IIK  «Pebyc-COB» cBeneHus 00 OOHAapyX EHHBIX BTOPKEHUSX
aBTOMATHYECKH TEPEIAlOTCs TI0 CeTH Ha cTaHIuio — cepBep COB u perucTpupyroTcst Ha Hell B apXuBax
coObITHI ayauTa. B ciydae oTcytcTBus cBsi3u ¢ cepBepoM COB coOpaHHBIE CBEIEHUS COXPAHSIOTCS
JIOKaJIbHO Ha CTaHIIMH, BBISIBUBIIEH BTOpKEHNUE, U nepenaroTcs Ha cepBep COB mpu nosiBieHU# CBSI3H ¢
HUM.

[Tpu perucrpanmu GUKCUPYIOTCS CIEAYIOUINE CBEACHUS O BTOPKEHUSX

- 1aTa ¥ BpeMsi OOHApYyKEHHsI BTOPKEHUS;

- CTaHIHS, Ha KOTOPOH OOHAPYKEHO BTOPIKEHHE;

- HICTOYHMK CBEJIEHUH O BTOPKEHUHU (HapuMep, «AHAIN3aTOp CETEBOTo Tpadukay, « AHAITU3aTOP
cocraBa JIBC», «Ananuzarop coosituit OC u I1O» u 1.11.);

- TN coObITHs (Hampumep, «OOHapyKEHO HEIITaTHOE CeTeBOe YCTpoilcTBo», «llombiTka
HecaHKIMOHUpOBaHHOTOo oOpaienus k USB-nopTy», «Omubka aBropuzanum» U T.11.);

- peakius Ha coObITHE (TIPH €€ OCYIIECTBICHUHN);

- crieuruyHas HHPOpMAIHS O BTOPKEHUH (3aBUCUT OT UCTOYHUKA U TUIIA COOBITHS).

Jlns mpenoTBpaieHus nepenoiHeHus aucka cepepa COB coObiTusMu aynuTa, a Takxke s
obecrieueHns yno0CTBa pPE3EpPBHOTO KOMUPOBaHUs apXuBOB coObiTuii ayauta B [IK «Pebyc-COB»
peann3oBaHa BO3MOXKHOCTb apXMBHPOBAHUS JKypHaJla ayJluTa IPU €ro MEeperoIHEHUH U 0 UCTECUEeHUH
OTIPENIEIEHHOTO TIPOMEXYTKa BpeMeHH. KOHCONb ympaBieHHs TO3BOISET 3a7aTh MaKCHMaJIbHOE
KOJIMYECTBO COOBITHI B JKypHaJe ayiuTa, a TaKK€ BPEMEHHOM MHTEpBaJl (€KEIHEBHO, €XKEHEIENbHO,
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©KEMECAYHO, €XKEroJHO, HHUKOIJa), [0 HCTEYEHWH KOTOPOro TPOM30IIET aBTOMAaTHYECKOE
apXUBHUPOBAHHUE XXypHaia ayauTa. B pesynbrare apxuBupoBanus GopMupyeTcs OTAeNbHbBIN (halia-apXuB,
KOTOpBIM  pacrmojiaraercsi B TOM K€  KaTajJore, 4Yro M TEeKyIIUd OIKypHal  ayauTa
%ALLUSERSPROFILE%\rebus-sov mns OC cemeiictea Windows u /var/log/rebus-sov ams OC
MCBC u OC CH «Astra Linux Special Edition». B nansHeiimem ¢aitn-apXuB MOKET OBITh IIEpEMEIIEH
Ha BHEIIHUK HocuTelb HH(opManuu JmOO (IpU OTCYTCTBUM HAOOHOCTH B HEM, HAIpuMeEp, IO
UCTEUYECHUHU CpoKa AaBHOCTH) ynaieH. [lo 3aBepiieHuu mpoliecca apXUBHUPOBAHUS TEKYIIMHA >KypHam
ayquTa HE COAEpXKUT 3anuced. PakT apXUBHUPOBAHUA JKypHala ayAuTa PErUCTPUPYETCS B KypHaie
ayauTa.

B ciiyuae HexBaTku MecTa Ha AMCKE U HEBO3MOXXHOCTH 3aIMCH BHOBB MOCTYIAIOIINX COOBITHIA
[IK «Pebyc-COB» ynanser camblii cTapblii (aiti-apxuB, GUKCHpPYS JaHHBIA (PaKT B KypHAJE ayauTa.
Jia npenorBpamieHus nogoOHbIX cutyauuid IIK «Pebyc-COB» ocymiecTBiaseT NEepUOIMYECKU
ABTOMATUYECKUI KOHTPOJIb HATMYMSI CBOOOIHOTO MeCTa B pa3jiesie C KypHalioM ayauTta. B ciydae ecnu
00BbEM JIOCTYIIHOTO CBOOOJHOTO MECTa OKa3bIBAECTCS MEHbBINE 3aJaHHOIO IOPOTOBOTO 3HAYCHHS,
OCYIIIECTBIISICTCS PErUCTPAIUsl COOTBETCTBYIOIIETO CIIYKEOHOTO COOBITHSI.

dopmupyemble apXHUBBl COOBITUH ayAuTa MOTYT B JAJbHEWIIEM HCIOJb30BATHCA IS
(GbopMUPOBaHUS OTUYETOB IO BTOPKEHUSIM.

3.5. Ananuz oOHapyKEHHBIX BTOPKEHUIA

CBenenust 06 0OHapyKEHHBIX BTOPKEHHSIX JOJDKHBI aHATM3UPOBATHCS /7Sl OLIEHKH 00CTaHOBKH
10 BTOPKEHUSM, 00€CIIeYeHUsI BO3MOKHOCTH OIIEPATUBHOIO pearnpoBaHMsl HA BTOPYKEHUS, BBISICHEHUSI
0OCTOSTENLCTB KOHKPETHBIX BTOPXKEHUH € LIEIbI0O OLIEHKU MX MaciuiTaba M MOCIEACTBUMN, BBISBICHUS
cyuiectByromux B C kaHajaoB OCYIIECTBIIEHUSI BTOPKEHUM, NPEANOCHUIOK M MPUYUH BO3MOXKHOCTU
peanu3any BTOP)KEHUH C LEeNbI0 MOCIEAYIOIed OpraHu3aluy Mep Mo NPeAOTBPALICHUIO0 MOA0OHbIX
BTOP>KCHUH B JAJIBHEUILIEM U T.II.

Amnanu3 o6HapyxeHHbIX BTOpkeHHi ¢ noMoibto [1IK «Pebyc-COB» MoOXeT ocylecTBIsATHCS B
OTIEPAaTUBHOM PEXUME U TI0 MEpe HEOOXOAMMOCTH (I10 3aIrpocy).

OnepaTuBHBIN aHAIU3 BTOPKEHUI MOXKET OCYILECTBIIATHCS KaK aBTOMAaTH4YECKH, TaK U BPYUHYIO
noas3oBarenem COB.

ABTOMaTHUYECKUI oOmepaTUBHBIA aHanu3 BTopxeHus ocymectsisercs [IK «PeGyc-COB» nHa
CTaHIIMM, OOHApY)KUBILIEH BTOP)KEHUE, IYTEM COIIOCTABJIEHUS CBEIEHUH O HEM (MCTOYHHUK, THII
BTOP>KEHUS) € 33JJaHHBIMUA HACTPOHKaMHU aBTOMAaTUYECKOI0 pearupoBaHUsL.

PyuHoll omepaTuBHBIH aHaJIW3 BTOPXKEHUH ocyllecTBiseTcss mnoibs3oBateneM COB myrem
IPOCMOTpa UH(POPMALIUU O BTOPKEHUSAX, OMEPATUBHO U LIEHTPAIN30BAaHHO OTOOpaXkaeMoil B KOHCOJIU
ynpasnenusi COB. CoctaB otoOpaxaemblx B KoHconu ympaBieHuss COB cBeaeHHil O BTOpKEHMSIX
COOTBETCTBYET COCTAaBY PErHCTPUPYEMBIX CBEACHUN U MpHBeJieH B 3.4.

Taxke orepaTUBHBIN aHANU3 BTOPKEHUM (HO C MEHBIIIEH CTENEHbBIO ONEPATUBHOCTH) BO3MOXKEH
IyTeM TpPOCMOTpa  COOOLIEHWM AJIEKTPOHHOM mouthl, pacceutaeMelx [IK  «Pebyc-COB»
agmuauctpatopam COB u comepkanux CTaTUCTUYECKUE CBEIAEHUS (10 MCTOYHUKAM W THUIIAM) O
BTOpKEHUSX, ponzomenmux B MC 3a 3a1aHHbli NEpUOJ BpEMEHHU.

[TomuMo cBenenmii 00 OTIEIBHBIX BTOPXKEHUAX, B KoHcoim yrpasienus COB otobOpaxatorcs
CTaTUCTHYECKHE JAaHHBIE 1O OOHAPY)KEHHBIM BTOPKEHHSM, KOTOpPbIE TaKK€ MOTYT HCIOJIb30BATHCS
nonib3oBarensiMu COB i ananusa texkyuieit o0cranoBkH 1o BTopskeHusM B UC.

AHanu3 BTOpXKEHMHM IO 3ampocy ocylecTsisercss mnoab3zoBaresnieM COB ¢ momolisio
renepupyemsbix [IK «Pebyc-COB» oT4eToB o o0HapyKeHHbBIM BTOP>KEHUSAM. OTUYEThl T€HEPUPYIOTCSI 1O
3arpocy MoJib3oBarens U3 KoHcoun ynpasieHus COB Ha OCHOBaHMU JTaHHBIX OJAHOTO MJIM HECKOJIBKUX
apXUBOB JXypHala ayJauTa, MpU 3TOM BO3MOXKHO 3a/1aBaTh (MIBTPHI MO BPEMEHU pErucTpamuu, mo
CTaHIMHU, OOHAPYXMUBIIECH BTOP)KEHHUE, [0 UCTOUHUKY COOBITUH U T.M. OTYETHl (POPMUPYIOTCS B BHUJE
daiinos popmara HTML (8 OC Windows nomonautensHo PDF) i MOryT mpocMaTpuBaThes JTHOOBIMU
CpeACTBaMHU IPOCMOTPA, MOAJIEPKUBAIOIIUMHU 3TH (opMaThl (IpU 3aMyCcKe MPOCMOTpa U3 KOHCOIU
ynpasierust COB ucnonp3yercs Tekyiee 3apeructpupoBanHoe B OC cpecTBO MpocMoTpa).
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3.6. PearupoBanue Ha 0OHApY>KEHHBIE BTOPKCHHS

Jlis npepblBaHUS TMPOAOJDKUTENBHBIX IO BpeMEHU BTOp)keHui (Hampumep, DOS-arak,
CKaHMPOBAHHUS CETEBBIX IMOPTOB, MOMBITOK MMOAOOpA MapoJis M T.I.), @ TAKXKE UL MPeIOTBpPAILCHUS
MOCIEAYIOIUX  AHAJIOTMYHBIX BTOPXKEHMH HEOOXOIUMO CBOEBPEMEHHOE peardpoBaHHE Ha
oOHapyKeHHbIe BTopkeHus. JlanHas 3anada npu ucnonb3oBanun [1K «Pebyc-COB» moxer pemarscs B
NC aBTOMaTH4ECKH, aBTOMAaTU3UPOBAHHO U BPYUYHYIO.

J11s1 aBTOMaTH4ECKOTo M aBTOMaTH3UPOBAaHHOTO pearnpoBanus Ha Bropakenus [1K «Pedyc-COB»
MIPEIOCTABIIAET BO3MOXKHOCTH OJIOKUPOBAHUS CETEBOrO TpaduKa.

brnokupoBka cTaHuMM JOCTynHA M CTaHUUN, Ha KOTOpbIx ycraHosieHo I10 AIIK3U
«Pebyc-M» mis OC cemeiictea Windows (DIII.01792-06). TTIK «Pebyc-COB» nepenaer B AIIK3U
«Pebyc-M» komanay 3a0JIOKMpOBaTh CTAHIMIO JJIsl TOJNB30BATeNsA, B pe3yjlbTaTe dero padora
M0JIb30BATENsl HA CTAaHIMHM OyJeT HEBO3MOXKHA; B TOM 4Hcie OyayT OJIOKMpoBaThbcsa Bce (ailioBble
OTepaLuy MPUIIOKEHHH, padOTAIOIIKUX OT UMEHH I0JIb30BaTEs.

BHUMAHME! JlanHblii Buj OJOKUPOBKH HE CpabOTAET, €CAM Ha CTAHIMU 3apErUCTPUPOBAH
aamunucrtparop AITK3UN!

brnokupoBka cereBoro Tpaduka ocymectBigerca cpeacrBamu I[IK «Pebyc-COBy». Jlannas
OJIOKMPOBKA MOXKET HCIIONB30BaThCAd Kak Uil OJOKUPOBKHM TpaduKa, MPUXOMAIIETO Ha CTAaHIHIO C
3amanHoro IP-anmpeca, Tak u myig monHoOW OMOKUpOBKH ceTeBoro Tpaduka OBM (3a uCKIIOYEHHEM
ciysxeonoro tpaduka I[MK «Pebyc-COBY).

[IK «Pebyc-COB» no3BoJisieT 10NOIHATH ONMKMCAHHBIC BBIIIE PEaKIIMU HOBBIMU ITyTEM yCTaHOBKHU
JIOTIOJIHUTEIBHBIX POTPAMMHBIX KOMIIOHEHTOB, aBTOMATUYECKU UHTETPUPYEMBIX B KOMILJIEKC.

ABTOoMaTHueckoe pearupoBanue Ha BTop:keHus BbinoiHseTcs [IK «PeGyc-COB» Ha cranimmy,
OoOHapy>KUBIIEH BTOpXKEHHE, B CcOOTBEeTCTBHHM C HacTpoeHHbIMH B [IK «Pebyc-COB» mnpaBumamu.
Hacrpoiika npaBuil aBTOMaTH4ECKOTO PEAarupOBAHMS OCYILIECTBISETCA LEHTPAIU30BAHHO B KOHCOJU
ynpasinenuss COB nyrem comnocraBieHusi TpeOyeMmblX NapaMeTpoB BTOPKEHMsI (MCTOYHHUK, THII
BTOP)KEHUS) U HEOOXOTUMON peaKIiu.

ABTOMaTH3UPOBAHHOE pearupoBaHue (0 3arpocy) Ha BTOPKEHUS BBIIOJIHAETCS MOJIb30BATEIEM
COB neHTpanu30BaHHO IYTEM YNPABICHUS PEAKLUSAMHU Ha CTAaHUUAX M3 KoHcosn ynpasieHus COB.
[lonb30Barens  OCYLIECTBISET  OJOKMPOBKY, PYKOBOACTBYSCH CBEIACHHSIMH O  BTOP)KECHMUSIX,
oToOpakaeMbIMH B KOHCOJIM YIIpaBJIEHUs], a TaKKe MH(POpMaIuei, MoJy4eHHO o JpyruM KaHajaMm.

CHATHE YyCTaHOBJIEHHBIX (KaK aBTOMATUYECKH, TaK U aBTOMAaTU3UPOBAHHO) OJIOKMPOBOK MOKET
OCYILECTBIATHCS KaK LIEHTPAJIM30BAHHO M3 KOHconM yrpasieHus COB, Tak M JIOKalIbHO C IOMOIIBIO
CpeACTBAa HACTPOMKH areHTCKOW YacCTH.

Pyunoe pearnpoBanue BelnonHserca mnoabs3oBatesnieM COB Ha OCHOBaHMM CBEACHM,
nonydyeHHbIX 0T [IK «Pedyc-COB» nubo w3 npyrux HMCTOYHMKOB. J[aHHBIM croco® pearnpoBaHMs
ocymectpisercs 6e3 npsimoro yuactus [1K «Pebyc-COB» ¢ momoribio opraHu3aoHHbIX, TEXHUYECKUX
U OpPraHM3alMOHHO-TEXHUUYECKUX CPEJCTB, JOCTYIHBIX IOJIb30BaTENI0 Ha 00bEKTEe MH(OpMaTHU3alNU
(HampuMep, epeHacTpoiika MEeXCETEBOT0 IKpaHa, JIoruueckoe mwin ¢pusndeckoe otkiouernue JIBC ot
WNuTepHera, oTIipaBKa IpyMIbl pearipoBaHus K KOHTPOJIUPYEMOM CTaHIIUU U T.IL.).

Omneparop COB nomkeH NpoaHANU3UPOBATh HH(POPMAIMIO O BTOPXKEHHMM U B cCllydae
HEOOXOIMMOCTH TpOBeJIeHUs paboOT MO YCTPaHEHWIO MOCIEACTBHM BTOPKEHHUS HM3BECTUTh
anmuHucTpaTtopa COB.

3.7. Kontpoins coctosinust COB

Jns  koHTponst Tekyuied 3amuiieHHoctd HMC oT BTOp)KeHHM HEOOXOJUMO MOCTOSIHHO
ocymiecTBIATh KOHTPoJb cocTosiHus COB. ITK «Pedyc-COB» obecnieunBaeT 1Ba HaNpaBIeHUS PEIICHUS
9TOM 3aja4H:

- KOHTpOJIb cocTostHUS KomnoHeHToB COB;

- aynut ciayxkeOHbIx coobrTuii COB.

Jannas 3agada BeimosHsercs onepatopom COB. B ciryuae o6HapyxeHus npodiem B padore COB
oneparop COB nomkeH He3aMeUIMTENBHO YBEAOMUTH aniMuHucTparopa COB.



KonTposb coctosinus komnoneHToB COB ocymiecTBisieTcss ¢ mMOMOIIbIO KOHCOIU YIPaBJICHUS
COB mnyrem mpocMoTpa OTOOpakaeMbIX B HEW CBOJHBIX CTAaTHCTUYECKUX JAHHBIX 1O AKTUBHOCTHU
areatoB COB, a Tak)e myTeM MpocMoTpa TEKYIIETO COCTOSHHS CTaHIUH (MoAKIroueHa k ceprepy COB,
He mponuia ayreHTuukanuo Ha cepBepe COB, HegoCTyNmHA MO CETH W T.I.), HAJIMYUS, COCTOSTHHS
(3amy1ieH, OCTaHOBJICH) U Bepcuid oTenbHbIX MexaHn3MoB COB (mmarmHoB), a Takke ISUCTBYIOIINX Ha

CTaHIIMH OJIOKUPOBOK.

Aymut cinyxe6HbIX coObiTuii COB ocymiecTBiasieTcs myTeM MpoCMOTpa 3aperucTpupOBaHHBIX
CITy’)K€OHBIX COOBITUH B ONEPATUBHOM PEKMUME B KOHCOJH YIpaBlEHHs JTHOO B OTYETE MO COOBITHUSAM
ayaura, cozaeprkaieM cirykeoHble coObiTuss COB. CocraB cBeieHHH, perucTpUpyeMBbIX JUIsl CIyKEOHBIX
COOBITHI, COOTBETCTBYET COCTaBY PErHCTPUPYEMBIX CBEJCHHUU O BTOP)KEHUH, NIPUBEICHHOMY B 3.4, 3a
HCKJIFOUEHUEM PEAKIIMU.

Ceenenuss o cimyxeOHBIX coObITHsAX, peructpupyeMbix [IK «PebGyc-COB», npuBeneHsl B

Tabymue 1.
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Ta6nuna 1 — Cobsitus, perucrpupyemsie [IK «PeGyc-COB»

Hcrounuk coObITHS Tun coObITHS HlonosHurenkHas Pesynbrar
nHbopmanus

Arent COB 3anyck areata COB He npenycmorpena YcneniHo

Arent COB OcranoBka arenta COB He nmpeagycmoTrpena Ycnemno

Arent COB [Iy1aruH ycniemHso 3anyueH Wwms nnaruaa YcnenHo

Arentr COB Ommbka 3arycka rnjiaruHa Wms mutaruna. Heycnemno

[Toapo6GHOCTH OMIMOKH
Arent COB [IymaruH ycriemHo ocrtaHoslieH | MMs niarusa YcnenHo
Arent COB Ommbka ocTaHOBKY IuiaruHa | MMs raruHa. Heycnemno
[Togpo6HOCTH OMIMOKH

Arentr COB 3amyck miaruHa Wwms mutarnza Ycnemno

Arentr COB Ilepesamyck miarusa WM miaruza Ycnemno

Arentr COB OmmnOka nepe3amnycka Wms mutaruna. Heycnenno
IIaruHa [TopobHOCTH OIIMOKH

Arent COB OmmbKa MoAKIIOYEHUS Nwms nnaruna. VYenemno
IIaruHa [TonpobHOCTH OIIMOKH

Arent COB Hacrtpoliku nepeunTansl He npenycmorpena YcnenrHo

Arent COB BrinosHeHO TOKAIbHOE He npenycmotpena YcnemHo
CHSITHE OJIOKMPOBKHU

Arentr COB Oo6napysxeH HOBbIM TiaruH | VMg nnaruHa Ycnemno

Arent COB CuHXpoHU3aLKsI BPEMEHU He npenycmorpena Yenemno
CpEJICTBAaMU areHTa
OTKJIIOUYEHa B aiine
HACTPOEK

Arentr COB Bpems cuaxponusupoBaHo ¢ | Tekymiee Bpems Yenemno
CepBEpOM

Arentr COB OmmbKka CHHXpOHU3ALUT Kox omubxu Heycnemno
BpeMmeHu ¢ cepsepom COB

Arent COB OtcyrcTBYeT MeTadain He npenycmorpena Heycnemno

Arent COB YcnenrHo npoiiieHa He npenycmotpena YcenemrHo
IIPOBEPKA LEIIOCTHOCTH
CUTHATYP

Arentr COB OO6HapyxeHO HapylleHHE He mpenycmorpena Heycnenino
LIEJIOCTHOCTU CUTHATYp

Arent COB Curnarypsl BoccTaHoBJIeHb | He mpegycmoTpena YcenemHo
13 JIOKAJIbHOTO XPaHWJIUILA
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IIpooonsicenue mabauyol 1

HcTodHuK coOBITHS Tun coObITHS Jlonoamurensras Pesynbrar
uHpOopMaIHs

Arentr COB Hauano oOHOBNIEHUS He npenycmotpena Ycenemno
CUTHATYP

Arentr COB [Tporiecc oOHOBICHUS He npenycmotpena Ycenenno
CUTHATYp 3aBEpILICH

Arentr COB OOGHOBJICHUE CUTHATYD HE He npenycmotpena Ycnemno
TpeOyercs

Arentr COB Curnatypsl BoccTaHoBJIeHbl | He mpeaycmoTpena Ycenenno
U3 XpaHWJIMILA cEpBepa

Arentr COB Omunoxa 0O0HOBIIEHUS Kox ommOku Heycnemnnao
CUTHATYp U3 XpaHWIMILA
cepsepa

Arentr COB CamotectupoBanue ninaruia | Mms nnarvxa Ycnemno
arenra COB Nms nnnaruna. Heycnemno

Onucanne ommOKH

ATEHTCKHI TIaruH 3amaua nepes3aryiieHa He npenycmorpena YcenemHno

«AnanuzaTop

coosiTii OC u I10»

ATEHTCKUI MIarvH 3aaya He MOXKET ObITh He npenycmoTpena Heycnemurno

«Amnanuzartop repe3anyieHa

coObituii OC u [10»

ATEeHTCKHH IUIaruH ABapuiiHoe 3aBeplLICHHIE HanmenoBanue 3agaun | Heycnemno

«AHanu3aTop 3aaun

coosiTii OC u I10»

ATEHTCKHI MIIaruH Beinonnena 6nokupoBka IP- | ITapameTpsl 6J0KMPOBKH | Y CIIEIIHO

«[Inarun G10KUpPOBKHU | ajpeca

CeTeBOro Tpaduka

ATEHTCKHH IUIaruH Bemonnena pazonokupoBka | [Tapametpst VYcenemno

«ITnarun 6nokupoBku | IP-agpeca Pa30I0KUPOBKH

CETEeBOr0 Tpadukay

ATEHTCKHI MIIaruH He ynanocs BBIOJIHATE [Tapametps! 651oxupoBku | Heycnemno

«Ilnarun 6okupoBku | OmokupoBKy [P-anpeca

CEeTeBOro Tpaduka

ATEHTCKHH IIaruH He ynanocs BEINOIHUTE [Tapametpsl Heycnenino

«ITnarun GnokupoBku | pa3dmokupoBky IP-agpeca Pa30I0KUPOBKH

CETEeBOr0 Tpadukay

ATEHTCKHI TIaruH Brimonaena pazonokupoBka | He mpegycMmoTrpena YcnemHo

«ITnarun 6nokupoBku | Beex IP-agpecos

CETEBOTO TpaduKay

ATEHTCKHI MIIarux He ynanoce BBIITOTHUTH He npenycmorpena Heycnemno

«[Inarun 6okupoBKU | pa3z0iokupoBKy Beex [P-

CeTeBOro Tpaduka» aJlpecoB

ATEHTCKHI MIaruH HeBo3MOHO 3amyCTUTh He npenycmotpena Heycnemno

«CpencTBo aHanmsa
CETeBOTO Tpaduka ¢
HCIOJIb30BaHUEM
CUTHATYDP»

Snort
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IIpooonsicenue mabauyol 1

HcTodHuK coOBITHS Tun coObITHS Jlonoamurensras Pesynbrar
uHpOopMaIHs
ATEHTCKUI T1arud HeBo3MOkHO 3aBepIINTh He npenycmotpena Heycnemno
«CpencrBo aHanusa paboTy KOMIIOHEHTa aHAJIN3a
CeTeBOro Tpaduka c ceTeBoro Tpaduka
HCII0JIb30BAHUEM
CUTHATYp»
ATEHTCKH MIarux Komnonenr ananmsa Kopa 3aBepuienus Heycnemno
«CpencTBo aHanusa ceTeBoro Tpaduka
ceTeBoro Tpaduka c 3aBEPIIMIICS C KOJIOM
HCIIOJIb30BAHUEM <YHCJIIOBOU KOI>
CUTHATYpP»
ATEHTCKUM T1arud ITpomecc Snort ve orBevaer. | He mpegycMmoTrpena Heycnemno
«CpencTBo aHaM3a COop aHHBIX HEBO3MOXKEH
CeTeBOro Tpaduka c
HCII0JIb30BAHUEM
CUTHATYp»
ATEHTCKHI TIaruH Hesepusblii popmat He npenycmorpena Heycnemno
«CpencTBo ananusa BHYTPEHHUX JaHHBIX
CETEBOTO Tpaduka ¢
HCIOJIb30BaHUEM
CUTHATYP»
ATEHTCKUM T1arud Hesepublit hopmat nanneix, | He mpenycmorpena Heycnemno
«CpencTBo aHanusa MIOJIyYEHHBIX OT Snort
CeTeBOro Tpaduka c
HCIIOJIb30BAHUEM
CUTHATYp»
ATEHTCKHI TIaruH Ommbka Beiienenns namsitu | He mpegycMmoTrpena Heycnemno
«CpencTBo aHanuza
CETEBOTO Tpaduka ¢
HCIIO0JIb30BaHUEM
CUTHATYp»
ATEHTCKHI MIIaruH Ommbka ynpaBieHus He npenycmotpena Heycnemno
«CpencTBo aHamuza npoiieccoM Snort
CeTeBOro Tpaduka c
HCIIOJIb30BAHUEM
CUTHATYp»
ATEHTCKHH IUIaruH Opna u3 ynkuuii ipc_lib He mpenycmorpena Heycnenino
«CpencTBo aHanuza BEpHYJa OMIHOKY
CETeBOTO Tpaduka ¢
HCIIO0JIb30BaHUEM
CUTHATYp»
ATEHTCKHI MIIarux [TonwiTKa 3amycka nporecca | He mpegycmoTrpena Heycnemno
«CpencTBo aHanu3a Snort, korma oH yxe
ceTeBoro Tpaduka c 3amynieH
HCIIOJIb30BAHUEM
CUTHATYp»
CpenctBo HacTpoliku | 3amyck MporpaMMbl He npenycmotpena Ycnemno
areita COB HACTPOMKHU areHTCKON YacTu
CpenctBo HacTpoiku | YcTaHOBKA 3HAYEHMSI 110 He npenycmotpena YcnemHno
arenta COB YMOJTYaHUIO
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IIpooonsicenue mabauyol 1

HcTodHuK coOBITHS Tun coObITHS Jlonoamurensras Pesynbrar
uHpOopMaIHs
CpencTBo HaCTPOKH H3MeHeHue HacTpoek Crapsrit IP-ampec. Ycnemno
areuta COB CETEBOI0 B3aUMOIEHCTBHUS Hosgwriit IP-anpec
COB
CpenctBo Hactpoiiku | 3amyck arenta COB He npenycmotpena YcnemHo
arenta COB
CpenctBo HacTpoiikun | OcranoBka arenta COB He npenycmotpena Ycenenno
areita COB
CpenctBo HacTpoiiku | JIokanbHOE CHSITHE He npenycmotpena Ycenemno
areata COB 0JIOKMPOBOK CTAHILIUU
CpencTBo HACTPOMKKH | DKCIOPT KIIto4a Pacnonoskenue kiroua Ycenenno
arenita COB ayTeHTH(HUKaIuu ayTeHTU(UKaLHUU
Onucanue omuOKu Heycneurno
CpenctBo HaCTpOMKU | 3aKpbITHE IPOrPAMMBI He npenycmoTpena YcnemHo
areita COB HACTPOMKHU areHTCKON 4acTu
CpenctBo Hactpoiiku | Bepuduxamnus uenoctnoctu | He npegycmorpena YcnemHo
areita COB Mo1yJiel
CpenctBo Hactpoiiku | Bepudukanus uenoctnoctu | Criucok Moayneil, He Heycnemrno
arenta COB MoyJien IPOLIEIIINX
BepHU(DUKAITHIO
CpenctBo HacTpoiiku | Bepudukanus nenoctnoctu | KontponsHas cymma Ycenemno
arenta COB CUTHATYp CUTHATYDP
Onwucanue ommoOKu Heycneuno
Cepsep COB VYcnenHoe noakit0uYeHue IP-anpec craniuu VYcenemno
areHra
Cepsep COB CuHXpoHU3aLUs BpEMEHH Onwucanue coObITHH Ycnemso
CUHXPOHHU3ALUU
BPEMEHHU
Omnucanue omuoKu Heycnemno
Cepsep COB HecootBercTBue Bpemenu Ha | IP-aapec cranuum, Heycnemno
CTaHIIHIX pa3HuLa BO BpEMEHU
Cepsep COB VYcnemnoe nogkioYeHue IP-anpec cranuu Heycnemno
KOHCOJIU
Cepsep COB Heynaunas moneiTka IP-anpec cranuu Heycnemno
MOJIKJIFOUEHUS] KOHCOJIH
Cepsep COB Heynauynas nomsiTka IP-anpec crantum Heycnemno
MOJIKJIFOUEHUS areHTa
Cepsep COB 3akaHunBaeTcs CBOOOIHOE Karanor xpanenus YcenemrHo
MECTO JJIs1 XpaHEHUs apXH1BOB, CBOOOHOE
COOBITHH ay/iuTa MECTO Ha JINCKE
Cepsep COB Ommbxka utenus ¢aitna Wwms daiina, onucanue Heycnemno
apxmBa OLINOKHU
Cepsep COB VYcnemHo npoiaeHa He npenycmotpena YcnemHso
MIPOBEpKa LEIOCTHOCTH
CUTHATYP
Cepsep COB OOGHapyKeHO HapylIeHHe He mpengycmoTpena Heycnemao

LIEJIOCTHOCTU CUTHATYp




Oxonyanue mabauyor 1
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«AHaIN3 CTaTUCTUKU
CEeTeBOro Tpaduka» u
«AHanu3 coctaBa
JIBCy»

HcTodHuK coOBITHS Tun coObITHS Jlonoamurensras Pesynbrar
uHpOopMaIHs
Cepsep COB OOGHapyKeHO HapylIeHUe Karanor curnaryp Heycnemno
1[EJIOCTHOCTU CUTHATYP
Cepsep COB BriBog coObrTHit miis SIEM He npenycmotpena Ycenemno
BKJIFOYEH
Cepep COB BriBoj coObrTHit miis SIEM He npenycmotpena Ycenemno
BBIKJIFOUEH
Cepsep COB [IpoBepka CUHXpOHU3AIUU He npenycmotpena Ycnemno
BPEMEHHU OTKJIFOUEHA
Cepsep COB PenaktupoBanue crivcka CerteBol ajipec CTaHIUH, | Y CIEIIHO
nosb3oBareneit COB C KOTOPOM ITPOUCXOAUIIO
peAaKTUPOBaHUE
Cepsep COB Hacrpoiika napameTpoB CereBoii asipec CTaHIUy, | Y CHEIIHO
cepsepa COB C KOTOPOM IIPOUCXOINIIO
peAAKTUPOBAaHUE
Cepsep COB O6noBnenue bPII CereBoii azipec CTaHIUH, | Y CHEIIHO
C KOTOPO# IIPOUCXOAUIIO
peAAKTUPOBaHUE
Cepsep COB ABTOMAaTHYECKOE Onucanue coObITHI YcnenHo
ob6nosiienne bPI1 ABTOMAaTHYECKOTO
oOHOBJIeHHs 0a3
Cepsep COB Ommbka aBTOMaTHIECKOTO Onucanue ommOKu Heycnemno
ob6Hosienust bPII
Cepsep COB Brinonaenue crieHapust Ornrcanue BBIMOTHEHUST | Y CHEIIHO
YIPaBJICHUS BHEITHUMU cueHapus
CpeACcTBaMU CO CTAHIINHU Onucanune ommOku Heycnenno
cepsepa COB
ATEHTCKHH IUIaruH IIpeBbImieHO JoMycTUMOE KomnuecTBo noTOKOB VYcenemno
«AHaJIU3 CTATUCTUKUA | KOJIMYECTBO MOTOKOB
CETEeBOr0 Tpadukay
ATEeHTCKUH IUIarvH OOHapyXeHO HeIITaTHOe CereBble agpeca Ycnemso
«Ananu3 coctaBa CETEeBOE YCTPOMCTBO aTaKymoLEero u
JIBC» aTaKyeMoro, Koia-Bo
TaKETOB M HAMPABJICHHUE
ATEHTCKHE TIaruHbI Wudopmarnius ot miaruHa OnucaHue BBINOTHEHUST | Y CHEIIHO
«AHaIINU3 CTAaTUCTUKU KOMaHJ| CEpBUCOM
ceTeBoro Tpaduka» u areHTCKOTro IIaruHa
«AHaJIM3 cocraBa (3amyck, OCTaHOBKa,
JIBC» M3MEHEHUE HACTPOEK)
ATEHTCKHE TIaruHbI Ommbka paboThI MIaruHa Onucanue ommoOKu Heycnemno

3.8. Yuer cnieun(puky KOHTPOIUPYEeMOH HHPOPMALIMOHHON CUCTEMBI

IIpu nactpoiike COB HeoOX0IUMO YUUTHIBaTh CHEHU(PUKY HH(POPMAIIMOHHOM CUCTEMBI, B

KOTOPOU OHa YHKITUOHUPYET.
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VYuer cnenudukn HHPOPMAITMOHHON CUCTEMBI 3aKTFOYAETCS B 00€CIIeUeHUN HACTPONUKH paOOThI
MEXaHU3MOB OOHApYXKEHUS U OJIOKMPOBAHMS BTOPKEHUN Ha KaKJOW areHTCKoW ctaHuuu. Mcmonb3ys
KOHcoib ympasiieHuss COB, aaMuHUCTpaTOp MOXKET OTKIKOYUTh WM NOAKIIOYUTh MEXaHU3Mbl Ha
BBIOpaHHOW cTaHIWU. J[Msi KakI0W areHTCKOW CTaHIMU HACTPOWKH JIETA0TCS HWHAWBHIYAIBHO.
Hanpumep, aqmMuHUCTpaTOp MOXKET OTKIIOYMTH MEXAaHHU3M aHajlHn3a CeTeBOro Tpaduka Ha areHTCKUX
CTaHIUAX 3alUIIAEMOr0 CETMEHTa CETH, OCTaBHB €r0 TOJBKO HAa IUII03€, 00ECIEeUnB TaKuM 00pa3oM
aHaJIu3 CeTeBOro TpaduKa ypoOBHS CETH.

3.9. Ympasnenue goctynom K gaHHeM 1 GyHkiusm COB

Jli1g ipeioTBpallieHus] BMEIIAaTeIbCTBa B IITaTHYIO padoTy COB gocTyn K JaHHBIM U QyHKIHAM
COB noykeH KOHTPOJIUPOBATHCS.

Jannas 3amaua pemaercs kak cpeacrBamu [1K «PeGyc-COB», Tak ¥ CTOPOHHHMH CpeJICTBAMHU
3amuthl ypoBHs OC.

IIK «Pebyc-COB» obecniedynBaeT yrpapiieHHE AOCTynoM K jaaHHbIM u (yskiusm COB c
MOMOIIBbIO y4eTHBIX 3amuceit moisb3oBatesner COB. s ucnonb3oBanusi konconu ympasieHuss COB
M0JIb30BaTEb MPOXOIUT UIACHTHU(HUKAIUIO U ayTeHTu(dukanuio. [lanee monbp3oBaTento paspeuiaercs
JIOCTYN K (PYHKIIMOHAITy, COOTBETCTBYIOIIEMY €TI0 POJH (OMHMCAaHHE POJIeH IMOJIb30BaTeNel U UX 33134
npuBesieHo B 3.2). B yacTHOCTH, yrpaBiicHHE YYeTHBIMH 3amucsMu moss3oBareneit COB, a takke ux
POJISIMU AOCTYITHO TOJIBbKO agMuHucTparopy COB.

Hoctyn k cpenctBy HacTpoiku arentTckoit yactu COB pasperen Tonbko aamunuctpatopam OC.

Hoctyn k mamabiM COB Ha ypoBHE (aiiJloB JODKEH YIPABISATHCS CPEICTBAMHU 3alTUTHI
unpopmanuu ypots OC. TpeboBanus o orpaHu4eHuo goctyna k JanueiM COB onucansl B 2.5.

3.10. Mackuposanue naturkoB COB

CereBoii matunk [IK «Pebyc-COB» ncnomnp3yer cereBoit nHTepdeic onepamoHHON CUCTEMBI U
HE TeHepHUpyeT CeTeBOM Tpaduk, 4TO JAejJaeT HEBO3MOXKHBIM BBISBICHUE JaTyMKa CTaHIApPTHBIMU
CpeACTBaMH.

JlaT4uKKM ypOBHS y3J1a MPEICTaBISAIOT cO00M cucTEeMHbIE CepBUCH. HEBO3MOXKHOCTD BBISBICHHUS
JaTYNKa CHCTEMbl OOHapyXEHHsI BTOP)KEHHUH IOJIb30BATEIEM 3JIEMEHTa HWH(OPMAIIMOHHON CHUCTEMBbI
obecrieunBaeTcsl cpeiol QyHKIIMOHUPOBAHUS IPU YCIIOBUH BBIMOJIHEHUS TpeOOBaHUH O€30MaCHOCTH K
cpene G YHKIIMOHUPOBAHUS, IPUBEACHHBIX B 4.9 TaHHOTO JTOKYMEHTA.

3.11. Pexumbl pabOTHI aHAIM3ATOPA CETEBOTO TpadHKa ¢ UCIIOJIL30BAHUEM CUTHATYP

KommnoneHT «AHanu3 ceTeBoro Tpauka ¢ UCIOJIb30BaHUEM CUTHATYP» MOXET paboTaTh B JIBYX
peKuMax: HaCCUBHOM U B pa3pbIBe KaHaja.

B maccuBHOM pexuMe aHamu3aTop MPOCHyIIUBaeT Bech BXoasmuid Tpapuk OBM u BblaaeT
NpeayNnpexaeHue B c1ydae oOHapy>KEHHs BTOPKEHUS, HUKaK HE MPEMATCTBYSI CAMOMY BTOPIKEHUIO.

B pexmMe pa3ppiBa KaHajga aHATU3aTOP MOXKET paboTaTh Ha NUTIO3€, YCTAaHOBJICHHOM MEXITY
JIBYMSl CETMEHTaMH CeTH. B 3TOM pexuMe aHanu3atop MOXeT OJOKHpOBaTh CETEBBIE ITAKETHI,
MIPOXO/ISAIIIE Yepe3 IITF03 U TEM CaAMbIM MTPEI0TBPAIIATh BTOPKCHHUS.

Pexum paspeiBa kanana qoctyneH B OC CH «Astra Linux Special Edition» penus «CMoneHCK»
u OC MCBC. Pexxum menoctynen B8 OC CH «Astra Linux Special Edition» penus «Jleaunrpaa» u OC
Windows.

Jlnst ncrionbs30BaHus pexxuma paspbiBa cetr OC, re aHanu3aTop 3ayCKaeTcsl B peXUMe pa3pbiBa
KaHaJa, 10JKHA ObITh HACTPOEHA B COOTBETCTBUHU C NMPUIJIOKEHUEM 2 TAaHHOTO JOKYMEHTA.
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3.12. Coxpanenue cereBoro Tpaduka

KommoneHnt «Ananus cereBoro Tpaduka ¢ UCIIOJIb30BAaHUEM CUTHATYP» MOKET COXPaHATh JaMIIbl
NepeXBauCHHBIX CETEBBIX MAKETOB JUIS X MOCIEAYIOIIEro aHanu3a. Bo3MOKHO COXpaHeHHE KaK MaKeTa,
HEPOJICTBEHHO BBI3BABIIET0 CpadaThIBAaHHE MPABUJI, TAaK U HEKOTOPOE KOJIMYECTBO MPEIIIECTBOBABIINX
U TIOCIIEAYIOIINX MTaKeTOB. BO3MOXHOCTh COXpaHEHHs MPEIIIECTBOBABIIMNX M MOCIEIYIONINX MTaKETOB
noctymHa Tos1bko B OC MCBC 5.0 u OC CH «Astra Linux Special Editiony, penus «CmoineHck». JlaHHBIE
OC noykHBI MCIONB30BAThCSl KaK Ha areHTCKUX CTaHIMAX, Tak U Ha cepepe COB. /lamnbl makeToB
coxpansroTcs B (aiin hopmara pcap.

B omun (aiin coxpaHseTcss HEKOTOPOe KOJIMYECTBO (HACTpAaUBaETCs aIMUHUCTPATOPOM) ITAKETOB
710 TaKeTa, BbI3BABILEro cpadaThIBaHHE MPaBUI, U TAKOE K€ KOJMYECTBO MakeToB mocie. Eciau mocie
MEPBOrO TMAaKeTa, BBI3BABIIETO cpabaThIBAaHUE TMPaBUJ, ObUT OOHAPYKEH emIE OAWH IaKeT, TaKkKe
BBI3BABILINI BTOPKEHHE, TO OHU BCE OyIyT COXpaHEHBI B OJIUH (haiil.

[Toxaxxem 310 Ha mpuMepe. JlomycTuM, aIMUHUCTPATOP HACTPOUIT KOMIIOHEHT «AHAIIU3 CETEBOTO
TpaduKa C UCMOJIb30BAHUEM CUTHATYP» TaK, YTO JOJDKHO COXPAHATHCS MSTh MAKETOB JI0 U MOCJe MaKeTa,
BBI3BABIICTO CpadaTbiBaHWE MpaBWi. Bce makeTsl, MOMaJaloNIfe Ha CETeBOM HMHTEp(dElC CTaHIuH,
MOCIIEI0BATEIbHO MOMAJAI0T B aHaIM3aTop. TakuMm oOpa3oM MoiydaeTcsl HeKas MOCIel0BaTeIbHOCTD
nakeToB (puc. 1). Ecnu mectoil makeT B 3TOH MOCIe10BaTeIbHOCTH BBI30BET CpadaThIBAaHUE KAKOTO-THO0
npaBmwia, B ¢aiin OyayT coXxpaHeHbl JaMIIbl OJAWHHAAIATHA MAKETOB: MSATH MAKETOB, MPEAIIECTBYIONINX
[IECTOMY, CAaMOT'0 IIECTOTO, H IMSATH IMOCIEAYIOINX ITaKETOB.

CoxpaHeHue MakeToB IPU OJHOKPATHOMN aTake

1 2 3 4 5 6 7 8 9 10 il 12 13
Bropa.

Puc. 1

Ecnu nocne mecroro nakera cpabaThiBaHUE MTPaBUII BBI3OBET, HAIIPUMEP, BOCBMOTI'O MO MOPSAKY
nakeT (puc. 2), To MeXIy AByMs ITaKeTaMH, BbI3BaBILIUMU cpabaThIBaHKE ITPaBUJI, UHTEpBaI Oy/1eT MeHee
IIATU MakeToB. B 3TOM ciyyae B ¢aitn Oyzaer coxpaHeHo yxke 13 makeToB: HATh 10 NEPBOTO IMAKeTa,
BBI3BABIIEr0 cpabaTblBaHME, MSATh IOCJTE IOCIEIHEro IaKeTa, BbI3BABILETO cpabaThIBaHUE M BCE
IMaKCTbI MCKAY.

COXpaHCHI/Ie MaKETOB IIPHU IMOCJICAOBATCIIbHOCTHU aTaK

Bropx. Bropx.

Puc. 2

Hactpoiika coxpaneHuss nammoB makeroB omumcana B DJIIM.03618-01 34 01
«PykoBOICTBO omeparopay, paszaen 4.
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4. PYKOBOACTBO AAMUHUCTPATOPA COB
4.1. OyHKIUHA aIMUHUCTPUPOBAHUS

AnmuHuCTpaTOp ©O€30MaCHOCTH JIOJKEH BBINONHATH Bce (YHKIUMU IO pPa3BEepPTHIBAHUIO,
HACTpOIike, OOHOBJICHHIO 0a3 pelIaroNIiX MPaBII U KOHTpoIto 3a paboToii [TK «Pebyc-COB».

Ycranoka 1K «Pebyc-COBy Bomnonnsiercss agmuauctpaTopoM Ha cepsepe 1K «Pebyc-COBy,
APM anmunmctparopa, padounx D9BM nons3oBareneii, cepBepax cetu, ciayxeOHsix 9BM ¢ garunkamu
COB, OBM c¢ mporpamMMHBIMH IUIIO3aMU W Mapuipytuzaropamu. Jlo BeimosiHeHUs ycTaHoBku [IK
«Pebyc-COB» aamMuHUCTpaTOp OJDKEH BBINOJIHUTH IOJACYET KOHTPOJIBHBIX CYMM MOIYJCH
OUCTPUOYTUBA U CBEPUTH MOTYyYECHHBIE KOHTPOJIBHBIE CYMMBI C STAJTOHHBIMU 3HaYeHHsIMHU. B mpouecce
YCTAHOBKHM aIMHHHCTpATOp A0oJDKeH ycraHoBHUTh B COB Bce HE0OXOQMMBIE TUIATWHBI, YCTAHOBUTH
aKTyanbHble 0a3bl CHTHATYp BTOPXKEHH, BBIIOIHUTH KOHurypupoBanue COB B cOOTBETCTBHU €O
CTPYKTYpOM CeTH epeaaun JaHHbIX.

AJIMUHUCTpATOp JOJDKEH  OCYIIECTBIATH KOHTPOJb 32 HAJIMYUEM TNpPUBWIETMHA Ha
aJIMMHHUCTPUpPOBaHUE y Apyrux nojs3oBateneit OC ob6vekta nHpopmatuzanuu. Hactpoiika mapameTpoB
[IK «Pebyc-COB», kacaromiasicsi HACTpOWKH pabOThl KOMIIOHEHTOB, TaKXke JOJIKHA OCYIIECTBIATHCS
aAMHUHUCTpaTOpoM Oe3omacHOCTH. lloab30BaTesib MOXKET BBINOJHATH HAaCTpOHKy KommnoHeHToB IIK
«Pebyc-COBY, cBA3aHHYIO TOJIBKO C OTOOpa)KEHUEM JaHHBIX.

Mzpenue [IK «Pebyc-COB» He TpeOyeT crenuaibHOTO TEXHHUYECKOro oOciyKuBaHus. s
nojAjepKaHusi u3lenuss B PabOTOCIOCOOHOM COCTOSHUM HEOOXOIUMO PEryisipHO BBIMOIHSTH
OOHOBJICHHE CUTHATYpP BTOPXKEHHI. YCTaHOBKY OOHOBJICHHI CUTHATYP BTOPKEHUMN JTOJIKEH BBIMOIHSITh
aamMuHucTpatop. Jlo BBINOJHEHUS OOHOBIICHUS CHTHATyp BTOPXKEHUN aJMHUHUCTpATOp 00s3aH
BBIIIOJIHUTh PacdyeT KOHTPOJIbHBIX CyMM (haiijioB OOHOBJIEHHUS U CBEPUThH IOJYyYEHHBIE KOHTPOJIbHBIE
CYMMBI C 3TaJIOHHBIMU 3HAYEHUSIMU, IPUBEJCHHBIMU Ha caiiTe pa3paboTyuKa.

4.2. Ilpuemka u3aenus

ITepen ycranoBkoii I1IK «Pe6Gyc-COB» HeoO6x01uMo yOeAUThCS B LIETIOCTHOCTH TUCTPUOYTHBHOTO
Hocutens.  IIpoBepka  LENOCTHOCTM  MOCTaBIIEMOro  M3J€NMs  omucaHa B pasgene 1
@/11111M.03618-01 30 01 «Dopmysip».

4.3. UnTepdeiicl, ToCTyIHbBIE aIMUHUCTPATOPY

AJMUHUCTpATOPY AOCTYIHBI HHTEepdeiic moaynel, Bxoasmux B kommuieke [1K «PeGyc-COBy,
B TOM YHUCIIE:

- Moayinb ycraHoBkH U yaanenus [1IK «PeGyc-COBy;

- cpenctBo HacTpoiiku areHTckoi yactu [1K «Pebyc-COBy;

- koHcousb yrpasieHus [1K «Pebyc-COBy».

Omnwucanue nHTEpdEiica cpepcTBa ycTaHOBKY npuBoAuTcs B pasaene 3 GJIIIN.03618-01 34 01
«PykoBozcTBO onepaTopa.

Onucanue unrepdeiica cpencTpa ynaneHus npuBogurcs B pasaene 3 OJIIIN.03618-01 34 01
«PykoBozcTBO onepaTopa.

Onucanune uHTEepdeica CpeacTBa HACTPONMKM areHTCKOM 4YacTu NpUBOAUTCS B pasnene 4
@®JI1111.03618-01 34 01 «PykoBOJICTBO OIEepaTopar.

Omnwucanue nHTEpdEica KOHCONN yrpaBieHus: npuBoautcs B paznaene 4 OJIIIN.03618-01 34 01
«PykoBozcTBO onepaTopa.

AJZIMUHUCTpATOp MMEET BO3MOXKHOCTH paciupenus gyHkuuonana 1K «Pebyc-COB» 3a cuer
JOTIOJTHUTEIbHBIX KOMIIOHEHTOB (TularMHoB). /[lng no0aBieHust HOBBIX IUIarMHOB HEOOXOIMMO
nonb3oBatbes cpencrBamu OC, B kotopoi ¢yrknuonupyetr 1K «Pedyc-COBy». Onucanue paboThl ¢
JIOTIOJTHATEIPHBIMU IIaTMHAMU TpuBoanTCsA B pasaene 4 DJIIN.03618-01 34 01 «PykoBojcTBO
oIepaTopa.
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4.4, Yupasnenue [1K «Pe6yc-COB»

[Tpu nmomonm uHTEpPEHCOB MPOrpaMMbl YCTAHOBKU aMHHUCTPATOP MOXET YCTaHABIHBATH W
ynanate 11K «Pebyc-COBy, BbiOupars KoH(UTrypanun yctaHOBKH. OnucaHue yCTAaHOBKH TMPUBEACHO
B paznene 3 ®/IIIN.03618-01 34 01 «PykoBoaCTBO omeparopa.

Onucanne ynanenus [IK «Pebyc-COB» mpuBeneno B pasmene 3 ®JIIN.03618-01 34 01
«PykoBoACTBO OnepaTopa.

[Tpu moMoIM KOHCONMM YIPaBICHUS aIMUHUCTPATOP MOXKET HACTPAaWBaTh PEAKIIMU HA COOBITHA
COB, ympaBinsaTh HacTpoiikamMu 0a3 perarouux MpaBuil.

Jlnst 6e30macHOro yrpaBlICHUsS W3IEJIMEM aJMHHUCTPATOP JOJDKEH IOJIb30BATHCS W3JIEIHUEM B
COOTBETCTBHUHM C HKCILTyaTal[MOHHON JOKyMEHTaluel. AJIMUHUCTPATOP JOJIKEH:

- BBINOJHATH yCTaHOBKY M HAacTpoiKy IIK «Pebyc-COB;

- NPUMEHATh cpeacTBa 3amuTel ypoBHa OC g obecnieueHust OezonmacHocTd AaHHbIX [IK
«Pebyc-COBy», B TOM uuncIie 3a7aBath ¥ MEPHOAMYECKH MEHATH ITapoJIH Nojb3oBareneld Ha qoctyn K [1K
«Pebyc-COBy;

- NOJAEpKHUBaThb B aKTyaJbHOM cOCTOSHMM Habop kommoHeHToB IIK «Pebyc-COB» u 0a3
CUTHATYP;

- TPOBOJAUTH NEPUOAMUECKUN aHAIHU3 )KYPHAJIOB C LI€JIbIO BBISABJIEHUS HapylieHui B padote [1K
«Pebyc-COBy;

- caenuTh 3a pabortocnocodHOocThIO [IK «Pebyc-COB» u mpu HEOOXOAMMOCTH BBIMOJHSATH
IIPOBEPKY pabOTOCHOCOOHOCTH OTAEIbHBIX KOMIIOHEHTOB,

- YCTPaHATb MOCJIEJCTBUS BTOPKEHUH (BBIIOIHATH IEPEHACTPOIKY CUCTEMBI, BOCCTAaHABIMBATh
I1O u nanHbIE).

Jns MuHMMM3anuMu 1OTepbh WHGOpMalMu B ciydae BbeIxoga u3 ctposi cepBepa COB
aJIMUHUCTPATOP JOJDKEH BBIOJIHATH MEPHOAMYECKOe apXuBUpoBaHUe KypHana coObiTuil I1IK «Pelyc-
COB» u ux coxpaHeHue Ha pe3epBHOM Hocutene nHopmanuu. Taxxe agmunuctparop COB nomken
BBINOJIHATH COXPaHEHUE apXUBOB HACTPOEK HA pe3epBHOM Hocutene nHdopmanuu. [Ipy BO3HUKHOBEHUH
cooeB B pabore IIK «Pebyc-COB» anMuHuCTpaTOp [IOJDKEH BBINOIHUTH nepeycTaHoBky [1O,
BOCCTAHOBJIEHHE HACTPOEK U CUTHATYP BTOPKECHMIA.

Huctpubytus I[1K «Pebyc-COB» u curHaTyp BTOp»KEHHUH JOKEH XPaHUTHCS HA PE3EPBHOM
HocuTeNe MH(pOpMAIIH.

4.5. KonTtponupyemble QyHKIIUN U IPUBUIIETHH

AJMUHHUCTpATOP JAOKEH KOHTPOJIUPOBATH pabOTy MOIb30BATENEH 1 HE JOMYCKAaTh TPUMEHEHUS
10JIb30BATEISIMU Ha pab0O4YMX MECTaxX HEIITaTHOTO MPOrPaMMHOI0 00ECIIeUeHUSI.

HenpusunerupoBannsie mnonb3zoBaTtenn OC He JOJKHBI BBINOJHATH IEpeHacTporky OBM,
nepeHactporiky JIBC u cpenctB 3amuThl BO HM30€KaHHE pEerucTpanuu JoXHbIX coobiTuit B COB n
OJIOKMPOBOK.

4.6. YnpaBieHue M0JIb30BaTENIIMU

[Tocne ycranoBku 1K «Pebyc-COB» anMUHUCTPAaTOp MOXKET T100aBUTHh B CUCTEMY OIEPATOPOB,
KOTOpBIE, B CBOIO O4Yepeqb, He OyAyT MMETh BO3MOXHOCTh M3MEHSTH MapameTpbl W HacTpoiiku [1K
«Pebyc-COB», HO cMOTYT Hapsay C aAMHUHHCTPATOPOM BBIMOIHATH paboTy mo ayauty coObrtmii T1K
«Pebyc-COBy.

Hacrpoiika nosb3oBaTeneil OCyecTBIsAETCA B KOHCOJIM YIPABICHUS BO BKIAJIKE « Y IPaBICHUEY.
Onucanue BKJIaAKA «YTpaBICHHE» W JICUCTBUM aJIMHHUCTpAaTOpa IO HACTPOMKE MOJIb30BaTEICH
npuBoautcs B pazaene 4 ®J(I1M.03618-01 34 01 «PykoBoACTBO onepaTopar.

4.7. YupapieHue napameTpamMu 0e30MacHOCTH

AJZIMHHUCTPATOP [OJDKEH OCYHISCTBIATh MOOABICHHWE M PEIAKTUPOBAHHE CYIIECTBYIOIIUX
MpaBUJI IS CPEJICTBA aHAIM3a CETEBOro TpaduKa C MCIONB30BaHUEM CHUTHATYp M CPEICTBAa aHaIM3a
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cooprtit OC m IIO. JlroGoe wW3MEHEHHWE TMpaBWJI TOJAPa3yMEBAaeT 3aJlaHUE TEPEMEHHBIX,
MCTIOJIB3YIOUINXCS B IPaBUJIaX, U PEAAKTHPOBAHUE/CO3aHNE CAMUX TTPABHIL.

3alaHHbIe M0 YMOJYAaHHIO MapaMeTpbl MOTYT OBITh W3MEHEHBI C HCIOJIb30BAaHUEM KOHCOJIU
ynpaenenuss COB, a taxke cpenctBa HacTpoiiku arentckod dactu COB. Hambonee KpuTHYHBIMU
rapaMeTpamu, BIUSIOIUMHU Ha 0€30MaCHOCTD, SIBJISIOTCS:

- IP-agpec u mopt ceprepa [1K «Pebyc-COBy;

- TapaMeTpbl MOYTOBOM pacceuiku: IP-aapec mouTtoBoro cepsepa, HAEHTU(GUKATOP U MAPOIb
I10JIb30BATENs], UHTEPBAJl PACCHUIKY;

- TapaMeTpbl apXUBUPOBAHUS COOBITHI ayIUTa: MaKCUMAIbHOE KOJIMYECTBO COOBITUH B apXHBe,
MHTEPBAJI CMEHbI apXWBOB, HHTEPBAJI IPOBEPKHU CBOOOTHOTO MECTA, MOPOT YBEAOMIICHHUSI 00 OTCYTCTBHU
CcBOOO/IHOTO MECTa;

- mapaMmeTpbl no0aBieHus HoBoro mnoias3zoBatens COB: wuaentudukarop, poib, MHapoib,
3JIEKTPOHHAS M0YTa,

- TmapaMeTpbl BbiBoJa coObiTuid aynuta B SIEM: mMs kartaiora Juist 3aliucu COOBITHH, aapec
cepBepa AJs nepeaadn COObITHIA,

- mapaMeTpbl aBTOMATUYECKOrO OOHOBJIEHHS CHUTHATyp BTOPXKEHMH U3 JIOBEPEHHBIX
HMCTOYHUKOB. HMHTEpBaj MPOBEpKH Hanuuusi oOHOBIeHUiH, IP-ampec m mopT cepBepa OOHOBIICHUH,
CTPOKOBBI HIACHTU(HUKATOP U MAPOJIb MOIB30BATEINS IS MOIKIIOYCHHUS K CEpBEPY OOHOBJICHUH, ITyTh K
OOHOBJICHHIO Ha cepBepe OOHOBIICHUH.

JlanHble mapameTpsl JOCTYNHBI ToJibkOo aamuHuctparopy COB. Ilpu BBoje mapameTrpoB B
KOHCOJIM YIIPaBJIEHUs OCYILECTBIIETCS UX MPOBEPKA HA MPAaBUIBHOCTh. Eciii mapaMeTp HEKOPPEKTHBIMH,
TO BBIBOAUTCS NIPEAYIPEKIAIOIIEE COOOIIEHNE U TapaMeTp HE IPHUCBANBAETCA.

4.8. CoObITHs 0E30II1aCHOCTH

Omnucanue KakI0ro THIIa COOBITHIH, OTHOCAIIMXCS K 0€30IIaCHOCTH, a TaK)Ke COOBITHI, CBA3aHHBIX
C BBIIIOJIHEHUEM 0053aTebHBIX (PYHKIIMN aIMUHUCTPUPOBAHUS, IPUBEACHO B 3.7.

4.9. TpeboBanust 6€30NaCHOCTH K cpefie (HYHKIIMOHNUPOBAHUS

4.9.1. OO6ume TpeboBaHus 0€30MaCHOCTH K cpesie (PYHKIIMOHUPOBAHUS

TpeboBanust k cpene GyHKIMOHMPOBAHUS U3JIO0XKEHbI B pazfene 2. [TomuMo QyHKIIMOHANBHOM
HACTPONKHU cpebl GYHKIMOHUPOBAHUS aJMUHUCTPATOpP 0€30MaCHOCTHU JIOJIKEH BBINOJIHATH HACTPOIMKY
cpeab! UT nns obecrieueHus 3amuThl nporpaMMHbIX Moayieit u qaHHbIxX [1K «Pe6yc-COBy.

B cocraB @pyHK1MOHaNBbHBIX TpeOOBaHUIT 0€3011aCHOCTH BXOJISAT:

- TapaHTHU JOCTYIHOCTH JIaHHBIX ayJUTa,

- 00paboTKa O0TKa30B ayTeHTU(DUKAIIIH;

- BepHU(UKAIHs CEKPETOB,;

- ayTeHTH(UKaLUs J0 JTI00bIX TeHCTBUI MOIb30BaTeNeH;

- uAeHTU(UKALNS 0 THOOBIX IEHCTBUI MOJIb30BaTENEH;

- HeBO3MOXHOCTEL 00xoxa I1BO;

- oraenenue nomeHa ®LO,;

- TeCTHpOBaHME aOCTPAKTHON MAaIIUHBI.

4.9.2. TapaHTUU JOCTYITHOCTH JaHHBIX ayJIHTa

AaMuHUCTpATOp 0€30IACHOCTH TOJDKEH BHITOHATH HACTPOHKY CPEICTB pa3rpaHHUuSHHs TOCTYIIa
cpeab! GYyHKIMOHUPOBAHUS, 3aIPEIIATh JOCTYI MOJIb30BaTeNeH, HE SBIAIONIMXCS aJIMUHUCTPATOPaMHU
COB, x katasioram u (¢aiiam ¢ 3aMcIMH ayauTa (pacroioKeHrne KataioroB yka3ano B 3.4). K cepsepy
COB pexoMeHIyeTCsl TIOTHOCTBIO 3alIPETUTh HHTEPAKTUBHBINA JTOCTYII MTOJIb30BaTeNeH, HE SBIISTIOIIIXCS
anmuHuctparopamu COB.
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[Tone3oBarenn COB [0mKHBI MOAy4aTh AOCTYN K 3alHCSIM  ayAuTa MCKIIOYUTEIBHO C
UCToNIb30BaHuEM cpencTB, nmpenoctaBisieMbix [IK «Pebyc-COBy. TIK «Pebyc-COB», B cBOIO 04epes,
HE TI03BOJISIET MOJIb30BATEISM BBINOIHATH MOIUGUKALIMIO U yATICHHUE 3allicel ayuTa.

AnmuHUCTpaTOop 0€30MacCHOCTH JTOJDKEH 00eCIeYnTh 0e30MacHOe XpaHEHHUE apXHMBOB, JaHHBIX
ayquTa B COOTBETCTBUHM C TPEOOBAHUSIMHM CUCTEMbI 3alllUThl MH(popManuu odbekTa. [lpu mepenaue
apXUBOB C COOBITHSMH Ha XpaHEHUE HEOOXOUMO 00ECIICUUTH MOJICUET M XPAHEHNE KOHTPOJIbHBIX CYMM
(aiiioB ¢ apxuBaMu, a IPU aHAJTU3€ JAHHBIX U3 APXUBOB HEOOXOAMMO MPEABAPUTENIHHO YOSTUTHCS B TOM,
9TO IEJOCTHOCTh (DaliJIoOB HE HapylIeHa, NMyTeM CPaBHEHUS TOTYyYECHHOW KOHTPOJILHOM CyMMBI C
KOHTPOJIBHOW CYMMOM, COXpaHEHHOH MpH mepenave (aiyioB ¢ apxuBaMu COOBITHH Ha xpaHeHue. [[o
nepefayn (aiyioB ¢ apXWBaMU Ha XpaHEHHE LIEJOCTHOCTH (hailiioB KoHTpoaupyercs: cpeacrBamu 1K
«Pebyc-COB».

[Tpu nenncrammsuu [1IK «Pebyc-COBy» anMuHHCTpaTOp 0€301MaCHOCTH JAOJDKEH YOSAUTHCS, YTO
Bce nanHble xxypHaoB [IK «Pebyc-COB» Obl1u coXpaHeHBI.

4.9.3. OOpaboTKa 0TKa30B ayTeHTH(PUKAIIUU

O06paboTka 0TKa30B ayTEHTU(PHUKALMU JOJKHA BBIOIHATHCS CpeicTBaMM 3aluThl ypoBHS OC.

Cp3U1 ypoBuss OC mo/mKHBI TPOTUBOACHCTBOBATEL TOIBITKAM TO00pa ayTeHTU(DHUKAITMOHHBIX
JAHHBIX 3JI0YMBIIUIEHHUKOM. J{J1s1 MPOTUBOICICTBUS OMBITKaM HoA0o0pa:

- OBM, Ha KOTOpBIX MOJb30BATENSAM JOCTYIHbI cpeacTBa ynpasieHuss COB, noymxHbl ObITH
HACTPOEHBI Ha PErUCTPALMIO COOBITUN BBOJIa HEBEPHBIX ayTEHTHU(PHKAIIMOHHBIX JAHHBIX;

- CpeICTBa 3alUTHl JIOJKHBI OBITh HACTPOCHBI TaKUM O0Opa3oM, YTOOBI Mpu OOHApYKEHUH
HECKOJIbKUX HEYJAQUHbIX IONBITOK ayTEHTHU(PHUKAIMU IPEJOCTABISATh IO0JIb30BATENI0 BO3MOXKHOCTb
BBITIOJIHUTh AyTEHTU(UKALMIO TOJBKO TMOCJE MCTEYECHUsI TaiiM-ayTa, BBIIIOJIHHUTH repe3arpy3ky DBM,
3a0JIOKMPOBATh YUETHYIO 3alIMCh [10JIb30BaTeNsl UK 3a010kupoBaTh DBM 11 mosp3oBaress.

Kpome Toro, o6paboTka oTKa30B ayreHTH(pHKanuu ocymecTsisercs cpeacreamu [1K «Pebyc-
COB». Ayrentudukanus BoinoaHsercs Ha cepBepe COB mnpu gocTyne nosib3oBarens yepe3 KOHCOJb
ynpasnenuss COB. Ilpu Tpex HeynayHbIX MONBITOKAX AyTEHTU(PHUKAIMH, WAYIIMX HOIAPSA C OJHON
CTaHLMH, CTaHUMA OJIOKUpyeTcs s JajbHEeWIIero MOJAKIYeHHs. biokupoBka cHuUMaercs
aBTOMATHUYECKH uepe3 | MUHYTY.

4.9.4. Bepudukamnus CeKpeToB

AaMuHUCTpaTOp 0€30MaCHOCTH JODKEH HACTPOUTh MexaHu3M ayTeHTu¢ukauun Cp3U ypoBHs
OC Ha npumeHeHue 6e3omnacHbIx naposieid. [laponb nomkeH ObITh IIMHON HE MeHee 6 — 8 OYKBEHHO-
UGPOBBIX CUMBOJIOB M COOTBETCTBOBaTh TpeOOBaHUAM K mapoisiM ans kinacca VC, B koTopoii
pasBepayra COB. Ilo BO3MOXXHOCTH I T€HEpAIMH TMaposield MOJDKHBI MPUMEHSATHCS CIelHalbHbIe
JATYUKHU CITy4alHBIX YUCell.

4.9.5. Ayrentudukanus 10 J00bIX AEWCTBUIl OJIb30BaTENEH

Ha DBM, Ha KOTOPBIX MIPpeIyCMOTpPEHa HHTEpaKTHUBHAsI paboTa MoJyib30BaTese, B 00s3aTeIbHOM
MOPSAJIKE JIOJKHA BBIMOJIHATHCS ayTeHTU(UKALMS MOJIb30BaTeNel /10 Hadajga paboThI MOJIb30BATE.
AyTeHTH(UKAIMA 110JIb30BaTeNeH T0KHA BBITOIHATHCSA 110 OyKBEHHO-IIM(PPOBOMY MApOIIIO JATHMHON He
MeHee 6 — 8 OYKBEHHO-IIU(POBBIX CUMBOJIOB I COOTBETCTBOBATh TPEOOBAHUSAM K MapoJIAM AJIs Kijacca
NC, B koTopoii pazsepHyra COB.

4.9.6. Mnentudukanus 10 TFOOBIX TEHCTBUH MOIB30BaTENICH

Ha OBM, Ha KOTOpBIX MpeycCMOTpEeHa HHTEpaKTHUBHAS paboTa Mojib3oBareseil, B 0053aTeIbHOM
NOpsiAKE JIOJDKHA BBIMOJIHATHCS HACHTH(MKAIMS TOJb30BaTeNel 10 Havaida paboThl MOJIb30BATEINS.
ABTOpI/ISaHI/ISI II0JIb30BATECJIA B CUCTEME QOJIKHA BBIIIOJIHATHCS TOJIBKO ITOCIIC YCHGHIHOﬁ I/I)IeHTI/I(bI/IKaHI/II/I
u ayTeHTHUKau. HeaBTopr30BaHHBIE MOJIb30BaTENN HE TOJDKHBI oaydath foctyn Kk MC. B nmpouecce
aBTOPU3ALIMN BCE IPOLECCHI, BBIMOIHIIOMIMECS OT UMEHH II0JIB30BATENs, JODKHBI M0JIy4aTh KOHTEKCT
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0€301acHOCTH I0JIb30BaTeNs, HA OCHOBaHUH JaHHOTO KoHTeKcTa Cp3U ypoBHs OC 10KHBI TPUHUMATh
pelIeHus 0 MPEJOCTABICHUH HIIM OTKa3€ MOJb30BaTeNI0 B 1OCTYME K pecypcam cpeast UT.

4.9.7. Hesosmoxuocts 00xoxa [15O

Jlnst  oGecnieuenmst Oe3omacHoctd  cpenbl UMT wa OBM  HeoOXoauMoO  HCIOJIB30BaTh
cepTuduIrpoBaHHBIE cpencTBa 3amuTsl oT HC/I.

4.9.8. Otnenenue nomena @O

B vactHoM ciyuae oneparopsl u aaMuHucTparopbl COB MOryT SIBIATBCS MOJB30BAaTESIMU U
agmuHucTpaTopamu cpenbl UT, B koTopoii pazBepayra COB. JlaHHbIH ciydaii akTyalieH, Koraa 001acTh
neicTBus noiaHoMounii anMuHuctparopa cpenbl UT u anmunucrparopa COB coBnagaer.

B o6mmem ciiydae ogun nomeH COB MoskeT 0XBaThIBaTh Cpa3y HECKOJIBKO IOMEHOB 0€30MacHOCTH
cpensl UT. B 1aHHOM ciydyae HEBO3MOKHO BBIIIOJHUTH COBMELICHUE YYETHBIX 3allMCEH ONEPATOPOB U
aagmuHuctparopoB COB u nonb3oBateneit OC. YueTHble 3an1CH ONepaTopoB U agmuHuctpatopoB COB
CO3/al0TCA HETOoCpeACTBEHHO B KoHcoym ynpasieHuss COB. Yuernsie 3anucu B cpene UT coznmarotcs
aJIMMHHUCTpATOpaMHu O€30MacHOCTH KaKJIOro W3 JOMEHOB Oe3zomacHocTu. [Ipu co3maHuM y4eTHBIX
3ammce oreparopoB u agmuHUcTparopoB COB B cpene UT aamuamMCTpaTop 0S30MACHOCTH JOJIKCH
YUUTHIBaTh OCOOBIE IpaBa JaHHBIX MoJb30BaTenel k pecypcam COB 1 BBINOTHATH COOTBETCTBYIOILINE
HACTPOMKH.
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5. BXO/JIHBIE 1 BBIXOAHBIE TAHHBIE

5.1. BxonHble qaHHbBIE

Bxogueimu nanabeiMu s [IK «PeOyc-COB» sBmnsitoTcss JaHHBIE, COOpaHHBIE HA areHTCKHX
CTaHIMUSAX, CUTHATYpbl BTOPKCHUH, HACTPOMKU CETEBBIX MApaMeTpoOB, KIKOY [JIsl MPOBEJCHUS
ayTeHTH(UKAIIMKI, KOMaHIbI ITOJI30BaTEICH.

5.2. BeIxo1HbIE JaHHBIE
BreixonupiMu nanuabivu it [1IK «Pebyc-COBy aBsitoTCs CBeIeHHsI O BBISIBICHHBIX BTOPKECHHSIX

" PCaKIIMU HAa HUX, CTATUCTUKA BBIABJICHHBIX BTOp)KGHPIfI, CBCACHHUA O COCTOSAHHMH KOMIIOHCHTOB COB, a
TAaK¥XXC Pa3JIMYHBIC CJ'Iy>KC6HBIe COO6H.[€HI/I$I.
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[MPUJIOXEHUE 1
OITMCAHUE CUTHATYP BTOPXXEHUI
1. ®opmar curHatyp BTOp>KEHUH CpeJCTBA aHAIN3a CETEBOro Tpaduka

dopmaT cuUrHaTyp BTOPXKEHHUH CpelICTBA aHalM3a CETEBOro Tpauka COBMECTUM C (popmaToM
cpeactBa Snort. CurnaTtypsl coaepxkarcs B (paiinax ¢ pacmmpenuem .rules. OHa cTpoka — 0JIHO PaBHIIO.
KommeHnTapuu B ¢aiiiax .rules HaunHaroTcs co 3Haka «#», KOMMEHTapUH JOJDKHBI pacloyiaraTbcsi Ha
OTACNBHBIX CTPOKAX, Ha CTPOKAX C MpaBWIAMH KOMMEHTAapHeB OBbITh HE JOJDKHO. [lycThie CTpoku
UTHOPUPYIOTCSL.

B Tabnuie 1 ganHOTO NpUIOKeHUs iepednciieHbl daiiel *.rules, koropsie Haxoxsrcs B bPII Ha
auctpuOyruBHOM OH M ToCcTynHBI ¢pa3y MOCie yCTaHOBKH.

Tabnuna 1 — Onucanue (aityioB ¢ mpaBuIaMu

Daiin Haznauenue npasui B (paiiie

[lpaBuna  OOHAPYXXMBAIOT  ONpPEACICHHBIC  MPUIOKEHHS,
paboratomiue B cetr (Hanpumep, Gizmo — ananor SKype)

app-detect.rules

browser-chrome.rules

browser-firefox.rules [MpaBuna pearupyloT Ha [pOOJEMbl  COOTBETCTBYIOILIMX
browser-ie.rules Opay3epoB — IEpENoJHEHHE aJIpeCHOW CTpPOKH Opaysepa,
browser-other.rules MOTIBITKH OTIPABUTh OTYET 00 OMIMOKax

browser-webkit.rules

[IpaBuna perucTpupyroT SKCIUIyaTalUI0  ySI3BUMOCTEH B
Opay3epHbIX iarnHax (Hanpumep, flash)

content-replace.rules [IpaBuya perucTpupyOT NOAMEHY/KOMIPOMETAITUIO JAHHBIX
[IpaBuia ompeaensioT HCIOJb30BaHHE BpeIOHOCHBIX ActiveX-
3JIEMEHTOB

[IpaBuia cpaOaThIBalOT, KOrja JIOKAJIbHBIH XOCT OTIIPABIISIET
OTBET, KOTOPBIM ITOX0K HA OTBET MOJABEPKEHHOIO ATAKE XOCTa
emerging-botcc.portgrouped.rules | IlpaBuna pearupyroT Ha Tpaduk, CXOXHUH C TeM, KOTOpBIH
reaepupyetr C&C (Command&Control Centre) —  mentp
yrpaByieHHs] 00THETOM

[IpaBuna perucTpupyroT HCHOJB30BAHME YaTtoB. Eciu B
OpraHM3alMy  3alpelieH0  MOJIb30BAThCA  IPOrpaMMaMu
MTHOBEHHOTO 0OOMEHa COOOIIEHUSIMH, TO HEOOXOAUMO BKIIOYHTH
JaHHBIN (aiin

[IpaBuna perucTpupyroT OOpaileHus K JIOMEHAM M3 YEPHOTO

browser-plugins.rules

emerging-activex.rules

emerging-attack_response.rules

emerging-botcc.rules

emerging-chat.rules

emerging-ciarmy.rules

CIIHCKa

[IpaBuaa pPEruCTPUPYIOT «OMACHBIE» 3aMpPOChl K yAaTCHHBIM
emerging-compromised.rules pecypcam (TombITKa 00panieHus K KOHPHUTYypaITMOHHBIM (haiiiam

web-caiiToB BeI3bIBaTh cMd Ha yIAJICHHOM Y3JI€ U T.I1.)
emerging-current_events.rules [TpaBusIa perucTpUPYIOT aKTUBHOCTh BpeoHOocHOro 110
emerging-dns.rules [IpaBuia pearupyroT Ha aTaku, HarpaBJICHHbIC Ha dns-cepBeEpbI

[MpaBwia peructpupyroT D0S-artaku (B crily crielu(PHKN TaKUX
aTaK MPaBHJIa BBI3BIBAIOT MHOTO JIOXKHBIX CpaOaThIBAHUH )
[IpaBuna oOHapYXUBaIOT CETEBON TpaduK OT y3JI0B, KOTOPHIE
M3BECTHBI KaK UCTOYHUKH aTak Ha ocHoBe crnrcka Dshield
[IpaBuia oOHapyXHUBalOT ceTeBOM TpadUK OT Y3JIOB U3 CIUCKA
emerging-drop.rules Spamhaus DROP list

emerging-dos.rules

emerging-dshield.rules
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daiin

Haznauenwue npasui B (paiine

emerging-exploit.rules

[IpaBuna pearupyroT Ha M3BECTHBIC OKCIIOHTHI.
[MpenynpexaeHust TEHEPUPYIOTCS B Clydae, €CIU JaHHBIMU
OKCIUIONTAMHU  TBITAUCh  BOCIIOJNB30BAaThCS, XOTSA  CaMu
9KCIUIOUTH K 3TOMY BPEMEHHU MOTJH OBITH 3aKpPBITHI MaT4aMu
wm ysa3Bumoe [10 BooOmie MokeT OBbITh HE YCTAaHOBJCHO B
cHCTeMe

emerging-ftp.rules

[IpaBusa perucTpupyroT ataku Ha ftp-cepBepsl

emerging-games.rules

[IpaBuiia pearupyroT Ha aKTUBHOCTb UTPOBBIX MPUIIOKEHUI

emerging-icmp.rules

[IpaBuna o6Hapyx)uBarwT cereBor Tpadux ICMP, xapakrepHoro
JUISI IPOBEJICHUS CETEBBIX aTaK

emerging-icmp_info.rules

IIpaBuia pearupyroT Ha IONBITKA IIPOIMHIOBATH Y3JIBI CETH C
HCIIOJIb30BAHUEM HEKOTOPOTO XaKEPCKOI0 MHCTPYMEHTApHs, HO
YUUTHIBAIOT JI1OOBI€ IHHIH, KOTOpble MOIYT B OIPOMHOM
KOJIMYECTBE T€HEPUPOBATHCS BIOJIHE JIETUTUMHBIM [10

emerging-imap.rules

[IpaBuia peructpupyroT nonbITku arak Ha IMAP-cepBepbl

emerging-inappropriate.rules

[IpaBuna peructpupyoT oOpaiieHue K MNOpHOTpadhUIECKUM
Matepuanam cetu MuaTepHer

emerging-info.rules

[IpaBuna pearupyroT Ha aKTHBHOCTb, KOTOpash MOXET OBITh
3ampenieHa  MOJUTHKOM ~ OE30MacHOCTM B HEKOTOPBIX
opranuzanusx. B ormuume ot emerging-policy.rules, mnpasuia
pearupyroT Ha KOCBEHHbIE JaHHbIE U HEUYETKHE KPHUTEpHH,
MIO3TOMY MOTYT BBI3BIBATH MHOTO JIOKHBIX Cpa0aThIBAHUN

emerging-malware.rules

[IpaBuiia perucTpUpyrOT aKTUBHOCTh BpenoHocHoro 110

emerging-misc.rules

Paznnie IMpaBuJjia, HC MOANABIIMC IO OCTAJIbHBIC KATCTOPUHN

emerging-mobile_malware.rules

[IpaBmiia perucTpupyrT aKTUBHOCTb BpeioHocHoro 110

emerging-netbios.rules

[lpaBuna perucTpUpYIOT [ESATEIBHOCTh HEKOTOPBIX CETEBBIX
JyepBel, aTaKyIOUIMX MaIluHbI o yrpasiaeHuem Windows

emerging-p2p.rules

[TpaBuna perucTpUpyOT AaKTUBHOCTH MUPUHTOBBIX IPOTPaMM,
HapyIIAONIMX 3aKOHOJATENbCTBO (B YAaCTHOCTH, aBTOPCKOE
IPaBo)

emerging-pop3.rules

[IpaBunma  perucTpupyrOT  NOTEHUMAJIBHBIE  aTaKW  Ha
COOTBETCTBYIOIIME MTOUYTOBBIE CIYKOBI

emerging-policy.rules

[IpaBuna pearupyroT Ha aKTHBHOCTh, KOTOpash MOXET OBITh
3ampenieHa  MOJUTHKOM ~ OE30MacHOCTM B HEKOTOPBIX
opraHuzanusax (HarmpuMmep, aHOHUMHBIN BXo 110 ftp, 3amyck java-
anIuIeTOB IJICePOB IS IPOUTPBIBAHUS BUAEO, JOCTYI K gmail u
T.11.)

emerging-rpc.rules

[IpaBua perucTpupyroT aTaky Ha CIY>KObI yIaJleHHOTO BBI30Ba
IIponcaAyp

emerging-scada.rules

[IpaBuna perucTpupyroT aTakd M3 BHEIIHEH ceTH Ha scada-
CUCTEMBbI

emerging-scan.rules

[IpaBunma  perucTpupyroT IONBITKM CKaHHPOBAHUS  CETH.
Copepxar cUrHaTypsl HEKOTOPBIX KOHKDETHBIX CETEBBIX
CKaHEpOB

emerging-shellcode.rules

[IpaBuna perucTpupyroT B TEpECHUIAEMBIX IO CETH MaKeTax
IIEJUTKOA. DJTO, BEPOSTHEE BCEro, SBISETCS JICTHTUMHBIM
Tpadukom

emerging-smtp.rules

[IpaBunma  perucTpupyrOT  NOTEHUHAJIbHBIE  aTakKd  Ha
COOTBETCTBYIOIIME ITOYTOBBIE CIYKOBI
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daiin

Haznauenwue npasui B (paiine

emerging-snmp.rules

[IpaBmwia perucTpUpyrOT HECAHKIIMOHUPOBAHHBIC —IOMBITKH
YIPABJICHHS CETEBBIM 000pyaoBaHueM 110 nmpoTokosry SNMP

emerging-sql.rules

[TpaBwina ¢pukcupyrot araku Ha SQL-cepBepsl

emerging-telnet.rules

[IpaBuna wHGOPMUPYIOT 00 OmacHOM TpaduKe, MepechuiacMoOM
BO Bpewms telnet-ceccun

emerging-tftp.rules

[IpaBuiia perucTpUpyOT NOTEHIMAIbHBIE aTaKK Ha CIYKOBI tftp

emerging-tor.rules

[IpaBuia perucTpupyoT UCIIOJIB30BAHHUE CETH 10r

emerging-trojan.rules

[IpaBuna peructpupyrot pabory BpegoHocHoro I[10

emerging-user_agents.rules

[TpaBuiia perucTpUPYIOT [OJ03PUTENILHBIC TTApaMeTPhI USer-agent
B Web-Tpaduke (MCIOJIb3YIOIIHECs BpeTIOHOCHBIMU WeD-60Tamu)

emerging-voip.rules

[IpaBuna perucTpupyroT OUIMOKM W MOTEHIMAJIbHBIC aTakd Ha
CpeACTBa T'0JIOCOBOTO OOILIEHHUS IO CETH

emerging-web_client.rules

[MpaBuiia perucTpUpPyOT KCIOJIB30BAHUE YSA3BUMOCTEH B Web-
KJIMEHTaxX

emerging-web_server.rules

[MpaBuiia pEerucTpUpPyOT KCIOJIB30BAHUE YSA3BUMOCTEH B Web-
cepaepax

emerging-
web_specific_apps.rules

[MpaBuiia perucTpUpPyOT KCIOJIB30BAHUE YSA3BUMOCTEH B Web-
IPHIOKEHUAX

emerging-worm.rules

[IpaBuiia perucTpupyoT akTUBHOCTb BpeioHOocHOro 110

exploit-kit.rules

[IpaBuna npenoCTaBiIsOT CUTHATYPBl MU3BECTHBIX DKCIUIOUTOB.
[IpenynpexneHuss TEHEPUPYIOTCA B Ciydae, €CIM JaHHBIMU
SKCIUIOUTAMH  TBITAJUCh  BOCIOJB30BaTbCS, XOTA  CaMH
9KCIUIOUTHI K 3TOMY BPEMEHU MOIJIM OBITh 3aKPBITHI MaT4aMu
win ysazsumoe [10 BooOmie MokeT ObITh HE YCTAaHOBJIEHO B
cucreMe

file-executable.rules

file-flash.rules

file-identify.rules

file-image.rules

file-java.rules

file-multimedia.rules

file-office.rules

file-other.rules

file-pdf.rules

[IpaBuna MHGOPMUPYIOT O HAJIMYMUU B MEPECHUIAEMBIX MO CETH
(aiinax NOTEHUUAIbHOM OMAacHOCTU (HAaNpUMeEp, MaKpoCOB B
O(UCHBIX TOKYMEHTaX )

indicator-compromise.rules

[IpaBuna perucTpupyrOT OMAaCHbIE 3aMpPOChl K yIaJE€HHBIM
pecypcam (TOTbITKAa o0pammeHust K KOHPUTYparmoOHHBIM (anaam
web-caiiToB BeI3bIBaTh cMd Ha y/IaJICHHOM Y3JI€ U T.I1.)

indicator-scan.rules

[IpaBuna  perucTpupyroT IONBITKM CKaHUPOBAHUS  CETH.
Copepxar cUrHaTypsl HEKOTOPBIX KOHKDETHBIX CETEBBIX
CKaHEpOB

indicator-shellcode.rules

[IpaBuna perucTpupyroT B TEpEeCchUIaEMBIX IO CETH MaKeTax
IIEJUTKOA. DJTO, BEPOSATHEE BCEro, SBISETCS JICTHTUMHBIM
Tpadukom

malware-backdoor.rules

[MpaBuna pearupyrOT Ha 3alMpoc COCIUHEHHUS C YAAJCHHBIM
KOMITBIOTEPOM, HHUITUATU3UPOBAHHBIN BpeoHOCHBIM [10
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daiin

Haznauenwue npasui B (paiine

indicator-obfuscation.rules

[IpaBuna peructpupytot B Tpaduke o0dycunpoBanHbiii JS-Kom.
Kak mpaBmio, ero MCrnonb3yroT s 3aliuThl MHGOpManuu oT
aBTOMATHYECKOT'O0 KONMHMPOBAHHUS, HO WHOT/IA C TIOMOIIBIO HETO
MOT'YT TOIBITATHCSI CKPBITh OMacHbI koJ. Ecnm Takoi Tpaduk
TEHEepPUPYeTCsl Majo, TO B MPHHLUUIE MOXXHO TIONBITATHCS
neo0¢ycIpoBaTh MOJyYCHHBIC TAHHBIC

malware-cnc.rules

[IpaBmwia 0OHapyXUBAIOT IIEHTP VYIPABICHUS MHOXECTBOM
KOMITBIOTEPOB, pearupyroT Ha BpeaoHocHoe I10, oxumaromiee
MOJIKJTFOUEHUST HOBBIX OOTOB, PETHCTPHUPYIOIIECE UX B CBOCH 0ase,
ciaedsaliee 3a MX COCTOSSHHMEM MW BBIJAIOINEE WM KOMAaHJBI,
BEIOpaHHBIC BJIAJEIbIIeM OOTHETAa U3 CIHCKA BCEX BO3MOXKHBIX
KOMaH[ Ui 6oTa

malware-other.rules

[IpaBuna  peructpupyror  pabotry  BpenoHocHoro  [IO,
HE I0/I1aJAFONIET0 O] ONMCAHUE MPEABLAYIIHX JIBYX YHKTOB

malware-tools.rules

[IpaBuiia perucTpupytoT paboTy XaKepCKOro HHCTpyMEHTapus Ha
y3Jie ceTu

netbhios.rules

[IpaBuna perucTpupyrOT IEATEIbHOCTh HEKOTOPBIX CETEBBIX
JyepBel, aTaKyIONIMX MaIluHbl o yipasaeauem Windows

os-linux.rules

os-mobile.rules

os-other.rules

os-solaris.rules

os-windows.rules

[IpaBuna perucTpupyroT SKCIUTyaTallud — ysI3BUMOCTEH B
cootBeTcTByOIUX OC

policy-multimedia.rules

policy-other.rules

policy-social.rules

policy-spam.rules

[IpaBuna pearupyroT Ha aKTHBHOCTb, KOTOpash MOXET OBITh
3ampenieHa  MOJUTHKOM ~ O€30MacHOCTM B HEKOTOPBIX
opraHuzanusax (HampuMmep, aHOHUMHBIN BX01 110 ftp, 3amyck java-
anIuIeTOB IJICepOB JUIS MPOUTPBIBAHUS BUACO, JOCTYI K gmail u
T.11.)

protocol-dns.rules

[IpaBuia pearupyroT Ha aTaky, HampaBJIeHHbIE Ha dns-CepBepbI

protocol-finger.rules

[IpaBuna perucTpupyroT H3BECTHBIE aTaku Ha choyxkO0y finger,
KOTOpasi M0 yMOJIYAHHIO 3aITyCKAETCSI BO MHOTHX UNIX-TTO00HBIX

OoC

protocol-ftp.rules

[IpaBuiia perucTpupyroT ataku Ha ftp-cepBepsl

protocol-icmp.rules

[IpaBuna perucTpupyroT MOMBITKH MPONUHIOBATh Y3JIbI CETH C
WCI0JIb30BAHUEM HEKOTOPOI'0 XaKEPCKOT0 MHCTPYMEHTapHUs

protocol-imap.rules

[IpaBuia peructpupyroT nonslTku arak Ha IMAP-cepBeps!

protocol-nntp.rules

[IpaBuiia perucTpUpyIOT aTaku Ha CiyKObl BpeMEHU

protocol-other.rules

[IpaBuna oOHapyXHMBalOT CETEBOM TpaduK, XapaKTEpHBIH s
aTax

protocol-pop.rules

[IpaBusa perucTpupyroT nonbITKH arak Ha POP-cepBepbl

protocol-rpc.rules

[IpaBuia perucTpupyroT aTaky Ha CIY>KObI yIaJleHHOTO BBI30Ba
1IponcaAyp

protocol-scada.rules

[IpaBuna perucTpupyroT aTaku M3 BHEIIHEH ceTH Ha scada-
CUCTEMBbI

protocol-services.rules

[IpaBmia perucTpupyroT KOMaHIbl YAAJIEHHOIO JOCTyIa K
cucreme (rlogin, rsh, rexec)

protocol-snmp.rules

[IpaBuna  peructpupyroT  akTuBHOCTH  SNMP-npoTokona
(ynajieHHOe yIpaBJIeHHE CETEBBIM 000PYI0BAHUEM)

protocol-telnet.rules

[IpaBuna uaGopmMupyroT 00 onacHoM Tpaduke, MepechIaeMoM
BO Bpems telnet-ceccun
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daiin

Ha3nauenwne npaBui B (aiine

protocol-tftp.rules

[IpaBuiia perucTpupyOT NOTEHIMAIbHBIE aTaKy Ha CIYKOBI tftp

protocol-voip.rules

[IpaBuia perucTpupyroT OMMOKKA U MOTEHIHAIbHBIE aTakKu Ha
CpeACTBa TOJIOCOBOTO OOIICHHUS 10 CETH

pua-adware.rules

[TpaBuia onpeaessifoT akTUBHOCTh adware-mporpamMmm, KOTOpbIE
HapyuUIaloT MpaBa

pua-other.rules

[TpaBuia PErUCTPHUPYIOT BO3MOJKHBIE HapyIICHUS
3aKOHO/IaTeNbCTBA (McIoib30Banue Bitcoin, monyyenue gocrymna
K TEPETHCKE)

pua-p2p.rules

[IpaBuna perucTpupyrOT aKTHBHOCTH MUPHUHTOBBIX IPOTPAMM,
HApyNIAIONIMX 3aKOHOJATENLCTBO (B YaCTHOCTH, AaBTOPCKOE
1IpaBo)

pua-toolbars.rules

[IpaBuna OTIPENIEIISFOT AKTHBHOCTb naHemeH
WHCTPYMEHTOB, BCTPaMBACMbIX B Opay3ep, HapylIaronux IpaBa
(HampuMep,  OTHPABISIIONIUMX  CTATHCTUKY  3alpoCOB  Ha
yIaJICHHBIN cepBep 0e3 crpoca MoJIb30BaTesl)

scada.rules

[TpaBuia QUKCUPYIOT aTaKu U3 BHEIIHEH ceTH Ha SCada-cucTemMpl

server-apache.rules

server-iis.rules

server-mail.rules

server-mssgl.rules

server-mysgl.rules

server-oracle.rules

server-other.rules

server-samba.rules

server-webapp.rules

[IpaBuna perucTpupyrOT SKCIUTyaTallud  YSA3BHUMOCTEH B
COOTBETCTBYIOIINX CEPBEpPaAX

sgl.rules [IpaBuia peructpupyrot araku Ha SQL-cepBepsl
test.rules [IpaBuia a1 caMOTECTUPOBAHUS
11 rules [IpaBuia perucTpupyroT NOTEHINUAIBHBIE ATAKU, UCTIOJIb3YIOIIKE

ysi3BUMocTH rpaguueckoro uurepdeiica UNIX-nogobueix OC

®opmar npasunr — ACTION PROTO IP_ADDR1 PORT1 DIRECTION IP_ADDR2 PORT2

(OPTIONS).

[Tone ACTION omnpenensier nelcTBUE, BBINOIHSAEMOE IMPU CpabaThIBAHUM TNPABUJIA, MOXKET
IPUHUMATh OJIHO U3 CIEAYIOUINX 3HAUYEHUI:

- PasS — HUYEro He AelaTh,

- log — 3anucatp coObITHE B *KypHAI;
- alert — BeIAATH MIpEIyTIPEKICHHE.
[Tone PROTO 3anmaer cereBoi MPOTOKOI M MOKET MPUHUMATh OJHO U3 CIEAYIOIIUX 3HAYCHUM:

- ip;

- icmp;
- tep;
- udp.

Kaxxnoe u3 3HaueHui 3a1aeT OTHOMMEHHBIN POTOKOI.
[Tone DIRECTION o3Havaer HampaBi€HHE CETEBOTO MMAKETa M MOXET NPUHHMATh OJHO M3

CHEAYIOIIUX 3HAUECHUI:

- «->» — [IPaBUJIO JEHCTBYET TOJBKO ISl MakeToB, oTnpasieHHbIX ¢ [P ADDRI na [P. ADDR?2;

- «<>» — IpaBWJIO JEHCTBYET JJIsl MAKETOB, MPOXO/AIIUX B 000UX HAMPABICHUSIX.

[Tone IP_ADDR — 310 IP-anpec. Mosxer ObITh 3371aH Kak B HoTauuu [Pv4, Tak u B HoTaruu [Pv6.
Taxoke MOXKHO yKa3zaTh KITIOUEBOE CIIOBO «any», 03Hayaroliee 1000 aapec.
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[Tone PORT — nomep nopta u3 nuamazona 0 — 64768. MoxkeT Takke UCIOJIb30BATHCS KIIFOUEBOE
CJIOBO «any.

[Tone OPTIONS — cniucok JAOMOTHUTENBHBIX IMapaMeTpoB B ckoOKax. [TapameTpsl pa3aensroTcs
TOYKOM ¢ 3ansATod. Kaxkaplii mapaMeTrp COCTOMT M3 KIH0Ya M 3HAYEHHUs], Pa3JCIICHHBIX JIBOETOUYHEM
(manpumep: msg: "MALWARE-BACKDOOR - Dagger_1.4.0").

B nmoste OPTIONS o6s13atenbHO TOMKHBI OBITh YKa3aHBI CIEIYIOIINE TaPaAMETPhI:

1) onucanue coOBITHSI, OOHAPYKUBACMOTO JaHHBIM ITPABUIIOM. 3a1aeTCs KJIFOUOM MSQ;

2) uaeHTU(UKATOP MpaBuIIa. 3a1aeTcs KIo4oMm Sid;

3) Kacc BTOP)KEHHS, OTPEICIIAIONINN COOBITHE, KOTOpPOEe OyIeT 3aperuCTpHUpPOBaHO. 3aaaeTcs
KIrouoM classtype.

B nmnpaBunax Moryr wucnonb3oBaThCs IepeMeHHble. dDopmar OObBSBICHUS TMEpEeMEHHOU
CHEAYIOUIUI:

TYPE ID VALUE

[Tone TYPE — tun nepemenHoi. MoXeT NpuHUMATh OJHO U3 CIEIYIOIINX 3HAUEHUMN:

- var — TeKCToBasl mepeMeHHasi;

- ipvar — ciucok IP-aapecos;

- portvar — CmiCcoK CEeTEeBbIX MOPTOB.

[Tone ID — upenTudukarop nepeMeHHOH. MOXKET cOCTOSTh U3 OYKB JaTHHUIIBI, HU(p U 3HAKA
noa4YepKuBaHus « ». He momkeH HauuHATHCS ¢ HUQPBIL.

[Tone VALUE — 3nauenue, KOTOpO€ MPUCBAUBACTCS MIEPEMEHHOM.

2. ®opMaT curHaTyp BTOpKEHHH cpencTa aHanm3a coositiii OC u npukiagHoro 110

dopmar curHatyp BTop>keHui cpeacrsa aHanuza coosituit OC u npukiaanoro 110 coBmecTum ¢
dhopmarom cpeacta OSSEC.

Curnatypsl cozaepxkarcs B (Qainax ¢ pacumpennem XMl OnHO mpaBMiio 3aKiro4yaercsi B Ter
<rule>. ®opmar 3amucH COOTBETCTBYeT 3amucH B craHAaptHbii XMl-dain. Kaxmerit xml-gaiin
OTMCHIBAET MpaBuia sl OJHOrO KypHaa.

HaGop mpaBun umeeT ApPEeBOBUIHYIO CTPYKTypy. KopHeBoe mNpaBHiIO JOIKHO OMNMCHIBATH
JIEKOJIEp, Ha OCHOBE KOTOPOTro o0pabarhiBatOTCsi cooOiieHus u3 xypHasna. Koneunbele cpaboraBiine
IpaBUiIa coiepKaT HHPOPMALIMIO, COOpPaHHYIO BCEMHU CpadOTaBIIMMU IPABUIAMU, HAUWHAs C KOPHEBOTO.

Habop npaBui uMeer cieyromyro CTpyKTypy:

<group Nname="ums_NpUIOKEHUS, >

RULE

RULE
</group>
WMs npusokeHus He JOJDKHO COJAEp)KaTh MPOOENOB U JIOJDKHO 3aKaHYMBaThes 3amsaToil. OHO
JIOJDKHO KpaTKO XapaKTepH30BaTh MPUIIOKEHHUE, *KYpHaIbl KOTOPOro Heo0XoauMo pa3odpath. Mms
MPUJIOXKEHUS SIBJISI€TCS TJIaBHOW IPYIMIION AJIs BCEX COOBITUI U3 3TOT0 )KypHaja.
[Tone RULE onuceiBaeT npaBuiio aJist JaHHOM rpymmbl. KonmudecTBo mpaBuil He OTpaHUYHUBACTCS.
dopmaT mpaBmII CIETYIOIIHIA:
<rule RULE_ATR>
<RULE_TAG> .. </RULE_TAG>
</rule>
[More RULE_ATR sBnsietcss atpuOyToM WM CIUCKOM aTtpuOyToB Tera <rule>. AtpuOyrhb
JAHHOTO T0JIsl TIPE/CTABJICHBI B Ta0JMIIEe 2 TAHHOTO MPHIIOKEHHS.
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Tabnumna 2 — HaGop atpulyToB mpaBuiia

Wwms atpubyra Tun arpudyra Onucanue
id Uucnosoit, ot 100 mo | [lapamerp omnpenenseT yHUKAIbHBIA UACHTHU(HUKATOP
999999 paBuiIa
level Yucnosoi, ot 0 1o 15 | [TapameTp onpenensieTr ypoBeHb yTPO3bl

frequency Yucnosou, [Tapamerp ompenenser 4acTOTy IOSBJICHHs IpaBHIIa, HA
KOJIMYECTBO KOTOPO€  CCBUIAETCS  TEKyllee [MpaBujio, g  €ro

cpabaThIBaHUS
timeframe Uwucnooid, cekyHnbl | [lapameTp onpenensieT BpeMeHHOM HHTEpBaJ I aTpuoyTa
frequency. MosxeT ObITh HCIIOIB30BaH TOJIBKO C aTPUOYTOM

frequency

[Tone RULE_TAG sBisiercssi BHyTpEHHUM TEroM WJIM HAa0OpOM BHYTpEHHHX TeroB. CHHUCOK
BHYTPEHHHUX TErOB MPeACTaBlIeH B TabuuLe 3 JAHHOTO MPUIIOKEHHUS.

Tabnuna 3 — HaGop mapamerpoB nmpaBuia

Nwms tera Tun arpubyra Onucanue
decoded as TekcToBbIi [TapameTp omnpeaenseT uMs AeKoaepa
description TekcToBbIi [TapameTp omnpeaessieT KpaTKoe OMUCaHHe COOBITHS
if sid YuCI0BOi, [TapameTp ompenensier ykasareib Ha HICHTU(PHKATOP
WICHTU(UKATOP MPaBWiia | MpaBuiia, cpabOTaBIIEro paHee
match TekcToBBIi [TapameTp ompenenser CTpOKy, TP KOTOPOi MPABUIIO

cpabaThiBaeT, €cid B COOBITUM €CTb IpsIMOE
COBIIQJICHUE C TEKCTOM BHYTPU JJTAHHOM CTPOKH

regex TexkcroBbll, peryisspHoe | [lapamerp ompenenser CTpOKy C  PETyJSIpHBIM
BBIpa)KEHHE BBIp@XEHHEM, TIPU KOTOPOM MpaBHIIO cpabaThIBaerT,
€clii B COOBITUM €CTh COBHIAJEHHE IO IIAOJIOHY
PErYJSIPHOTO BBIPAKEHUS

group TekcToBbIf [IpaBuiio ompenenser WMs TPYMIbBI, KOTopoe Oyaer
JI00aBJICHO K pe3yJIbTUPYIOIIEH MHpOpMAIU O COOBITHI

B 0OHOBIIEHHBIX CUTrHaTypax MOTYT BCTPCTUTHCA JOITOJTHUTCIIbHBIC anI/I6YTLI " TCT'H.

3. Metoauka no6aBneHus )KypHana JUlsl AajJbHEeHIIero aHaan3a cCoOObITUI ¢ MOMOIIBIO CPECTBA
aHaimza coobiTuii OC u npuknaaxsoro 110

Hacrpoiika mpou3BouTcs 4epes peaakTupoBanue KoHpurypauronsnoro ¢aiina 0ssec.conf. B OC
Windows aiin pacrionaraercs mo nytu %oProgramFiles%\CPS\rebus-sov\ossec-agent\ossec.conf. B
OC MCBC, OC CH «Astra Linux Special Edition» ¢aiin pacrnonaraercs 10 MyTH
lusr/local/ossec/etc/ossec.conf. UToObI oTperakTHPOBaTh KOHPHUTYPAMOHHBIH (a1, TpeOytoTcs mpasa
aJIMUHUCTPATOPA.

Kondurypaunonssiii ¢aitn umeer cienyonyo CTpyKTypy s ONpeaesieHus] aHATU3UPyeMbIX
KYPHAJIOB:

<localfile >

<location>LOG_PATH</location>
<log_format>LOG_FORMAT</log_format>

</localfile >

ITepemennas LOG_PATH nomxHa npuHUMAaTh TMOJHBIN MYTh A0 aHATU3UPYEMOT0 KypHaa.

[lepemennas LOG_FORMAT nomkHa mNpuHAMaTh 3HAa4eHWE U3 TaOMUIBl 4 JaHHOTO
MIPUIIOKEHHUS.
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Tabnumna 4 — dopmaTsl )KypHAIOB

Wwms popmara

Omnucanue

syslog JlaHHBIN opMaT MOAXOAUT JJIs KYpPHAIOB ¢ PopMaToM, OT0OHBIM popMary
kypHana Syslog. Ilomumo 3Toro, aaHHbBI (opmar HCHONB3yeTcs s
KYpHaJIOB, (GopMar KOTOPbIX He mojuepkuBaercs. JlaHHbI ¢dopmar He
MOAXOJUT JUIsl dKYpPHAJIOB, COOOIIEHNS KOTOPBIX 3alUcaHbl 0oJjiee yeM OQHOU
CTPOKOH
eventlog Jannbrit popmar noaxoaut uist xkypHainoB OC Windows, umeronux gopmar
eventlog
mysgl_log Jaunsiii popmar noxxoaut aisi xxypHanos CYBJ] MySQL
postgresql_log Jansbiii hopmat noaxoaut st xkypHasoB CYBJ] PostgreSQL
multi-line: Jlanuelii (GopMaT MOAXOMUT IS KYPHAJIOB, B KOTOPBIX OJHO COOBITHE
NUMBER pazousaercsi Ha NUMBER crpok

UYroObl 100aBUTH HOBBIM XypHad, KOTOPBI HEOOXOJMMO aHaJIM3HpPOBATh, TPeOyeTcs HAWTH
MIOCJIETHIOKO CTPOKY, B KOTOpOW coxepkutcs 3anuck </localfile>, nepelitu Ha cieayromyo CTpOKy U
BCTaBUTh OJIOK IO OIIMCAHHOM BBIILIE CTPYKTYPE.

V3MeHeHust BCTYNaOT B CUILY TOJIBKO MOCIIE epe3arpy3Ku Iuaruia «AHanuzatop coobitiii OC

u [1O».
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I[MTPUJIOXEHMUE 2

HACTPOMKA MAPIIPYTU3AILIUN ITAKETOB B OC CH «ASTRA LINUX SPECIAL EDITION»
N OCMCBC 5.0

Yroosr O9BM mnopn ympasienuem OC CH «Astra Linux Special Edition» morna paborats B
Ka4eCTBe MEXCETEBOro ILIr03a, Heobxomumo B (aiine /etc/sysctl.conf packoMMeHTHpOBATH CTPOKY
«net.ipv4.ip_forward=17». Eciu Takoi CTpOKH HET, €€ HY»HO 100aBuTh. [lociie coxpaHeHus: H3MEHEHU I
B (haiine /etc/sysctl.conf HeoOxoarMO BBIIOIHUTE KOMaHAy SYSCtl —p OT UMEHHM CyTepIIoIb30BaTeIs.

[Tocne stoit Hactpoiiku OBM cMoxeT paboTaTh B KauecTBE MUII03a, T. €. MEPEHAIPaBISATH
CeTeBbIE MAKEThI C OJJHOTO CBOETO CETEBOTO MHTEp(deiica Ha APYTroi.

Yrobsr DBM mnon ympasneanem OC MCBC morna pabotare B KadecTBE MEKCETEBOTO IILTI03a
HeoOxoauMo B KoHerr (aiina /etc/rc.d/rc nob6asuts cTpoky «echo “17>>/proc/sys/net/ipv4/ip_forwardy
u nepe3arpy3uts OBM.
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[IEPEYEHb COKPAILIEHUI
AIIK3M  — anmapaTHO-IIPOrpaMMHBIA KOMIUIEKC 3alTUThl HHPOPMAIUH
APM — aBTOMAaTU3HPOBAHHOE paboyee MECTO
BPII — 0a3a pemarmx MpaBuil
ncC — nH(opMaIOHHAs CUCTEMA
uUT — uH(hOpMaIMOHHAS TEXHOJIOTHS
JIBC — JIOKaJIbHAs! BBIYMCIIUTENbHAS CETh
MCBC — MoOMIIbHAsI cucTeMa BoopyKeHHBIX CHIT
HCJ — HECaHKIIMOHUPOBAHHBIN JOCTYII
oC — OIepaloOHHAas CUCTEMA
OCCH  — onepanuoHHas cucTeMa ClelalbHOr0 Ha3HAYEHUs
I[1BO — MOoJUTHKA 0€30MacHOCTH 00BEKTa
[IK — IIPOrPaMMHBIN KOMIUIEKC
10 — ImporpammHoe o0ecreueHme
COB — cucTteMa OOHapyKEHUsI BTOP)KEHUN
Cp3U — CPEeACTBO 3alUTHI HH(GOPMAITUU
CYB/J — cucTeMa ynpaBjieHHs 0a3aMy JaHHBIX
®BO — ¢yHk1Hs 0e30macHOCTH 00BEKTa
9BM — BIIEKTPOHHO-BBIYMCIIUTEIbHAS MAIIIMHA

OH — DIIEKTPOHHBINA HOCUTEIIb
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Jlucm pecucmpayuu uzmenenutl

Hzm.

Homepa nucmos (cmpanuy)

Bcezo
annyu- aucmos | Ne dokymen-
USMEHeH- | 3dMeHeH- nosbix | posammoix | (cmpanuy) ma
HbIX HbIX & doKyM.

Bxooswuii
Ne conposo-
OumenbHo2o

OOKYM.
u dama

Tloon.

Ha-




