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1. HASHAYEHUE ITPOI'PAMMBbI

[TIK «Pebyc-COB» npenna3nadeH s GyHKIIMOHUPOBAHKS HAa YPOBHE CETH M Ha YPOBHE Y3JIOB
WH()OPMAIIMOHHONW CHCTEMBI C TIICNIbI0  OOHApYXCHHsT M OJIOKMpOBaHHSI yrpo3 Oe30MmacHOCTH
nH(pOpMaIUU, OTHOCAIINUXCS K BTOPKCHHUAM (aTakam):

- IpeAHAMEPEHHBIH HECAaHKIIMOHUPOBAHHBIM JOCTYN WM CIEUUaJbHbIE BO3JCHCTBUS Ha
uHpopmanuo (Hocutenu WHGOpPMAIMK) CO CTOPOHBI BHEUIHUX HapylIuTeNed, ACHCTBYIOUIMX W3
MH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH;

- IpeAHAMEPEHHBIA HECAHKIIMOHUPOBAHHBIM JOCTYNl WU CIHEHUalbHbIE BO3JCHCTBUS Ha
uHpopManuo (HOcUTENM HWHGPOpPMAIMK) CO CTOPOHBI BHYTPEHHUX HapylIuTeNeHd, oO0sagaromnmx
IpaBaMH U MOJIHOMOYHUSIMHU Ha TOCTYN K HHPOpPMAIMU B HHPOPMAILIMOHHOM CUCTEME.

I[IK «Pebyc-COB» mnpumensiercss B KayecTBE JJIEMEHTAa CHUCTEMbI 3aIIUTHl HH(pOpMAIUU
MH(OPMALIMOHHBIX CUCTEM, (PYHKIIMOHUPYIOIIUX Ha 0a3e BRIYUCIUTEIbHBIX CeTeil n 00pabaThIBAIOLINX
MH(POPMAIINIO, COJACPKAIIYI0 TOCYIapCTBEHHYIO TaiiHy, W (WIM) KOH(PHUICHIMATIbHYIO HH()OPMALHIO,
BKJIIOYAsi IEPCOHAIBHBIE IaHHBIE.
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2. YCJIOBUA BBITTOJIHEHH A ITPOT'PAMMBI
2.1. TpeboBaHus K COCTaBY TEXHUYCCKUX CPEJICTB

Jlis  GyHKIIMOHUPOBAHUA MPOTPaMMbl JIOJDKHBI HUCHOJB30BaThess OBM co crenyromumu
TEXHUYECKUMHU XapaKTePUCTHKAMHU:

- OBM tuna IBM PC c Intel x86/x64-coBmecTuMbIM miporieccopom He Hke Pentium IV 3 I'Tn,
160 OBM Ha 6a3e nporeccopa Dnsopyc-8C;

- MUHUMAaJIbHBIH 00BeM orepaTUBHOM maMatu — 2 ['0aiiT, peKkoMeHyeMbIii 00beM OIepaTHBHON
mamsTu — He McHee 4 ['0aiT;

- cBOOOJTHOE MECTO Ha CUCTEMHOM pa3Jiesie )KeCTKOro Aucka — He menee 1 ['0ailr;

- MoIJIepKKa MOHUTOPOM U BUaeoanantepoM DBM pabounx paspemenuii He menee 1024x768
TOYCK MU TIyOHMHE 1IBeTa HE MeHee § OUT (111 pabovero MecTa oreparopa);

- KJIABHATypa U MBIIIb I COBMECTUMOE YCTPOHUCTBO BBOJIA;

- ceTeBOM anmanTep (MoAepKUBAIOLTUN CKOPOCTh He MeHee 10 MouT/c).

OBM nomxkabl 0bITh 00beauHeHBI B JIBC. CeTh nomkHA OBITH HACTPOCHA HA HMCIOJIH30BAHUE
cTeka ceteBbIX nmpotokosnoB TCP/IPv4.

2.2. TpeboBaHus K 0OMIECHCTEMHOMY ITPOTrPAMMHOMY 00ECIICUCHHTIO

B kauectBe onepanuonnoii cucremsl (OC) ans [1K «Pedyc-COB» 10mKHBI HCTIONB30BATHCS .

- OC Microsoft Windows 7 SP1/8/8.1/10/Server 2008 R2 SP1/Server 2016/Server 2019/
Server 2022,

- OC MCBC 5.0 IABM.11004-01 (u3menenue Ne 7);

-OC CH «Astra Linux Special Edition» PYCB.10015-01 (penmu3 «CMOJICHCK»
Bepcuu 1.4, 1.5, 1.6);

- OC CH «Astra Linux Special Edition» PYCB.10265-01 (penu3 «JIlenunrpan» Bepcus 8.1).

2.3. PexomeHa1iuu Mo COCTaBy M KBATH(DHUKAIIUN 00CITYKUBAIOIIETO MepcoHata

OKcIUTyaTalusl U3JeNIis BO3MOXKHA TOJIBKO MPH YCIOBUM HAJIM4YUs HA OOBEKTE JTOHKHOCTHOTO
JIMIIA, BBITOJHSIOMETo poib aamuHucTpaTopa COB. /laHHOE HOKHOCTHOE JIMII0 MOXET COBMENIATh
obs3anHOCTH omeparopa COB, onHako peKOMEHIyeTcsl pas3AeiauTbh OO0S3aHHOCTH oOleparopa M
anMuHHUCTparopa. KoJIMuecTBO JOMDKHOCTHBIX JIMII, BBIMOJHSIONIMX POJH aIMHHHCTpaTopa H
orepaTopa, 3aBUCUT OT 0coOeHHOCTel 00beKTa HHPOpMaTH3ALUH.

AJIMUHUCTPAaTOPOM pEKOMEHIYETCsl Ha3HayaTh CIELHUaiCTa, 3HAKOMOTO C apXUTEKTypoi
ceTed, ¢ mMpUHIUNAMUA (YHKIMOHUPOBAHUS CETEH M WMEIOIIEro OMNBIT aaMuHUCTpupoBanus B OC
Windows u OC CH «Astra Linux Special Edition».

OrnepaTopoM PEKOMEHIYETCsl Ha3HAuaTh CHEIHANINCTa, O0JaJaloIIero 3HaHUSIMU B 00JIaCTH
KOMIIBIOTEPHBIX aTaK.

2.4. Opranuzanus Mep 6€30MacHOCTH

Ha DBM, mnpenna3HaueHHBIX IS OKCIUTyaTalldd U3JENHS, JTOJKHBI (DYHKIIMOHHPOBATH
cpenctBa 3amuThl ypoBHI OC, obecnieunBaromue ayTeHTU(PUKAINIO U UASHTH(DHUKAIIAIO TTOJIb30BaTEIS,
a TaKKe pa3rpaHudeHHe J0cTyma K (aitnoBeiM pecypcam DBM.

[Tocne ycranoBku I1K «Pebyc-COB» agmunuctpaTop 6€30MacHOCTH JOJDKEH HACTPOUTH IpaBa
noctyma Ha ¢aiibl KypHala ayauTa TakuM o00pa3oM, 4YTOOBI JOCTYHn OBUT pa3pelieH TOJIbKO
anmuuucTparopam u omeparopam I[IK «Pebyc-COBy». s OC Windows ¢aiinbel KypHaga aymuTa
pacnonaratorcsi B karanmore Y0ALLUSERSPROFILE%\rebus-sov\log, nnst OC MCBC u OC CH
«Astra Linux Special Edition» — B xatanore /var/log/rebus-sov.

Hns agmuaucTpatopoB u onepatopoB 11K «Pebyc-COB» Heo0X01uMO HAaCTPOUTH pa3pelieHne
Ha 3amyck u ucnoib3oBanue [10 [IK «Pebyc-COBy». Ilonb3oBatemsim MC, koTopbie HE SBISIOTCS
nojip30BaresiMu U oneparopamu COB, HE0OX0AMMO 3ampeTUTh JOCTYH K MpOrpaMMaM HAaCTPOWKH H
ynpasienus [1K «PeGyc-COBy.
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Ha o0bexTe skcruryaTanuu Jo/KHA OBITh pa3paboTaHa W MPUMEHEHA MOJUTHKA Ha3HAYCHHS U
cMeHbl maposieit moap3oBareneid COB. IlonuTuka Ha3HayeHUsT W CMEHBI TapoJied  JTOJKHA
MpeAyCMaTPUBaTh MCIOJIb30BaHUE OE30MacCHBIX Mapojieii B COOTBETCTBUU C TPEOOBAHUSMHU K TAPOJISIM
mis kimacca WC, B koropoit passepHyra COB. JlomkHa OBITh TpEIyCMOTpPEHA MPOIEaypa
MEPUOJIMYECKON CMEHBI TapoJie, a TakXke IMpoleaypa HEMEIJICHHONM CMEHBI Tapoyieil B ciydae
JTUCKPEIUTAIINN ayTCHTH(PUKAIMOHHBIX JaHHBIX MMOJIb3oBareneit u aqmuauctpatopos COB.
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3. IIOAI'OTOBKA K PABOTE
3.1. CocraB nucTpuOyTHBa

JuctpuOyTuB mocTasiseTcs Ha anekTpoHHoM Hocutene (OH) ®/I1111.03618-01-DE.

CocraB kopHeBoro katanora JH:

- JloKyMeHTBI — KaTaJor, Coep Kalliil SKCIUTyaTallHOHHYIO IOKYMEHTAIIUIO;

- lIporpammsel — karanor, cogepxammii quctpulOyTuB [1K «Pebyc-COBy.

Karanor JlokyMeHTBI COACPKHUT CIEIYIOIIME JOKYMEHTHI B AJIEKTPOHHOU (hopme B dopmare
Portable Document Format (PDF):

- ®JI11111.03618-01 20 01 «BemomMoCTh 3KCIIITyaTallHOHHBIX TOKYMEHTOBY;

- ®/I1111.03618-01 31 01 «Onucanue NpuUMEHEHUSD;

- ®JI11111.03618-01 34 01 «PykoBOACTBO orepaTopa.

Cocras karanora IIporpaMmbli:

- ®/IIN.03618-01 — karanor ¢ nuctpudyrusom IIK «Pedyc-COBy;

- CSUM — karaior comepXuT KOHTPOJIbHBIE CYMMBI AHCTpHOYTHBa M IPOrpaMMy pacdera
KOHTPOJBbHBIX CYMM,;

- rebus-sov-md>5-astra.txt — koHTposbHBIE CyMMbI AucTpuOyTuBa s npoBepku B OC CH
«Astra Linux Special Editiony,

- rebus-sov-md5-msvs.txt — koHTposbHBIE CyMMBI AUCTpUOyTHBa st poBepku B OC MCBC.

Cocras karanora ®/I1111.03618-01:

- AstraLinux — karasor ¢ auctpubyrusom [1K «Pebyc-COBy» mis OC CH «Astra Linux Special
Edition» penu3 «CMOJICHCKY;

- AstraLinux-Jleamnrpan — xatasior ¢ auctpubyruBom [1K «Pebyc-COB» mis OC CH «Astra
Linux Special Edition» penu3s «JIlenunrpany,

- Windows — katasor ¢ quctpudyrusom [1K «Pedyc-COB» st OC Windows;

- MCBC 5.0 — karanor ¢ quctpudytuoM [1K «Pebyc-COB» ans OC MCBC 5.0;

- Base — xaranor ¢ curnarypamu BTOpKEHHI.

3.2. Ycranogka I[1K «Pebyc-COB»
3.2.1. Ycranoska [1K B OC Windows

VYcranoBka IIK «Pebyc-COB» ocymiecTBiasieTcss ¢ MOMOIBIO BXOJISIIETO B JUCTPUOYTHB
MOJTyJIsl YCTaHOBKH.

[Mepen ycranoBkoi ITK «Pebyc-COB» na 3BM ¢ OC Windows 10 (Bepcuu 1607 u Goinee
M03/IHUX) HE00X0IMMO OTKJIIOUUTH MeXaHu3M Secure Boot B HacTpoiikax MaTepUHCKOM MIaThl IPU €ro
HAJTNIHH.

YcranoBka ocyuiectsisiercs anMuauctparopom OC B cieyronieM nopsake:

- BcTaBUTh qucTpuOytuBHbIN OH B yerpoiicTtBo uteHuss CD/DVD-nuckos;

- ¢ oMol (aitoBoro MeHemkepa nepedt B katanor IIporpammbn\@/IIIN.03618-01\
Windows auctpudytusHoro OH;

- 3aIyCTUTh MOIYNb ycTaHOBKH Pebyc-COB.exe, B pe3ynbTaTe 4ero nosiBUTCS OKHO YCTaHOBKH,
n3o0paxEéHHoe Ha puc. 1;

- B OKHE YCTAaHOBKM HaXxaTb KHONKY «Jlameey», B pe3ynbTare 4ero MOSBHUTCA OKHO BBIOOpA
KOMITOHEHTOB YCTaHOBKH, H300pa)kEHHOE Ha pUC. 2;

- BBIOpaTh KOMIOHEHT YycTaHOBKM (miast cepsepa COB  nomkHbl ObITH BBIOpaHbl 002
KOMIIOHEHTa), Ha)KaTh KHOMKY «Jlanee», B pe3ynbraTe 4ero MOSBUTCS OKHO HACTPOWKH MapaMeTpOB
COeIMHEHUs, N300pakEHHOE Ha pHC. 3;

- BBectu [P-anpec u mopt cepepa COB, Haxate kHOTIKY «Jlanee». Ecnu mapameTpsl 3a1aHbl
HEBEPHO, 0TOOpa3UTCs COOOIIeHNE 00 UCIOIB30BAaHUH TApPAaMETPOB MO0 YMOTYAHHIO;

- B TIOSBUBIIMMCSI OKHE (puc. 4) MpOBEpPHUTHh MapaMeTpbl YCTaHOBKH. Eciu mapameTrpsl He
TpeOyeTcst U3MEHATH, TO HY’)KHO Ha)aTh KHOIIKY «Y CTaHOBHUTbY, HHAUe — KHONIKY «Hazany,
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- JIOKIAThCsl OKOHYAHHWs TIpoliecca W3BjedeHus (aitioB (B mpoliecce u3BieueHus (aitmon
MOTYT TOSIBIISITBCS JMANIOTOBBIC OKHA, KOTOPBIE 3aKPOIOTCS aBTOMATHYECKU) M TOSBICHUS OKHA,
n300pakEHHOTO HA puUC. 5;

- B MOSIBUBIIIUMCS] OKHE HaKaTh KHOTKY «I 0TOBOY;

- B MOSIBUBIIUMCSI OKHE (pHc. 6) Ha 3ampoc o mepe3arpy3ke HakaTh KHOTKY «Jlay.

HauanpHO€ OKHO YCTaHOBKH

¥ Ycranoswa MK "PeGyc-COB" g|§|@

Bac npuBeTcTBYeT Mactep
ycTaHoBKkM (1K "Pebyc-COB"

3Ta NporpamMMa yoTaHoeHT MK "Pebyc-COB" Ha Baw
KOMMEHTER,

Meped HE4anomM ¥CTaHOBKH PEKOMEHAYETCH 3AKPEITE BCE
patioTAHIWME NPHAOKEHKA, 3TO NO3B0NMT NPOrpAttE
YCTAHOEKKH OAHOEMTE CHCTEMHEIE thaknkl B8 NEpE3arpyYSEK
KOMMBHITEPA,

HammuTe kKHoMKY 'Jdanee’ ANA NpoAOMHKEHHA,

E_éanee} i [ OTHEHS

Puc. 1

OxkHO BbIOOpa KOMIIOHEHTOB YCTaHOBKH

© Ycranosxa K “Pe 6yc-COB"

K.oMNOHEHTH YCTAHABAMEIEMOR NPOrpaMMbl
BrlbepHTE KOMNOHEHTE! MK "Pebyc-COB", KOTOpEIE BRl XOTHTE YCTAHOEHTE,

BLIBEpHTE KOMNOHEHTEI NPOrPaMMEl, KOTOPBIE BEl XOTHTE YCTaHOEMTE, HamMHTE KHOMKY
‘Aanese’ AnA NpoAON¥EHNA,

BeIOEpHTE KOMNOHEHTE AreHT COR
NPOrpattbl ANA YCTaHOEKH! Cepeep COB

TpefiveToA Ha AWcke: 95. 1
MBSHT

l = Hazaa ]Euéanee> | l OTMEHS

Puc. 2
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OKHO HacCTpOMKHM apaMeTPOB COCTUHEHUS

¥ Ycranosxa MK “Pe 6yc-COB™

Hacrpofika napaMeTpoE COSfHHEHHA
3a4aATE NapaMeTpel coeamMHeRHAa AnA ME "Pebyc-COE" @

AnA noaknodeHka aredta COB k cepeepy COB Heobxogmmo zagate IP-agpec v nopT
CTaHUMM, Ha KOTOPOH YCTaHoENeH cepeep COB (No YMONYaHMH PEKOMEHAYETCA
HMCNONE30BATE NOPT BEET],

HacTpokkk Coe HHEHKA

Beeante IP-aapec: | |

BBeaHTE NOpT: | | |

[ « Hazaa H Jdange = l [ OTMEHS

Puc. 3

[TapameTpsl ycTaHOBKH

¥ Ycranosxa MK “Pe 6yc-COB"
MNapaMerpu YcTaHOBEM
MNpoBEpbTE NapaMeTpkl YoTaHoekH MK "Pefyc-COE" @

AnA ycTaHoekH MK "Pefyc-COB" By AYT HONoNe30EaHE! CNEAYHIWKME NapaMETPkI

YCTAHABNHBAEMEIE KOMNOHEHTEL  AreHT COB, Cepeep COB
IP-aapec: 127.0,0.1
MopT! (1212t

[ < Hazag ]E.E-_:cTaHDBHTb | [ CITMEHS

Puc. 4
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3aBeplICHHE YCTAaHOBKHU

¥ Ycranosxa MK “Pe 6yc-COB™ g|§| |g|

BEIEIEPI.IJEHHE pElﬁDTbl MacTepa
ycTaHoBkM MK "Pebyc-COB"
YrTaHoeka MK "Pebyc-COB" BRinonHeHa,

HammHTE KHoNKY “ToToE0" ANA BRX0AE M3 MpOrpatel
YCTAHOEKH,

[oToED

Puc. 5

TpeboBanue nepezarpysku

© Ycranosxa MK “Pe Gyc-COB"

2 Ana patoTe MK "Pebyc-COB" TpefyeToA nepezarpyska, Bel
x‘_',/‘ XOTHTE NEPESArPYSHTE KOMNBHITED?

Puc. 6
3.2.2. Ycranoska ITK B OC MCBC u OC CH «Astra Linux Special Editiony»

YcranoBka [1IK «Pebyc-COB» mist OC MCBC u OC CH «Astra Linux Special Editiony
OCYIIECTBIISETCS C MOMOIIBIO BXOISIIETO B AUCTPHOYTHB MOTyJIsl yctaHOBKH Xinstall.

Mopnyne Haxoaurcss Ha auctpuOyruBHoM OH B kartanmore IMporpammer/®AIITN.03618-01/
<tun OC>, rae <tun OC> mnpunumaer 3uadenne MCBC 5.0, AstraLinux wmam Astralinux-
Jlenunrpan (B coorBerctBuu ¢ OC, Ha KOTOPYIO HEOOXOIMMO YCTAaHOBUTD U3/ICIHE).

VYcraHOBKa JODKHA OCYHIECTBIISATHCS OT UMEHHU CYIEepIioib3oBaTens (T0JIb30BaTeNlb TODKEH
3aperuCTPUPOBATHCS B CUCTEME OT MMEHH 00t Wil 3aIyCTUTh MOAYJIb YCTAHOBKH C MTOMOIIBIO KOMaH/]
su wu sudo).

Moayne ycTaHOBKM HMMeeT Tpaduyeckuii MHTepQelc, BHIMOJHEHHBIH B BHUJE IOIIAroBOTO
MacTepa M3 HECKOJbKUX CTpaHHIl. [lepemMemarbcsi MEXIY CTPAaHHIIAMH MacTepa MOXHO C MOMOIIBIO
kHomoOK «J{anee» n «Hazany. Knonka «OT™MeHay mo3BosseT npepBaTh paboTy nporpamMmel. Ha xaxaoi
CTpaHuIle TpeOyeTcs yKa3aTh OTCIbHBIN MapaMeTp YCTaHOBKH.

Moayne yCTaHOBKM MOXKHO 3allyCTHUTh JIMOO JBOMHBIM ILNEIYKOM Ha 3Hayke ¢aitna Xinstall B
(aiimoBoM MeHeKepe, TM00 U3 KOMaHIHOW CTPOKH.
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BHUMAHUE! OC MCBC u OC CH «Astra Linux Special Edition» mo3BoJIsifoT 3apeTuTh 3amycK
JHOOBIX MCHONHSAEMBIX (haiijIoB ¢ BHEIITHUX HOCHUTENIEH, COOTBETCTBEHHO, 3aIlyCK MOy YCTaHOBKH ¢ DH
MOXKET OBITh HEBO3MOXKEH, €CIIM TaKo# 3ampet ecth. Tak mo ymomdanuio Beaetr cedss OC CH «Astra Linux
Special Edition», 8 OC MCBC Ttakoe NoBeeHHE TaKKe MOYET ObITh HACTPOCHO aJIMHHHUCTPATOPOM. 3a
3arpeT 3arycka (aiyioB OTBEUYaeT ImapaMmeTp MOHTHPOBaHHS NOEXEC, KOTOPBIA MOKET ObITh 3a/1aH B daiine
[etc/fstab, mi6o moxker OBITH TeperaH KoMaHae MOUNt B KadecTBE apryMEHTa KOMAHIHOH CTPOKH.
B ciydae ecim MoIysib YCTaHOBKM HEBO3MOXKHO 3aIlyCTUTh ¢ DH 1O MpUYMHE MCIONIB30BaHMS ITapamMeTpa
NOExec, aAIMUHUCTPATOP MOXKET OCYIIECTBIIATh YCTAHOBKY OJTHUM U3 CICAYIOMINX CIIOCOOOB!

1) ckomupoBats  auctpuOytuB  (katasor  Ilporpammer/®/IIN.03618-01/MCBC 5.0,
Mporpammer/®A1IN.03618-01/AstraLinux wmu  Mporpammer/®IIN.03618-01/AstraLinux-
Jlenunrpan — B coorBetcTBuH ¢ 1eneBoit OC, a takxke katanor Ilporpammbl/®/[IIIN.03618-01/Base)
Ha >k€cTkuil guck OBM um 3amycTuTh MOAYNb YCTAaHOBKM C XECTKONO JUCKAa M3 Karajora c
nucTpubyTHBOM (TIe HaxoauTes Moay b Xinstall);

2) nepemoHTupoBath OH 0e3 mapamerpa NOEXEC W 3alyCTUTh MOJAYJIb YCTaHOBKH
HerocpeacTseHHo ¢ DH.

B nepBoMm okHe MacTepa cienyeT OTMETHTh MEepEeKIIouaTesb «YCTaHOBHTH» (OH OTMEUYEH IO
YMOJIYaHHIO) U HaXKaTb KHOMKY «/laee» (puc 7).

Hauano ycranoBku I1K «Pebyc-COB» B OC CH «Astra Linux Special Edition»

S NK "Pebyc-COB"

BriGepute Tpefyemoe AafcTENS

MporpaMMHBIR KOMINEKS

Peoyc-COB

@ YCTaHOBMTL

() ¥panuTe

A0 HAK NG
H Nanes

Puc. 7

Ha cnenytomeii ctpanuie BeiOupaetrcs tun cranuuu (puc. 8). TunoB cranmuu nBa: «Cepsep
COB» unu «Pabouast cTaHIAsm.
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Oxkno Be100pa ctaniuu [1K «Pebyc-COB» nnst OC CH «Astra Linux Special Edition»

*s MK "Pebyc-COB"

EBeifepure THN CTaHLUMK

MporpaMMHBIR KOMINEKT

Peﬁyc-COB ® Pafiouadn cTaHuMA

() Capeep COB

340 HWAW LNE

Puc. 8
[Tocne Haxkatust kHONKU «Jlaylee» B ciydae BbIOOpa paboueii CTaHIIMU TOSBIISIETCS CTPAHUIIA C
3anpocoM ceteBbix napamerpoB cepBepa COB (puc. 9). Ha atoii crpanune neodbxomumo 3anath IP-

aapec 1 Homep ceteBoro nopra cepsepa COB.

Ycranoska cereBbix mapametrpoB 1K «Pebyc-COBy» s OC CH «Astra Linux Special Edition»

3 MK "Pebyc-COB"

YKawKuTe CeTeBRIe NapaMeTprl cepeepa COB
MporpamMmHLi KoMnnexe [P-agpec cepeepa COE: Homep ceTeEoro nopra:
MG HIM c [ Hazag l [ Nanse l

Puc. 9
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B xauecTtBe HOMepa mopTa peKOMEHAyeTCs 3HaueHue 6669.

B none IP-agpeca BBectu anpec craniuuu, BoiaeneHHoil nox cepsep COB. Ilpu ycranoBke Ha
caMOM cepBepe MOXKHO Hcronb3oBath 127.0.0.1.

Ha cnenyromeir crpanuiie BBIBOOUTCS CyMMapHas HHQpopManuss 00 yCTaHaBIMBAEMBIX
KOMIIOHEHTax M mapameTpax ycraHoBku (puc. 10). Ha nanHoMm miare MOXHO BEpHYTbCA Hazal U
M3MEHUTDH KaKue-In00 mapameTpehl.

YcranaBiauBaembie napametpsl [1IK «Pebyc-COB» nis OC CH «Astra Linux Special Edition»

"L MK "Pebyc-COB o o

YCTaHoeKA AyaaT NporzeafaHa
CO CRedykeluMMi NapamMeTpami

MporpaMmMHERA KOMANEKS:

Peﬁyc_COB YcTtaHaBnuMBaeMmble
KOMMNOHEeHTDbI

1. AreHT COB

* AreHTckan vacTe NE "Pafyc- COE" AreHToKan
JacTe Mk Pafiyc-COE, MokaneHoe
ofHapy#*eHWe W pearMpoBaHie Ha ETORHEHMA,
OTCEIAKS AaHHEIX Ha cepeap COE.

* ATEHTCKMEA NNarkH GNoKUpOBKK CaTM

* Ciyfia aHanMza cTaTHCTHKK CaTasaro
Tpauka CepBUC NpedHazHadeHd ONA aHanuza ]

J

SA0 HIAW LINE

v |

Puc. 10

ITocne HaxaTusi Ha KHONKY «Jlamee» HauMHAeTCs yCTAaHOBKA, XOJ KOTOPOil oToOpaskaercs c
IIOMOUIBI0 UHAMKATOPA Iporpecca.
Ha 3akmounTenbHOM 111are BHIBOAUTCS COOOIIIEHNE O TOM, YTO yCTaHOBKA 3aBepiieHa (puc. 11).
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Pesynbprat ycranoBku [1K «Pebyc-COB» nnst OC CH «Astra Linux Special Editiony
| 5 Jml

%% MK "Pefiyc-COB"

BtinonHeHo.
MK "Pefyc-COE" yCTaHOBNEH

MporpaMmMHEIR KOMNNEK:

Peoyc-COB

JA0 HAKM LNC

Puc. 11

3.2.3.YcranoBka IIK 8 OC MCBC u OC CH «Astra Linux Special Edition» ¢ momoiibto

KOHCOJIbHOTO HHCTAJLIATOpa
Yrtobbl Hawyath ycTaHOBKY I[IK «Pebyc-COB» ¢ MOMOIIBIO KOHCOJBHOTO HHCTAILISATOPA,
HEOOXOIMMO TIEPEHTH B KaTajaor ¢ AUCTPHOYTHBOM MHCTa/usiTOpa (rae Haxomstces momynu install u
xinstall) u 3amyctute OoT WMeHu ammuHEcTpatopa moxynb install. Tlpumep 3amycka mpuBeneH Ha
puc. 12.
3amyck koHcoapHOro uHcTamstTopa [TK «Pedyc-COBy» mis OC CH «Astra Linux Special Editiony

®dain Mpaeka HacTpoika Momowe

T L

all | -d

Puc. 12
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[Tocie mpocToro 3amycka KOHCOJILHOTO HHCTA/LIATOpPa (0e3 mapaMeTpoB) HEOOXOAUMO BhIOPATh,
YTO yCTaHaBiuMBaTh: areHT (a) wim cepsep (S). Ilocrme BeIOOpa HEOOXOAMMO OyIET BBECTH ajpec
cepBepa U NMopT s noakiIodeHus (puc. 13).

ITapameTtpsr ycranoBku [1K «Pe6yc-COB» mast OC CH «Astra Linux Special Edition»

@ain MpaBka HacTpoilka [MomMowe

B | s Is -

B.1
Te nopT cepBepa COB [default port=6669]

Puc. 13

Yr1oObl HE BBOAMUTH IMApaMETphl MO3XKE, MOKHO cpa3y 3a/aTh UX IpPH 3ayCKe KOHCOJIBHOTO
MHCTaJUIATOpa (HampuMep, MOPT BBOAUTCS C IMOMOIIbIO ONUMU «—P <HOMep moprta>»). Ha puc. 14
yKa3zaHbl Bce MapamerTpsl, HeoOxoaumble ais ycraHoBku areHTa [IK «Pebyc-COBy». Bece noctynHeie
napameTpbl MOXXHO TOCMOTPETh C TIOMOIIIBIO oMK —h.

33,[[8.HI/IC MapaMeTpoOB IPHU 3aITYCKE KOHCOJIbHOT'O HHCTAJIATOPA

Tann Mpaeka HacTpolka [MNoMoWwe

B E s -

Puc. 14

Ecnu He BBenéH myth k Oazam pematomux npaBui (BPII), Torna Oyaer ucnonb3oBaH MyTh,
3aJlaHHBINA MO0 yMoi4aHuio (karajor Base Ha onHoMm ypoBHe ¢ katanmorom juisi yctaHoBkH [IK «PeGyc-
COBpy). Ilocine mpaBWIBHOTO BBOjAa Bcex mapameTpoB HaunéTcs ycraHoBka IIK «Pebyc-COB»y.
TepmuHan BepHET yrpaBiieHHE MOIB30BATENIO 1O 3aBepiieHun yctaHoBKH [IK «Pebyc-COB».
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3.2.4. HacTpolika mociie yCTaHOBKH

B cnyyae ecnu Ha CTaHIIMM YCTAHOBJIEH MEXKCETEBOM SKpaH (CHCTEMHBIM, CaMOCTOSTEIbHBIN
WM BXOJAUIMM B cocTaB aHTuBHpycHOro I10), coenunenue ¢ cepBepoM MO 3aJaHHOMY IIpU YCTaHOBKE
MOPTY JOJKHO OBITH pa3pelieH0 HACTPOMKAMU 3TOTO MEKCETEBOr0 IKpaHa.

[Tocne ycranoBku IIK «Pebyc-COB» miisi yCTaHOBJICHHS TOBEPEHHOTO CETEBOTO COEIUHECHHS
MEX1y areHTCKUMHU cTaHiusiMu U cepBepoM COB ucnonbs3yeTcst cTaHJapTHBIN K04 ayTeHTU()UKAIIH.
B wnensx mnoBbllleHHs 0€30IaCHOCTU PEKOMEHIYETCS IEPUOJUMYECKH IPOU3BOJUTH CMEHY KIroua
ayTeHTH(UKAIMK Ha BceX cTaHIuAx ¢ ycraHoBieHHbIM [IK «Pebyc-COBy». Ilpouenypa renepanuu u
MepeHoca HOBOTO KIto4a ayTeHTH(HUKauy onvcana B 4.3.3 1aHHOTO PyKOBOJCTBA.

Jljis yBeJOMJICHHSI O BBISIBIIEHHBIX BTOPKEHHSX IO 3JIEKTPOHHOM MOYTe HEOOXOAUMO HACTPOUTD
MOYTOBBIN cepBep. HacTpoiika mouToBoro cepsepa onucana B 4.8.

Jlis KOppeKTHOM paboThl aHaIU3aTopa CETeBOro TpaduKka C HCIOIb30BAaHHUEM CUTHATYP
HeoOxomumo 3axatrk nepemenHod HOME_NET 3nauenue macku moacetd, B KOTOpoi paboraer
aHanuzarop. HacTpoiika mepeMeHHBIX aHajIn3aTopa CETeBOro TpaduKa C HCIOIb30BAaHUEM CHUTHATYP
onucana B 4.5.

3.2.5.Pabota B pexume 3aMkHyTO# nmporpammuoi cpeabl OC CH «Astra Linux Special Editiony

Ecin npennonaraercs ucnoiszoBaTh OC B pexuMe 3aMKHYTOM NpOrpaMMHOM cpefbl, TO
HE00XO0/AMMO BBINOJIHUTH JIOTOJIHUTENIbHbIE HACTPONKU!

1) mis OC CH «Astra Linux Special Edition» Bepcunm 1.6 penu3 «CMOJCHCK» ¢
auctpubytuBHoro nucka OC ycranoButh nakeT astra-digsig-oldkeys;

2) cmouTHpOBaTh AuctpudyTuBHBIA DH [TK «Pebyc-COBy;

3) mis OC CH «Astra Linux Special Edition» Bepcuii 1.4 u 1.5 penn3z «CMOJICHCK» B KaTajaor
[etc/digsig/keys momecTuTh (haitst OTKphITOro Kitoda CPS.tver_pub_Key.gpg, Haxoasmuics B KaTaiore
/Mporpammel/®IIN.03618-01/AstraLinux auctpudyrusroro DH. Eciu kittod yxke CyIIecTBYeT, TO
OCYIIIECTBHUTH €TO 3aMEHY;

4) nns OC CH «Astra Linux Special Edition» Bepcun 1.6 penn3 «CMOJEHCK» B Karauor
letc/digsig/keys/legacy/keys  momectuth  daitn  oTKpeITOro  Kimoua  Ccps.tver_pub_key.gpg,
Haxopsmuiics B kataiore /Ilporpammel/®/IIIN.03618-01AstraLinux auctpudyrusaoro DH. Ecnu
KITIOY YK€ CYIIECTBYET, TO OCYIIECTBUTH €TI0 3aMEHY;

5) ms OC CH «Astra Linux Special Edition» penus «JIenunrpan» B karanor /etc/digsig/keys
NOMECTUTh  (aii1  OTKphITOro  Kio4a  Cps.tver_pub_key.gpg, Haxopasmmiics B  Kartajore
/media/cdrom/IIJICY/AstraLinux-Jleaunrpaa nuctpuOyruHoro OH. Eciu kimod yxe CyliecTByerT,
TO OCYIIECTBUTH €TI0 3aMEHY;

6) pasMOHTHPOBATh AUCTPHOYTHUBHBIH JH;

7) ocymiectBuTh nepesarpysky OC.

B caysae ecim Ha OBM  otcyrcrByer BerpoeHHblt CD/DVD-mpuBon, HeoOxoaumo
ucnons3oBath BHemHUN CD/DVD-npuBon. Ecnu BHemnuit CD/DVD-npuBosa Takke HEIOCTYIIEH,
HE00X0AMMO KOMHUpPOBaHUE TpeOyeMbIX (DailIoB BBINOJHUTH C MOMOIIBIO OTAeNbHOW DBM, nmeromieit
CD/DVD-npuBoa, u USB-HakomuTeNs WK JIOKATBHOM CETH.
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3.3. Yaanenue [1IK «Pebyc-COB»
3.3.1. Yaanenue B OC Windows

Vnanenue [1K «Pe6yc-COB» ocymectBnsercs anmuarctparopoM OC B cienyromeM mopsiaKe:

- OTKPBITh «Y CTAaHOBKA U yJaJIEHUE MIPOTrpaMM» B MIAHEJH YIIPABICHUS;

- BeiOpaTh IIK «Pebyc-COB» m Haxarh KHOMKY «YIalduTh», B pe3yjbTaTe IMOSBHUTCS OKHO
ynanenusi, n3o0paxxénHnoe Ha puc. 15;

- HO)KaTh KHONKY «Y JAIUTh» U AOXKAAThCA OKHA Ha 3alpoc O mepe3arpyske, H300paxeHHOro Ha
puc. 16;

- ecu TpeOyeTcsl mepe3arpy3uTh KOMIIbIOTEp ceifdac, TO HaxaTh KHONKY «Jla», nHaue HaxkaTh
KHOINKY «Hery;

- ecau Oblia HaxkaTa KHomka «HeT», To MOSIBUTCSI OKHO 3aBEpIICHUS yIalIeHUs], H300paKeHHOe
Ha puc. 17,

- HOKaTh KHOMKY «3aKpBITh.

OxHO YAaJICHUA IPOrpaMMbl

7 Yaane vme [IK *Pebyc-COB™

Ypanenue MK “Petyc-COB™ —_
¥aanenqe MK "Pebyc-COE" vs KomnetoTepa. @
Mporpamma MK "Pebyc-COB" By aeT waaneHa ks sawero MK, HaxmuTe kKHoNKy % aanmte',
UTobkl ¥ AAMHTE NPOrpaty,
¥ AANEHHE M3 | C:\Program FileshCPairebus-sow

YAATHTE | [ OTHEH
Puc. 15

TpeboBanue nepezarpysku

€ Yoanenwe K "Pe 6yc-COB" b4

P | HexoTopele dafins BvayT YAaNSHE! NOCNE NEpESarpYSEH
‘\-‘Q/ KOMNEHITEPA. Bbl XOTHTE NEPEZArpYSHTE KOMOBHITED?
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3aBeplieHNe yAaJeHHUs POrpaMMbl

7 Yaane vme [IK *Pebyc-COB™

YpaneHue S3aBepleHD o
¥ aaneHwe AparpamMMbl ¥CNEWHO S3aEEpLWEHD, @

MoToED

] JaKpuiTe |

Puc. 17
3.3.2. Vnanenue B8 OC MCBC u OC CH «Astra Linux Special Edition»

Vnanenne ITK «Pebyc-COB» B OC MCBC u OC CH «Astra Linux Special Edition» momxHo
BBITIOJHATHCS OT UMEHH CYNEpII0JIb30BaTEsl.

Jlst 3anycka ynanenus [1K «Pe6yc-COB» HeoOxomumo mepeiitu B karanor ¢ Moaynem Xinstall
U 3aIlyCTHUTb €T0 C IpaBaMu aMHHHUCTpaTopa. Moayias HaxoAauTcs Ha qucTpuOyruBHoM OH B kaTanore
Mporpammel/®/IIITN.03618-01/<tun OC>, rae <tun OC> npunumaer 3Hauenne MCBC 5.0,
AstraLinux wmm AstraLinux-Jleaunrpan (B coorBerctBur ¢ OC, Ha KOTOPYIO YCTAaHOBJICHO M3EIIHE).
B pe3ynbrare 3amycka MosiBUTCSI OKHO yaleHus1, U300paxEéHHoe Ha puc. 18.
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Vnanenue ITK «Pebyc-COB» ¢ momorisio moaysst xinstall
st OC CH «Astra Linux Special Edition»

*s MK "Pefiyc-COB"

BeifiepuTe Tpefyemoe gelcTEME

MporpaMmHLIA KOMINEKS

Peoyc-COB ENGiEE

SARY
Hanee

Puc. 18

JIns BBIMOJHEHWS yJajeHUs HA TNEpBOW CTpaHMIIE MacTepa CiedyeT MpPOBEPHUTH JEHCTBHE
HepeKIIoyarTelisi, el OH He Ha 3HAueHUH «Y JaluThy, NMepeKmounTh ero. Haxare kHonky «Jlanee».
[Tocme 5TOrOo OTKpOETCS CTpaHMIA C CYMMapHOH uWHpOpMamued O TmapaMeTpax yaaleHHs,
n3o00paxxénnast Ha puc. 19.

Nudpopmanus 06 ynanenun [1K «Pebyc-COB»

S MK "Pefiyc-COB”

¥oaneHwe GyaeT NpouzeedeHO
€O CNefyHoLWMMI NapamMaTpan

MporpamMmHLIR KOMANEKS
E-Y,El,eT npoKzEeAsHO YAaNeHMe BCeX YWCTAHOBNEHHEIX

Peﬁyc-COB KOMAOHEHTOE

340 HIAW LN

Puc. 19
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HeoOxomuMo HaxkaTh Ha KHONKY «Jlamee», mocrie 4yero HayHETCS ynaajeHue, X0 KOTOpPOTo
0TOOpaxkaeTcs ¢ IOMOIIbIO MHAUKATOPA Mporpecca.
Ha 3aki1r04nTenbHOM I1are BBIBOJUTCS COOOIIEHHUE O TOM, YTO yajieHue BbinonHeHo (puc. 20).

3apepuenue ynanenus [1K «Pedyc-COB»

*s MK "Pebyc-COB"

EbINonHeHO
Mk "FPedyc-COB" yaanen

MporpamMmHEIA KOMINEeKS

Peoyc-COB

340 HAK LING

E EBrixog :

Puc. 20



22
®IIM.03618-01 34 01

4. BBITITIOJIHEHUE ITPOI'PAMMBI
4.1. O6mme CBeACHHUS O COCTaBE MPOTPaMMBbI

ITIK «Pebyc-COB» paboTaeT Ha OCHOBE KIIMEHT-CEPBEPHON apXUTEKTYPHI.

Ha kaxmoii KOHTPOJMPYEMOW CTAaHIMH Pa3MEIIaeTCsl areHTCKas 4acTh MPOrpaMMbl (areHT
COB), xotopasi BbINOJHSAET (QYHKUMU JIOKAIBHOrO cOOpa NaHHBIX M aHAlIM3a TEKYIIEro COCTOSIHHS
0€30MMacHOCTH, pearrupoBaHUS Ha BBIABICHHBIC BTOPXKEHHUS W Tepefaaud wuHPopMmarmu 000 Bcex
oOHapyKEHHbIX BTOpPXKEHHUSAX Ha cepBep. Kpome Toro, Ha KakJI0il CTaHIIMHM PACIOIOkKEHAa KOHCOJb
ynpasneHusi COB. Arear COB siBnsieTcsi CHCTEMHOM CITY:KOOH.

CepBep COB pasmemniaercs Ha BbiaeneHHod cranuuu. CepBep COB  ocymectBisier
[EHTPATU30BaHHBIA cOOp MHGOPMAIIUU O BTOPKEHUSX M OMEPATUBHOE OMOBEHICHHE aIMUHUCTPATOpa
00 OOHAapy>KEHHBIX BTOPXKEHHUSX WIM HApYyIIEHUSX OE30MaCHOCTH B pPEXUME, MNPUOIMKEHHOM K
peaibHOMY BPEMEHH.

4.2. O0s13aHHOCTH ¥ BO3MOYKHOCTH OTIepaTopa

Ji1st 6e30macHOM SKCIUTyaTallii CUCTEMBI OTIEPATOP JOJIKEH:

- OCYILECTBIIATh OOHApYy>KE€HHE BTOPKEHUH, UCIIOJIb3Yys KOHCOub yrpasieHus COB;

- BRIIIOJIHATD QHANIM3 BTOPXKEHHWH Ui OOECIeYeHUs aJeKBATHOW pPEaKlWH, BBISICHEHUS
BO3MOJKHBIX ITOCJIE/ICTBUH, a TAK)KE BBIABICHHUS JIO)KHBIX CpabaThIBAHUM;

- OCYIIECTBIIATh pPearupoBaHue Ha OOHapyKEHHBbIE BTOp)KeHHs. OnepaTtop MOXKET BBIITOJHUTH
OJIOKMPOBKY CTaHLIMU JIMOO ceTeBOro Tpaduka CTaHLMH, UCIIOJB3Ysl KoHcoub ynpasieHus COB. Kpome
TOTO, OTIEPATOP IOJDKCH YBEIOMHTH aIMHHHACTPATOPA O HEOOXOAMMOCTH MPOBEACHUSI MEPOIIPUATHH 110
YCTPaHEHUIO MOCIIEACTBUN BTOP)KEHUI];

- KoHTpoaupoBaTh cocrosiHue COB. Omneparop nomKeH OCyWECTBIATH ayauT coObrtuil IIK
«Pebyc-COB» Ha mnpenMer BbIsABIEHUS NpoOneM (QyHKUHMOHMpOBaHUA. B ciydyae oOHapykeHUs
poOJIeM oTiepaTop J0DKEH YBEAOMHUTh aJMHHUCTPATOPa O HEOOXOAMMOCTH YCTPAHEHHSI X TIPUYHH.

Omnepatopy 10CTYNHBI cienyonme GyHKIuN 0e30MacHOCTH, PEeI0CTABISIEMbIE N3IEIUEM:

- HaOJII0IeHNE 3a COOBITHSMU, TOCTYNAIOIIMMH B KOHCOJIb YIIPaBIEHUS,

- OCYIIECTBJIIGHUE pEarupoBaHMs Ha BBIABICHHBIE BTOPXKEHUS CPEACTBAMH  KOHCOJIH
yIIpaBJICHUS, a TAK)KE CHATHE ACHCTBYIONINX OJIOKHMPOBOK;

- (popmupoBanue otueToB no AaHHEIM ayauTa [1K «Pebyc-COBy.

4.3. CpencTBo HACTPOUKH areHTCKOW 4acTH
4.3.1. Hazgaueuue

CpencTtBo HaCTpPONKM areHTCKOW YacTH MpeAHa3HAueHO AJsi HACTPOWKH (YHKIIMOHHPOBAHUS
arertckoit vactu COB.

CpencTBo HaCTPOMKM areHTCKOM YacTH MO3BOJISET PEIIATh CIEAYIOIINE 3a1auu:

- HACTpoOiiKa mapamMeTpoB B3aUMOJICUCTBUS areHTCKOM yactu ¢ cepsepom COB;

- TIOKAJIbHOE CHATHE YCTAHOBJICHHBIX HA CTAHITUH OJIOKHPOBOK;

- OCYIIECTBJICHHE BEpU(PUKAIINH IIEJIOCTHOCTH HCTIONHsAeMbIX Moyiei COB,;

- OCYIIIECTBJIEHUE BEepUPHUKAIIMH [IEJIOCTHOCTH CUTHATYpP BTOPKEHUH.

K mapamerpam ceTeBoro B3auMoAeiCTBUSA OTHOCSTCS CIIEYIOLIME HACTPOUKHU:

- CETEBOM aJipec cTaHIMU, Ha KoTopoi HaxoauTcs cepeep COB;

- CETEBOM MOPT, MO KOTOPOMY OCYIIECTBIIAETCS B3aummojaeiicTBue cepepa COB u areHTckoi
gactu COB;

- KJIIOY, UCTIOJIb3yeMbli aiist ayreHTudukanuu arenra COB Ha cepBepe COB.
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4.3.2.3amyck cpeacTa

3aryck cpeicTBa HACTPOMKU areHTCKOW YacTH BO3MOXKEH TOJIBKO IOJIb30BATENIEM, BXOJSIINM B
rpynny aaMMHHUCTpATopoB JaHHOW craHiuu. [ns 3anycka B OC MCBC mnonb3oBaTenb JOIKEH
BXoauTh B rpymmy root. Jlis 3amycka B OC CH «Astra Linux Special Edition» moas3oBaress q0KeH
BXOJIUThH B Tpymiry astra-admin.

B OC Windows 3amyck ocyiectsisercs: Beioopom B MeHio «Ilyck/TIporpamMmel/TIK «PeGyc-
COB»/CpenctBo HacTpoiiku arentckoi yactu». B OC MCBC u OC CH «Astra Linux Special Edition
3amyck ocyiecTBisercs Beioopom B MeHio «I1yck/TIK «Pebyc-COB»/CpencTBo HaCTPOHKH areHTCKOM
4acTh», 1100 13 TepMHUHAIA KOMaH 101 1psSettings.

CpencTBO HACTPOHMKM areHTCKOW YacTH MOKET OBITh 3aIyIIeHO TOJBKO B EIMHCTBEHHOM
sK3eMIuIsipe. MoJyinb TpPENoCTaBIIsIeT OJAHOOKOHHBIM HMHTepdeic ¢ Tpems Bkiaakamu: «Hactpoiiku
areHTCKOW vacTt», «Bepudukanus nemoctHocTd Moayniei» u «Bepudukanus 1eJI0CTHOCTH CUTHATYD
BTOPKCHUI.

4.3.3. HacTpoiiku areHTCKOI 9acTu

Ha Brimanke «HacTpoliky areHTCKOM 4acTh» HaXOIATCS HACTPOMKHU CETEBOTO B3aUMOJICHCTBUS C
cepBepoM COB 1 6JI0KUPOBKHU CTaHIUM, @ TAKXKE 3JIEMEHTHI yIipaBiieHus areHTcKoil yacteio COB.

OnemeHTsl rpymibl «COCTOSHME areHTCKOM CIyKObD» CiiyXkaT Juisi OTOOpa)keHUsl TEKYILEro
COCTOSIHUSL CIIY’KObI M BO3MOXKHOCTU yIpaBiieHHs ciayx0oil. B rpynme «CeteBble HacTpOHKN»
OTPENIEIAIOTCS MapaMeTphl CTaHIMKM, Ha KOoTOopoi ycranosiieH cepBep COB. B kauectBe aapeca
CTaHIIMM JONMYCTUMO HCHoNb30BaTh |P-agpec cereBoro unrtepdeiica nubo goMeHHOe uMs. Takxke
MOKHO M3MEHMTH MOPT, [0 KOTOPOMY NPOU3BOAUTCSA COECOUHEHHE (CleAyeT YOeIuThCs, YTO JaHHbIN
HOPT HE UCIIOJNIb3YyeTCs APYruMHu rporpammamu). Crenyer oOpatuth BHUMaHue, 4to T CP-coenunenue ¢
YKa3aHHBIM aJJpeCOM U IMOPTOM JIOJKHO OBITh Pa3pellieHO B HACTPOMKax MEXKCETEBbIX IKPAHOB HA BCEX
CTaHUHUSAX.

3ajlaHue HacTpPOEK CETEBOI0 B3aMMOJIEUCTBUS SIBISIETCA 00S3aTelIbHBIM, TaK KaK HEBEPHOE
3HAUEHHUE NTapaMeTPOB MIPUBEAET K HEBO3MOKHOCTHU B3aumoeincTsus ¢ cepsepoM COB. Ilocie 3amycka
IIPOrpaMMBbI B MOJIIX BBOJIa OTOOPaXArOTCsl TEKYIIHE HACTPONKH, HEKOPPEKTHBIE JIaHHBIE BBLACISAIOTCS
KpacHbIM I1BeTOM. I[locne wu3MeHeHus monst A Jr000H W3 HACTPOEK K ONMCAHUIO HACTPOMKH
N00aBISIETCSl CHMBOJ «*) /1711 0TOOpaKeHHsI (paKTa U3MEHEHHS] HACTPOUKH.

I'pynna «HacTpoiiku ayTeHTH(UKaUM» ONpenenseT MapaMeTpbl ayTeHTU(UKAUK MpU
YCTaHOBKE COCJIMHEHHS] areHTCKOM 4YacTh C CEpBEpHOW. [TIaBHBIM HWHCTPYMEHTOM IIpoIliecca
ayTeHTU(UKALUU  SIBISETCS KIIOY ayTeHTU(UKALUU, KOTOpPBIH HCIONb3yeTcs npu oOMeHe
COOOIIEHUSIMU JUIsl YCTAQHOBJIEHUS JOBEPEHHOro coequHeHus. [l ycnemHol ayTeHTHQUKauu
HE00XO0/MMO COOTBETCTBHUE KIIHOUEH, MCIOIB3yEeMbIX areHTCKo# ciyx0oil u cepsepom COB. B momne
«Texkymmii Kitou ayTeHTU(UKAUN» oToOpakaercs nHpopMalus 00 UCIIOIb3YEMOM KITIOYE.

CMmena xmoya ayTeHTH(UKALMU OCYLIECTBISETCS B  CIEAYIOIIEM THOpsIKe: CHavaja
HEO0OXOMMO CTeHEepPUPOBaTh HOBBIM K104 Ha cepepe COB, 3aTemM nepeHecTH 3TOT KIIF0Y Ha areHTCKHE
craniuu. Kirod MoskeT ObITh TIepeHeceH 60 Gpu3ndecku B Buae ¢aiina, 1100 1o naponbHoii ¢pase.

Jlis reHepal HOBOTO KIJI0Ya Ha cepBepe HEOoOXOOUMO 3allyCTHTh CPEICTBO HACTPOUKH
areHTCKOW 4acTH Ha CEpBEPHOM CTaHIIMU, CTEHEPUPOBATh HOBBIM KIIOY MO MapojbHOM (pase, HaXaTb
KHOMKY «IIpumMeHnTH».

Jns  sKcmopTa  TEKYIIEro AakTHMBHOTO Kio4ya B (aill  HeoOXOIUMO HaxaTb KHOIKY
«DKCIOPTUPOBATH KJIIOY...» U B MOSBHUBIIEMCS OKHE yKa3aThb MECTO KaTajlora JUlsl cOXpaHeHHus (Qailna
kioua. KHonka «9KkecnopTupoBarh KiIto4...» aKTUBHA, TOJIBKO €CJIM IIporpaMMa 3amylieHa Ha cepBepe
COB.

[lepeHoc  kmo4a HA  areHTCKME  CTaHIMUM  MOXET  OBbITh  NPOM3BEAEH  JABYMS
B3aMMOHCKITIOYAIOIIUMH CITIOCO0aMH C MTOMOIIBIO AJIEMEHTOB IpyIibl «[10AroToBKa HOBOTO KiTHOUay:

1) HOBBI K04 MOXET OBITh CreHEpHpPOBaH MO MApOJBHON (pase, KoTopas IOJDKHA
COOTBETCTBOBATh Hcmnoiib3yeMoil cepsepom COB. HeobGxoaumo BBecTH maposbHYIO (pa3y U HaKaTh
KHOIIKY «I'€HepupoBaTh»;
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2) xmou cepBepa COB MoxkeT OBITh IIEpEHECEH HA areHTCKYIO CTaHIMIO B Buje (aiina (1o ceTu
WIM TPU TIOMOINM BHEUTHETO HOocuTens uHpopmanuu): st uMropra (aiiina Kiroda B MPOrpaMMe
clielyeT HakaTh KHONKY «YKa3aTh (ailil...» U B MOSBUBILIEMCS auajiore BoiOopa (aiina ykasaTth Qaiin
KITI0Ya.

Jlis mpuMeHEHUsT HACTPOEK CETEeBOro B3aUMOJICHCTBUS M TMapaMeTpoB ayTeHTU(PHUKAUU
CIIETyeT BOCIIOJIB30BAThCsl KHOMKON «[IpuMeHuTh» — OyaeT NpOM3BEACH NEpe3alyCK areHTCKON
CIIy>kObI ¢ HOBBIMU HaCTpPOIKaMHu.

Ecnmu uMeroTcss HEPUMEHEHHBIE W3MEHEHHUs HACTPOSK W OyIeT MPOU3BOIUTHCS TIOMBITKA
3aKpBITUSL MPOrPaMMBbl, BO3HUKHET OKHO IOATBEPKIEHHUS BbIX0Ja 0e3 COXpaHEHHUS MPOU3BEICHHBIX
W3MEHECHUM.

Haxarue xkHonku «CHSATH OJOKMpPOBKY» B rpymne «JleiicTByromue OIOKHPOBKH» OTMEHSET
JeicTBrEe BceX OJOKMPOBOK, YCTAHOBICHHBIX Ha JaHHON craHiuu. CHSATHE OJOKUPOBOK TOCTYITHO
TOJIBKO TPH 3aIlyIIIEHHON areHTCKOM ciyxkoe.

4.3.4. Bepudukanus 11eI0CTHOCTA MOTyJIeH

Ha Bknanke «Bepudukanus [eTOCTHOCTH MOAYJEH» OTOOpa)kaeTcsi KOHTPOJbHAS CyMmMMa
moxayneit IIK «Pebyc-COB». KonrtposbHas cymma J0MKHA COBIAAATh C KOHTPOJIBHOM CYMMOM,
npuseneHHoi B gokymente ®/I111.03618-01 30 01 «Dopmyisap», npunoxenue 2.

4.3.5. Bepuukaius 1eI0CTHOCTH CUTHATYP BTOPKEHU I

Ha Briaznke «Bepudukamys 1elocTHOCTH CUTHATYP BTOPKEHUID» O0TOOpaskaeTcsi KOHTPOJIbHAS
cymma curHatyp sropxkenuii [IK «Pedyc-COB». Ha cepsepe COB oToOpaxaercsi KOHTpOJIbHAsE CyMMa
CEpPBEPHOTO XpaHWJIMIIA CHUTHATYp BTOp)KeHMH. Ha areHTckoil cTaHimmM OoTOOpakaeTcs KOHTPOJbHAsS
CyMMa CHUTHATyp BTOP)KEHHH areHTCKOW cTaHiuH. /{7 TOro uToOBl BBIIOJIHHUTH BEPUPHUKAIHIIO
CUTHATYp BTOP)KEHHUH, HEOOXOJMMO IPOBECTH PacyeT KOHTPOJBHOW CyMMBI CHTHATYP BTOPXKCHHUI Ha
CEpBEPHON CTAaHIIMM, 3alUCaTh TOJTYYEHHYIO KOHTPOJBHYIO cymMmy. Jlamee mpoBecTH aHAJOTHYHBINA
pacyer Ha areHTCKOM CTAaHIMM U CPAaBHUTH KOHTPOJIBHYIO CYMMY C IOJIyY€HHOMN paHee.

4.4. KoHcomb ynpaBieHus
4.4.1. Ha3zHaueHue

KoHconb ympaBneHuss npeAHa3HayeHa Jjs ONEpPaTHBHOTO OINOBEIIEHUS U OTOOpakKeHus
nH(pOpMallUK O BTOP)KEHUSX, OOHAapYXKEeHHBbIX Ha KoHTponupyembix y3nax MC (cranuwmsx). Koncoinb
YIIPaBJIEHMS MO3BOJISET BBIIOJIHATE aAMUHUCTpaTOpy U oneparopy COB crnenyromue 3anaun:

- IPOCMOTP COOpPAaHHOW CTATHUCTUKH 110 areéHTaM M BTOPKEHUSM;

- KOHTPOJIb COCTOSIHUS ar€HTCKUX CTaHLUMH;

- OJTIOKUPOBKA/pa30JIOKUPOBKA CTAHIIMH U CETEBOTO Tpaduka;

- (popMupoBaHUE OTUETOB.

KoHconb yrpaBineHus Mo3BOJISAET BBITOIHATH ClIeyronue 3agaun atMuauctparopy COB:

- yIpaBJIeHUE 3a/1a4eii aHaIu3a CETeBOro Tpaduka ¢ UCIOIb30BaHHEM CUTHATYD;

- yIpaBJeHue 3aj1auell aHanu3a coctasa JIBC;

- ynpaBienue 3ajnadeid aHammza coobrtmii  OJIIN.469535.048 «MoaepHU3UPOBaHHBIH
amnmapaTHO-TIPOTrpaMMHBIN KoMmIueke 3amuThl nHbopmaruu (AIIK3U «Pebyc-M»)»;

- ynpaBienue 3anauei ananuza coobituii OC u I10;

- HacTpOWKa aBTOMaTHYECKON peakIMu JUIsl ciydaeB OOHApyKEHUs BTOP>KEHUM;

- yIpaBJIeHUE 3a/1a4ell aHaJlu3a CTATUCTUKH CETEBOT0 TpaduKa;

- YOpaBJieHUE BHEIIHUMHU CPEJICTBAMU;

- ynpasnenue miaaruHamu [1K «Pebyc-COBy;

- yripaBJieHHE HAOOpOM CETeBBIX HHTEp(DECcoB /i1 aHaMM3a TpaduKa,;

- yIpaBiIeHue 3a/1a4eid BbIBOJa cOOBITHI HHpOpMamonHoi 6e3onacHoctu B SIEM-cucremy;

- yIIpaBJeHUE YUETHBIMU 3anmucsiMu nosib3oBateneit [1K «Pedbyc-COBy;,
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- YIIPaBJIEHUE CHHXPOHU3ALUEH BPEMEHY,
- yIpaBiieHuEe OOHOBJICHUSIMHU CUTHATYP BTOP>KEHHH (0a3 peraromumx npaBm).

4.4.2.3amycK KOHCOJIH

JIns 3amycka KOHCONM yrpaBiieHHss HeoOxoaumo BbeiOpaTh B MeHwo «llyck/IIporpammel/TTIK
«Pebyc-COB»/Koncons ympasinenus» (a1 OC MCBC), m6o «IIyck/TIK «Pebyc-COB»/Koncosb
ynpasienus» (st OC CH «Astra Linux Special Editiony), mu6o «ITyck/Bce nporpammbl/ITIK «Pebyc-
COB»/Koncomns ynpasiaeaus» (mms OC Windows). PekomeHmyercs 3amycKkaTh KOHCOJIb YIIPABJICHUS B
HECEKPETHOM CEaHCe.

JInst noctyma K KOHCOJIM YIpaBlieHUs] He0OX0AMMO BBeCTH HeHTH(rKaTop nob3oBarenss COB u ero
napornb. [lo ymomuanmio ucnons3yrotest uaeHtudukarop «OBI» u maponb «supervisy. UToObl MOIy4HTH
JIOCTYIT K KOHCOJIM yIipaBJieHus ¢ nmpaBamu agmuHucTparopa B OC MCBC, nosib30BaTesb J10JKEH BXOAUTH B
rpymity root. UroObl moIy4YnTh JOCTYI K KOHCOJH yrpasiieHus ¢ ipaBamu agmuauctparopa B OC CH «Astra
Linux Special Editiony, mosp30Bates J0/KeH BXOAUTH B rpyriny astra-admin.

Konconp ynpaBineHuss MOXeT OBbITh 3alylIeHa TOJBKO B €IWHCTBEHHOM JK3eMIULipe. Monynb
MPEIOCTaBIsAET OJHOOKOHHBIM HHTepdeiic ¢ pasnuyHbiM HA0OpOM BKIIAJOK [UIsl omepaTopa u
agmunuctparopa COB. Oneparopy noctymnHsl Bkiaaku «Tekymiee coctosiHue», «Aynut», «CTaHIum
u «OTueTsl». AIMUHHCTPATOPY AOCTYIIHBI JOMOJIHUTENBHO emle BKIaaku «[lapameTpbl 3amuThl» U
«YTpaBieHue».

[Ipu ycmemHom BBoJe wuAeHTU(UKaTOpa W mapons aamuHucTpatopa COB Ha sKkpaHe
MOSIBIISICTCS TJIABHOE OKHO KOHCOJIM YIIPaBIICHHsI, W300pakeHHoe Ha puc. 21. ['1aBHOE OKHO KOHCOJH
yIpaBlIeHUsI COCTOUT U3 Habopa BKIaIoK: «Tekyiiee coctosHue, «Aynuty», «Cranuuny», «llapamerpsr
3amuUThDy, «OTYeTHI», «Y IPaBICHUECY.

Bxnanka «Tekyiee cocTosiHuEe» IPU HATMYUK HOBBIX BTOPYKEHUMN

9 KoHCONs yNpaenexHua = (=]

s — Tapaerps e oruers »

EKYLLEE COCTOAHHE

O6H apYyXeEHbl HOBEIE BETOPXKEHWA Metito w  Kohcons w
AreHTEl X Turel BTOpMHEHMIA X
Coegurienme yctanosnero 2 YaaneH unn N3MEHEH aKKaYHT NONBI0BATENA 14 &
MpesbileHo 4oNycTMMOE KOAMHECTED NOTOKOE 29
MoTeHunaneHo onacHeld Tpaguk 189
Monermka kpaxu HpopMayn 161
(OBuiee ckaHUpoBaHUE 4
(BHapy*eHO HELUTATHOE CETEBOE YCTPORCTED. 5299
(BHapy*eHO HELUTATHOE CETEBOE YCTPOMCTED 47751
(OBHapyxeH ceTesoi TROAH 10
- (BHapy#eH HECTAHAAPTHEIR NPOTOKOA MK coBRITHE 1325
WCTOUHMKIA ETOMKEHMI X .
(BHapy#eH MCNOAHAEMBIA Ko4 5
Ananus coctasa fIBC 53018
CEpENC aHANM3ATOPA CETEBOTO TPadUKa ¢ MCNONBICEAHMEM CUrHaTyp 3857 Hecnaccnpuuuposantian araka 10
Anannsatop cobermuid OC w M0 388 HemssecHbiii Tpaguk 3
Cepeep COB 32 He eTopaenne, CpaBoTanc TECTOBOE NPaBKAC 2061
AHanW3 cTaTMCTUKW CETEBOTD Tpaduka 29 Nropmaumorroe coobiyeHne 25
WrTepdelic nepeknioyaeTca Ha HepasBopunebli pesam 1
Wamenenne noantuem 36
WNamenenne kondmrypauwn 300
JoBasnen akkayHT Nonb30BEATENA 8
n Bnfini & ¥
Mocnennue cofibrmas X
Jata n spema Cranuua IP-aapec Werounne Tun Pesynerar
A\ 22.05.2019 15:16:06 Yana 200.0.12.75  Ananws coctasa fIBC (OBHapy*EeHD HELUTATHOE CETEBOE YCTPOMC,., YCnewHo
A\ 22.05.2019 15:16:06 Yana 200.0.12.75  Ananws coctasa fIBC (OBHapy*EeHD HELUTATHOE CETEBOE YCTPOMC,., YCnewHo
4\ 22.05.2019 14:16:04 ARMOBI 200012152 Ananws coctaea MIBC (OBHapyeHD HELUTATHOE CETEBOE YCTPOMC,., YenewHo
4\ 22.05.2019 14:16:04 ARMOBI 200012152 Ananws coctaea MIBC (OBHapyeHD HELUTATHOE CETEBOE YCTPOMC,., YenewHo
rl‘l 22.05.2019 14:15:56 ARMOBI 200.0.12.152  Arentckan yacte COB Mnarux Beln nepesanyLyeH YenewHo

Cobermia: Hossie(D), Bo

Puc. 21
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4.4.3.Bxmanka «Tekyiee COCTOSTHUEY

Bxianka «Tekymee cocTtosiHre» NMpelHa3HauyeHa g MpocMoTpa Tekyiiero coctosinus COB:
HAKOIUIEHHON CTAaTUCTUKU IO COCTOSHUIO areHTOB, MCTOYHHMKAM BTOP)KEHUH M TUIIAM BTOPIKEHMH,
TaKK€ MOXHO IPOCMOTPETh HECKOJIBKO COOBITUH, 3aperuCTPUPOBAHHBIX 3a IOCIEAHEE BpPEMS.
OxpamuBaHue WHAWKATOpPA TEKYIIETO COCTOSIHUS KPAaCHBIM I[BETOM CHTHAJIM3UPYET 00 OOHApYKEHHUU
HOBBIX BTOp>keHHMU. [lpu mepexonme Ha BKIAAKy «AyIWT» HWHIUKATOP BTOPXKEHHUM OKpalllBaeTcCs
3eJeHbIM 1BeTOM (puc. 22). B aTom cimyuae cumraercs, uyto oneparop COB ycnemHo o3HakoMuics ¢
nH(popMalren o MOCTYIUBIINM BTOPKEHUSAM U MPU HEOOXOJUMOCTH MPEANPUHSI 3alIUTHBIE MEPHI.

BKJ'Ia,I[Ka «TeKymee COCTOSAHHUE» ITPU OTCYTCTBHUH HOBBIX BTOp)KeHI/Iﬁ

- o N

OTueThl »

9 KoHconb ynpaeneHwn

Ayant CTraHumnm MapaMeTpbl 3aLHNTHI

ﬂ HoBble BTopxeHWUA He oBHapy>KeHsbI

Merto v Kodcone

ArEeHTBI X | Twunbl BTOpHEHWIA =
CoeanHeHne ycTaHoBNEHD 2 ¥aaneH wnn W3MEHEH aKKayHT NONL30BATENA 14 2

MNpeBbILEHD AONYCTUMOE KOAWYECTED NOTOKOE 29

MoTeHynaneHo cnacHelid Tpagme 189

MeneiTka Kpasku HGopMaLmm 161

(OBLLEe CKaHMpOBAHKME 4

(JBHapyKEHD HELLTATHOE CETEBDE YCTPOWCTBO. 5295

OBHapy#EHD HELUTaTHOE CETEEDE YCTPOWCTED 47751

(OBHapy:eH CETEBOI TPORH 10

= (BHapy:eH HECTAHAAPTHLIA NPOTOKCA WK coBbITHE 1325
MCTOMHMKK BTOPHEHWIA x .
(O BHapy*eH MCNONHAEMBINA Koa 5

Ananwz coctaea JIBC

53014

CepBuC aHanM3IaTopa CETEBOTo TpaduKa C MCNONB3I0BAHMEM curHatyp 3857

HeknaccndmumpoeadHan ataka

Ananuzatop cobummii OC n MO 388 Hemasectniiii Tpadk
Cepsep COB 32 He eTopakenne, Cpabotane TecToBoe Npasuno 2061
AHANW3 CTATUCTUKKW CETEBOTO TRaduKa 29 WHdopmannonHoe cooBeHne 25
WHTepdeiic nepexntoyaetca Ha HepasBopuneelid pesmm 1
WzmeHeHnE NoanTUKN 36
Mzmernenne kondurypauun 300
JoGaenen akkayHT NoAb30BaTENA 8
Nau wonsann afnfine na A
Mocneanme cofiermia X
Jata u epema Cranuma IP-agpec WeTounne Tun Pesynerar
[ 22.05.2019 15:13:56 Yana 20001275 Koucone ynpaenenus COB Hactpoiika napameTpos KOHCOAW YNpaene.. YonelwHo
[ 22.05.2019 14:08:02 ARMOBI 200012152 ArenTckan wacte COB CamoTecTMpoBaHne Yenewno
[ 22.05.2019 14:08:02 ARMOBI 200,012,152 Arewtckan uacte COB CamoTecTupoBaHue Yenewro
[ 22.05.2019 14:07:57 ARMOBI 200012152 ArenTckan wacte COB CamoTecTMpoBaHne Yenewno
[ 22.05.2019 14:07:54 ARMOBI 200012152 ArenTckan wacte COB Mnarux Bein nepesanyLeH Yenewno

Puc. 22

Cobeitua: Hoswie(0), Bee(72)

Jlnist ©3MEHEHUs1 HacTpoeK OTOOpaXkeHHsI COOBITUH ayuTa U peKuMa MOAKIIOYEHHS K CEpBEPY
COB nipu pa3pseiBe coeiMHEHUs TpeOyeTcsl BbI3BaTh OKHO PEAaKTUPOBAaHUS HACTPOEK.
OTKpBITHE OKHA pENaKTHPOBAHHSA HACTPOeK (puc. 23) MpOM3BOAMTCS BHIOOPOM B MEHIO Ha
Bkiaake «Tekymiee cocrosaue» nyHnkra «Koncoms/HacTpoiikay WM ¢ MOMOIIBIO COYETAHHS KJIaBHII

«Ctrl + Ky.
B rpynne

«OT1obpakeHune»

yIpaBJIeHUS] COOOIIEHUI:
- BTOP)KEHUH U CITY)KEOHBIX COOOIIECHUH BO BKIIAJKE «AYIUTY;
- COOOMIEHMI 10 OJIOKMPOBKAM BO BKJIaKe «CTaHIIUNY.
MuHUMaIbHO BO3MOYKHOE KOJIMYECTBO OTOOpaxkaeMmbIx coObITHH paBHO 10, MakcMMaabHO —

10000.

MOXHO yKa3aTb KOJHUYCCTBO 0T06pa>1<aer,1x B KOHCOJIHN
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OtobpaxaThscs OyAeT yKa3aHHOE KOJMYECTBO MOCIEAHUX cOoO0OmmeHnid. Takxe B JaHHOU TpyIIe
MOXKHO BBIOpaTh BHJ TPEACTABICHUS CTATUCTHMYECKUX MAHHBIX: TAOMMUYHBIA WIM TpaduuecKuit
(puc. 24).

B rpynne «CepBep» M0OXXHO U3MEHUTH criocob nojakitoueHus k cepsepy COB B ciyuae pa3psiBa
COETUHEHUSI.

JUnist BCTYIUIGHHS! B CUITY HOBBIX HACTPOECK HEOOXOMMO HaXKaTh KHOMKY «COXPaHUTHY.

OKHO pejaKTUpOBaHUsl HACTPOEK

- - ?
a) Hactpofika g

OTolpameHne

KonMuyecTBo BTOPMEHWA W CnywebHex cooblueHmi: | 1000 5
KonwuecTeo BnokKposak: 100 =
MNpencTasneHue CTATMCTHRM: Tabnm4Hoe -
Cepeep

|:| ABTOMaETHYECKKM NOAKNOHaTRCA K cepsepy COB nocne paspeiBa CoeaMHEHNA

sagur

Puc. 23
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I'paduueckoe npeacraBaeHNe CTATUCTUKU

KoHcone ynpaeneHys = B

9

eKyLee COCTOAHNE

ﬂ Hoesle BTOP>XEHWA HE OGHapy}KEHbI Metio w  Kotcons w
AreHThl > Tunbl BTOPMHEHMIA b4
~
B Coemymenvie ycraroanero [1] ¥aaneH wnn M3MEHEH aKKayHT NONL30BATENA 14
MpeBbIlLEHD ACNYCTUMOE KONMYECTEC NOTOKOE 29
MoTeHynaneHo cnacHelid Tpagme 189
MeneiTka Kpasku HGopMaLmm 161
OBLUEE CKAHMPOBaHWE 4
(JBHapyKEHD HELLTATHOE CETEBDE YCTPOWCTBO. 5270
(OBHapy#EHO HELUTaTHOE CETEBOE YCTPOWCTED 47751
= (OBHapy:eH CETEBOI TPORH 10
(BHapy:eH HECTAHAAPTHLIA NPOTOKCA WK coBbITHE 1325
WNCTOUHMKIM BTOPHEHMI b4 .
(O BHapy*eH MCNONHAEMBINA Koa 5
B Ananwz cocTasa NIBC [52989] Heknaccudmumposantan ataka 10
B AHZMMS CTATMCTMKM CETEBOro Tpaduka [29] Hensaectrbiii Tpaguc 3
AvaniaTop cofiomai OC 1 MO [388] He eTopakenne, CpaBotano TecToBoE Npasunc 2061
WHdopmannonHoe cooBeHne 25
Cepeep COB [32] - -
WHTepdeiic nepexntoyaetca Ha HepasBopuneelid pesmm 1
CepBIUC ZHaNW3ETopa CETEE0r0 TPahMKa C MCNONbI0EHUEN VISMEHEHME NOAWTIIH 6
oirHatyp [3857]
Wsmenenune kondurypauun 300
JoGaenen akkayHT NoAb30BaTENA 8
i ?|la weonsamnm nBnfiig A hd
Mocneanme cofiermia ®
Jata u epema Cranuma IP-agpec WeTounne Tun Pesynerar
[ 22.05.2019 14:53:43 Yana 200,012,735 ArenTckas yacte COB MnaruH Beln NepesanyLeH Yenewro
[ﬁ, 22052019 14:53:43 Yana 200,0.12.75 Arentckan yacte COB Mnarun 3anywien YenewrHo
[ 22.05.2019 14:53:39 Yana 200,012,735 Arentckan wacte COB Mpouecc cBHOBNEHMA CUTHATYp 33BEpLUEH  YonewHo
[ 22.05.2019 14:53:39 Vana 20001275 ArenTckan wacte COB OwmBka nepesanycka naaruHa Heycnewno
[ 22.05.2019 14:53:39 Vana 20001275 Ananusatop coBeimuit AMK3A "Pebyc-M" 3anyck NNaruHa HEBOSMOMEH Heycnewno

Cofbmia: Hosbl

Puc. 24
4.4.4. Bxnaaka «AyauT»

Bragka «Aymur» (puc. 25) mpeaHazHadeHa JUIs MPOCMOTpa HH(GOPMAIMU 1O COOBITHSIM
aymuta. CyxxeOHast nHbopMaIus u HHPopMaIs 000 BCeX 0OHAPYKEHHBIX Ha CTAHIIMSIX BTOPIKCHUSIX
ONEepaTUBHO oOToOpaXkaeTcs B 3TOM Bkiagke B Tabnuue. [lo kaxzaomy coObITHMIO B Tabiuie
0TOOPAKAIOTCS CIIETYIONIUE TTOJIS:

- JlaTa v BpeMsi;

- CTaHIINS;

- IP-anpec;

- ICTOYHHK;

- THII,

- YPOBEHb BaXXHOCTH;

- [10JIb30BATEIIb;

- pe3yJbTar.

[Tonyuyuts Gosee moapoOHYI0 MH(MOPMAIMIO 110 MHTEPECYIOUIEMY COOBITHIO MOXHO BBIJCITUB
ero B Tabmume. IlogpoOHas wHOpMamus MO BBEIOPAHHOMY COOBITHIO OyaeT OToOpakaThCs IO
TabIuIe coObITHI.
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Bxianka «Ayaut»

0} Korcons ynpasnesns - =

Tekyluee COCTOAHKE “ CTaHLmuK MapaMeTpbl 3alHTbi OTueThl »

DUNLTPEI QuUCTUTE
Jlata v Bpema Cranuma IP-appec Werounmnk Tun p a N Pesy ()

[l 22.05.2019 14:07:47 ARMOBI 200.0.12.152 Arentckan vacte COB Havano oBHoBneHnA curiatyp CpeaHwii Yenewno
[F1 22.05.2019 14:07:47 ARMOBI 200.0.12.152 Arentckan vacte COB 3anyck nnaruna Huzkmit Yenewno
[l 22.05.2019 14:07:47 ARMOBI 200.0.12.152 Arentckan vacte COB YonewHo npoiigeHa npoBepka LENCCTHOCTH cUrHatyp CpeaHuit Yenewno
[l 22.05.2019 14:07:47 ARMOBI 200.0.12.152 Arentckan vacte COB 3anyck areqta COB CpeaHwii Yenewno
[ﬁ_ 22052019 14:07:47 ARMOBI 200.0.12.152 Arentckan wacte COB TMnarud sanywyen CpeaHwii YenewHo
[ﬁ_ 22052019 14:07:47 ARMOBI 200.0.12.152 Arentckan wacte COB TMnarud sanywyen CpeaHwii YenewHo
[ﬁ_ 22.05.2019 14:07:47 ARMOBI 200.0.12.152 Arentckan vacte COB Mnarvd sanyuen Cpearnii Yenewro
[l 22.05.2019 15:07:49 Vana 200.0.12.75 Cepeep COB YcnelwHoe NogKoYEHNE areHTa Beicokuii Yenewno
[l 22.05.2019 15:03:03 Vana 200.0.12.75 Arentckan vacte COB YonewHo npoiigeHa npoBepka LENCCTHOCTH cUrHatyp CpeaHuit Yenewno
[l 22.05.2019 15:03:03 Vana 200.0.12.75 Cepeep COB ¥YcnewHo npoiiaeHa NpoBepka LENCCTHOCTH curHatyp Beicokwid Yenewno
[l 22.05.2019 14:57:41 Yana 200.0.12.75 Arentckan yacte COB Mnaruu Bein nepesanyLyeq CpeaHwii Yenewno
[ﬁ_ 22.03.2019 14:57:41 Yana 200.0.12.75 Arentckan dacTe COB TMnarud sanyuied CpeaHwii YenewHo
[l 22.05.2019 14:57:37 Vana 200.0.12.75 Arentckan vacte COB Mpouecc 0BHOBNEHUA CUMHATYP 33BEPLUEH CpeaHwii Yenewno
[ 22.05.2019 14:57:37 Vana 200.0.12.75 Arentckan yacte COB MnarwH yocnewHo ocTaHoBAgH CpegHnii Yenewro
[l 22.05.2019 14:57:37 Vana 200.0.12.75 Arentckan vacte COB Havano oBHoBneHnA curiatyp CpeaHwii Yenewno
Ak 22.05.201914:57:29 Yana 200.0.12.75 Ananus coctaea IBC  OBHapyskeHo HELUTATHOE CETEBOE YCTPOMCTED. Huzkwit Yenewno
N, 22.05.2019 14:57:29 Yana 20001275 Ananus coctaea [IBC OBHapyeHO HELUTATHOE CETEBOE YCTPOACTED, Huzkmii YenewHo
Ak 22.05.201914:57:29 Yana 200.0.12.75 Ananus coctaea IBC  OBHapyskeHo HELUTATHOE CETEBOE YCTPOMCTED. Huzkwit Yenewno
dk, 22.05.2019 14:57:29 Yana 200.0.12.75 Ananus coctaea IBC  OBHapyskeHo HELUTATHOE CETEBOE YCTPOMCTED. Huzkmii Yenewro hd
lata w spema: 22.05.2019 14:53:35, CTaHumA: Yana

Hcrounnk: Cepsep COB Onucanme: MHMLpoBaHo obHosneHne Ga3bl peLEOWMA NPaEMn || PeakuymA:  HeT

Tum: OBHoENEHKWE BPM nonb3osaTenem OBI co cTaHwm 200.0,12.75

Cobermua: Hossie(|

Puc. 25

Han tabnuuei coObITHIl pacnionoskeHsl ABe KHONKU: «PuibTps» U «OuuctuThy». Haxkatne Ha
KHONIKY «O4HCTUTDH) NMPUBEJET K YIAJIECHUIO BCEX 3anUCceil U3 TaOIUIIbI COOBITUH.

@unbTpanys cOOBITUH ayuTa OCYLIECTBISETCS MO MOJISAM, COJIEpKaIUMCs B TaOIuUIe COOBITHI.
Jlis BbI30Ba (pOPMBI HACTPOWKH (UIBTPOB HEOOXOIUMO HaKkaTh KHONKY «®PuibTpb». dunbTpanus
COOBITHMM MPOMCXOAUT ABTOMATHYECKU INPH M3MEHEHUU 3HaueHud ¢uibTpoB. COpOCUTH 3HAUYEHUS
YCTaHOBJIEHHBIX (PMIIBTPOB MOXKHO Ha)kaTueM Ha KHOTMKY «COpOCHUTHY.

4.4.5. Bkimagka «CTtanuumy

Bxknanka «Craniumn» (puc. 26) nmpeaHa3HadeHa 1S BHITIOJIHEHHS CIICTYIONINX ICHCTBUIMA:

- KOHTpOJIsi cocTossHus areHToB COB;

- YOpaBJlieHUs TUIaruHamMu (JOCTYIHO ToJbKO anMunuctparopy COB);

- BbIOOpa ceTeBbIX MHTEpdercoB A aHamu3a Tpaduka (JOCTYIMHO TOJBKO aIMHHUCTPATOPY
COB);

- OJIOKMPOBKHU CTAHIIUH UM CETEBOTO TpaduKa.
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Bxknanka «CtaHmuny

Tekyllee cOCTOAHWE Ayaut lNapaMeTpbl 38T OTuerol ¥npaeneHve
CraHLm (3) CraHLa A_pc (COBAMHEHWE YCTAHOBNEHO)
L = prespm—
= Apc 2000.12.81 =
1= astra16-Spuk 200,012,216 Mnarux ABrozarpyzka Bepcua CocroaHue AonoaHuTensHaA HHGOpPMayua DETAHOEMTE
& astrals 2000012212 VMware Metwork Adapter VMnet1; VMware Network FanveTnTe.
AHaNWE cocTaea fIBC 1.00 OcTaHoBneH P ‘
Adapter VMnet8 Onucanme:
AHANZ CTATHCTHRN CETEBOMO TRAYHK Ethernet; ¥ivtware Network Adapter YMnet8 AHAIHE CTATHCTHIN
AHAIMZATOP COBITHIA ATK3I "PeByc-M" 1.0.0 FamyLueH CeTeRoTD Tpadis
- Nevan omnbiw:
AHaAKzaTOp CoBRITH OC W N0 1.0.0 JanylleH
HET owwkBoK
Mnarid Gnokaposid AMK3N "Pebyc-M" 1.0.0 Zanylwied
MAarvH BAOKMPOEKY CETEBOTD TRAQHKS 101 FanylueH
MAarkH yAANEHHOTO YNPABNEHHA BHELUHAMN CREACTEaMK ] 101 3anyweH
CepEMc aHaNW3ATOPa CETEBOro TRapHKa ¢ Ethernet; Viiware Network Adapter VMnet1; ViMware
i
WCNONL30BAHMEM CHTHATYP 201 DcTanoanen Network Adapter VMnetd
% | YnpaBneHMe CceTesbIMM HHTEpDENaNH
CeTeBol MHTEpEic AHannz Tpaprka
Ethernet TlpHHEHATE HCTOORM
Whware Network Adapter WMnet1 [] Mocne HsMEHEHA HACTRoBK
CETEBLIX SAANTENOE, HX
WMware Metwork Adapter VMnets HEOBX0AMMA QTAPSEHTE,
B P AR
Aefictene: | BROKMpOBKa ceTepora Tpadkia HapywnTena ¥ | 1P-agpec mapywwrens: |, L . Eer
EROKHPOBKH
Aata v epena Moayne THn PezynsTat Onmcanhe
OuncThTs
Yaanute
CofinTHA: HoBbIE

Puc. 26
B 7eBoii yacTu BKIAAKU COACPKUTCS CIIHUCOK CTAHIIMM, KOTOPbIE OCYIIECTBISIIN MOAKIIOUYECHNE
k cepepy COB 3a Bpemst pabOThI KOHCONU yrpaBiieHus. [[Jisi KaKI0W CTaHIIUU ITOKA3bIBACTCS 3HAYOK,

cojiep KalIuii 0 Hell BCrioMorarenbHy0 HH()OPMaIUIo B COOTBETCTBUHU ¢ Tabnuuei 1.

Tab6nauna 1 — O6o3HaYeHHs BCTIOMOTATENbHON HH(POPMAIIUHU O CTAHIIUSIX

3Ha4OK 3HaueHue
= KonTponupyemas paboyasi cTaHIusl, JOCTYIIHAS IO CETH B HACTOSIIIIMI MOMEHT
m KonTponupyemas pabouas craniusi, KoTopas pu nojkiatoueHnu k cepepy COB ne

npolyia ayTeHTH(PUKALHIO

L) KonTponupyemas pabouas craHiusi, Ha KOTOPOH YCTaHOBKH, 3a/IaHHBIE 110 YMOJIYAHUIO,
M3MEHEHBI (OTKJIIOUEHBI areHTCKUE TJIATUHBI)

L] KonTponupyemas paboyas craHus, Ha KOTOPOH HE 3allyllleHa areHTcKasi 4acTh
IIPOrpPaMMbI

2 KonTponupyemas pabodasi CTaHIIMs, HEIOCTYNHAS 10 CETU B HACTOSIIIUI MOMEHT

& Kontponupyemas pabodast cTaHIus, KOTOpasi 3aBepIIia CBOIO padoTy, HE MPOHIs

ayTeHTH(UKAIIIO

JUig ynaneHus CTaHIMM M3 CHHMCKA CTAaHIMHA HYKHO BbIOpaTh CTAHLMIO M HaXXaThb KHOIKY
«Y nanutey B rpyimme «CTaHIm.

Ecnm B crimcke cTaHmuii BHIOpaTh CTAHIIMIO, TO B MPABOM YaCTH IO ITOM CTAHIIMH OTOOPA3UTCS
clenyromas nHGopMaIus:

- CIIMCOK YCTAHOBJICHHBIX IJIaTMHOB,

- CIIUCOK CETEBBIX MHTEP(EHCOB;

- CITUCOK BBITIOJTHEHHBIX OJIOKUPOBOK.

Nwmst BbIOpaHHOW cTaHIIMKM W WHGOpPMAIMS O COCTUHEHUHM C HEM OTOOpaKaloTCs B HAa3BAaHUU
rpymmsl «Crannusy, Hanpumep, «Cranmus ARMOBI (CoennHeHre yeTaHOBICHO)».
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W3 koHcomu ympaBieHHs MOXXHO YyJAJICHHO 3amycKaTb W OCTAHaBIMBAaTh IUIATHHBI,
YCTAHOBJICHHBIC HA CTaHIMH. [ 3aIyCKa MM OCTaHOBKM IUIarMHA HA BHIOPAHHOW CTAHIIMHM HYXHO B
dopme «Ynpasienue miaruHamu» (puc. 27) BeIOpaTh TpeOyeMblil MJIardH ¥ B aKTUBU3UPOBAHHBIX
crpaBa OT TaOJHIIBI 3JIEMEHTaX YIpaBJICHHUS BbIOpAaTh B 3aBUCHMOCTHU OT 33/1a4H CCBUIKY «3aIlyCTHTbH)
i «OctaHoBuTh». COCTOSIHUE TUTarMHa Ha TEKYIIMM MOMEHT oToOpakaeTcs B TOil ke Tabiuue, rae
MPOUCXOIUT BBHIOOD TUIarMHAa B KOJIOHKE «COCTOSIHUEY.

dopma «YnpaslieHHE TUIarHHAMK

|? | ¥NpaEneHHE NNarkHamMH

=
Maarun ABTozarpyzKa Bepcua Cocroanme AonoanutensHaa HHdopMayua OCTAHOBHTE

VMware Metwark Adapter VMnet1; YMware Metwork JanveThTe.
Adapter VMnetd Dncanme:

Ethernet; WMware MNetwork Adapter Vivinets BHAMME CTATHETHIEH
1.0.0 JanyweH CETEEOrD TRadHKa
AeTanu owubxu:

AHanns cocraea fBC

o
=}

QCTaHoeNEH

AHANN3 CTATHCTMKW CRTREOrO TRaQHKa

AHanu3aTop coBeITHA AMK3A "Pebyc-M"

AHanuzaTop coBeITWd OC W Mo 1.0.0 JamyLLeH
HET awHboK

MA3rMH BAOKAROEKK AMTK3I "Pebyc-h" 1.0.0 JamyLLeH

MA3rMH BAOKHPCEKW CETEEOTO TRAGHK 101 3anyLeH

MASMMH YAANEHHETO YTIPABAEHHA BHELLHAMK CPEACTE MK 101 OCTaHOBNEH

!D!!!!i!

CepEWC aHANM3aTORa CeTeEOro Tpaduka ¢ Ethernet; VMware Network Adapter VMnet1; YMware
201 CICTAaHOBNRH
MCNOALZ0BAHHEM CATHATYR MNetworl Adapter VMnets

Puc. 27

B KkoHconm ympaBieHus Ui KaXI0M CTAaHIIMM MOKHO BBIOpaTh ceTeBble MHTepQeiichl, Ha
KOTOPBIX OYAET OCYIIECTBIISIETCSI aHAJIN3 CETEBOTO Tpaduka. YIpaBlIeHHE CETeBBIMH MHTEpdeiicaMu
JOCTYITHO IS CJIEAYIOIIMX aHAIU3aTOpPOB:

- a"anu3 cocrtasa JIBC;

- aHAJIN3 CTATUCTHKYU CETEBOrO TpauKa;

- aHaJIM3 CETEBOro Tpa(uKa C UCIOIb30BAaHUEM CUTHATYDP.

Jlns HacTpOMKH CeTeBbIX HHTEPPEHCOB HYXKHO OTKPBITH (opMy «YTpaBiieHHE CETEBBIMU
untepdericamu» (puc. 28), BbIOpaB aHanu3zatop B Tabuuie (opMmbl «YIpaBieHUE IUIarMHAMm». B
OTKphIBLIEHCA ¢opme Oymer Tabiuia, B KOTOpOM B MEpBOHM KOJOHKE OyAeT Ha3BaHHUE CETEBOTO
uHTepdeiica, a BO BTOPOM — 3JIEMEHTHI JJIsl YIpPaBJIEHUsI COCTOsIHMEM anantepoB. [lociie m3MeHeHus
HACTPOEK CETEBBIX AJANTEPOB UX HEOOXOUMO COXPAHUTh, HaXaB CChUIKY «IIpUMEHUTh HACTPOHKIY.

dopma «YpaBieHHe CeTeBbIMU UHTephericamMuy»

|‘? | YNpaENEHHE CETEBbIMKM HHTEphERACaMH

CeTesod MHTERGEAC LUELERSELTTE]
[PHMEHMTE HAC TR
Ethernet

MOCNE MEMEHEHNA HACTPOEK
Yhiware Metwork Adapter YMnet1 [ CETEBbIX 3AAMTEPOE, HX

HEOEXUHMMU OTNP3EHTE.
WMware Metwork Adapter WMnetd

Puc. 28

W3 xoHconmu ympaBiieHHss MOXKHO 3a0iokupoBaTh ctaHuuio cpeactBamu AIIK3U «Pebyc-M»
(mpm  HamMuuu Ha OTOM craHuuu ycraHoBieHHoro OJIIIN.01792-06 «MoaepHU3NPOBaHHBIN
anmnapaTHO-IporpaMMHbIi  komruieke 3amuTel uHpopmanuu (AIIK3U «PebGyc-M»). [Iporpammuoe
obecnieuenue it OC cemeiictBa Windowsy, a Takke 3a0J0KHpOBaTh WIHM pa30IOKUPOBATH CETEBOM
Tpaduk. [l BeIMOTHEHWs OJIOKMPOBKH BBIOPAHHOW CTaHIUM HYXHO B (opme «YTpaBieHue
6moxupoBKoi» (puc. 29) BbIOpath JeiicTBue «bBIOKHPOBKA CTAaHIIMM» U HAXKaTh KHONKY «BBITOTHUTHY.
Pesynbrar OnOKMpOBKH 0TOOpa3uTcs B Tabnuile «BeimomHeHHble OmokupoBku». Ecnm Ha cranuun
3apEeTUCTPUPOBAH AJMHHUCTPATOP, TO OJOKMPOBKA CTAaHUMU He OyAeT BbINOJIHEHA M B rpade
«PesynbTaT» oToOpasurcs «lIpomyck».
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[Ilpumeuanue. Homep m3manuss B obOo3Hauenmu 110 (wm pemakumu B 0003HAYEHUU
MPOrpaMMHO ToKyMeHTanun) B moctaBieHHOM koMIiuiekTe ATTK3U «Pebyc-M» MOXeT OTIHYaThCs OT
YKa3aHHOTO.

dopma «YrpasieHue OJOKUPOBKOW

|| - | YnpaeneHue DnokMpoBKoi

[elicteme: | PasbnokupoBka ceTesoro Tpadwka HapywwTena ¥ | IP-agpec HapywwTens: |200.0 .12 .230 BeinonHuTe

BeinonHeHHse SHDKMDDBKM

HaTta v Bpems Moaynb Twn PesynbTaTt OnucaHne

05.06.2019 11:39:25 blockMNetPlugin - Koncone  Yonex Beinonnena pasbnoknpoeka IP-agpeca 200.0.12.230

05.06.2019 11:32:48 blockMNetPlugin - Koncone  Yonex Beincnnena Gnoknpoeka IP-agpeca 200.0.12.230

05.06.2019 11:32:08 blockRebus Koncone  Mponyck HegosmoxHo 3aBN0KMpoBaTe CTAHLWED, T, TEKYLLWA NONB30EATEND ABNAETCA 34MWHICTRATOROM

OYnCTUTE

Puc. 29

Jlnist BBINOJIHEHUS] OJOKUPOBKHM WJIM Pa30JIOKUPOBKU CETEBOro Tpaduka BbIOpaHHOW CTaHLUU
HYXXKHO B pazzerne «YmpaBlieHHe OJOKHPOBKOW» BBIOpaTh NeiicTBue «BIOKHpOBKa ceTeBoro Tpaduka
craHuun» win «Pa300KupoBKa ceTeBOro Tpaduka CTAaHIMM» COOTBETCTBEHHO M HaXXaTh KHOIKY
«BpmonanTh». Pe3ympTar OIIOKMPOBKH/Pa30IOKHPOBKH OTOOpa3uTCs B Tadmuie «BpImoiHeHHbIE
OJIOKHPOBKH.

JUisg BBINIOJIHEHUSI OJIOKMPOBKM WM pa30JOKMPOBKU IAKETOB, KoTopble uayr ot IP-aapeca
HapywmuTens (¢ u3BecTHbIM |P-azgpecom) Ha BBIOpaHHYIO CTaHLIMIO, HYXKHO B paszjene «YIpaBieHue
ONMOKMpOBKOW»  BBIOpaTh  neiictBue  «bloKkMpoBKa cereBoro Tpaduka HApYIIUTEIs» WA
«Pa30okupoBKa ceTeBoro Tpaduka HapylmuTeas», ykasaTh IP-agpec HapymuTens W HaxaTb KHOIKY
«BpimonHuTE». Pe3ynpTaT OJIOKHPOBKU/Pa30JOKUPOBKU OTOOpazutcs B Tabmwuie «BwimogHeHHbIE
OJIOKHPOBKUY.

4.4.6. Bknanka «[lapameTpbl 6€30MacHOCTH

4.4.6.1 Bxnanka «IlapameTpsl 6e30macHOCTH» JOCTYyNHA TOJIbKO agmuHucTpaTtopam COB u
MpeHa3HaueHa JiJIsl BBIOJIHEHUS HACTPOEK CIIEIYIOIMINX MEXaHU3MOB:

- KoHTpos cocrasa JIBC;

- a"anm3a cooeituii AIIK3U «Pebyc-My;

- aBTOMaTHUYECKOM peakiuu 1Jisl cllyyaeB 0OHapYKEeHUs BTOPXKEHUI,

- aHaJIM3a CEeTEeBOro TpaduKa ¢ UCIOIb30BaHUEM CUTHATYD (cM. 4.5);

- aHAJIN3a CTATUCTHKH CETEBOro Tpauka,

- YIpaBJICHUS BHEIIHUMH cpeicTBaMu (cM. 4.6).

B neBoif yacTu BKJIQJKH PACMONOXKEH CIHUCOK HAaCTpauBaeMbIX MexaHu3MoB. Ilpu BbiOope B
CIHUCKE Ha3BaHHUS HYKHOIO MeXaHM3Ma B IIPaBOM 4YacTH BKJIAAKU TMOSBISETCS (YHKIMOHAN IO
BBINOJIHEHUIO HACTPOMKHN BEIOPAHHOTO MEXaHU3MA.

4.4.6.2 Hactpoiika Mmexann3Ma ananmsa cocrasa JIBC 3akmodaercss B GOpMUPOBAHUH TIEPEUHS
JIOBEPEHHBIX CETEBBIX YCTPOICTB.

s dopMupoBaHUsS TEpedHs JOBEPEHHBIX CETEBbIX YCTPOHCTB HEOOXOJHWMO IPOU3BECTH
CHEAYIOLIUE NEHCTBUS:

- Bo BKiagke «llapamerpsl 6e3omacHOCTH» B criMcke ciieBa BbiOpaTh «KoHTposs coctaBa JIBCy,
B PE3YJIBTATE YEro OTKPOETCs OKHO «HacTpolika criucka JOBEPEHHBIX CETEBBIX YCTPOUCTBY;,

- BKJIIOUUTh PEXKUM PEIaKTHPOBAHUS JaHHBIX HA CEpBEpe, HaXKaB KHOMKY «BKIIOUNUTH pexum
pelaKTUPOBAHUS;

- HaXkaTh KHOMKY «J[00aBUThY», OABUTCS OKHO «JloOaBnenue aapecay (puc. 30);
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- BBIOpaTh MepeKiiovarelb THUIA 3alKiCH, B 3aBUCUMOCTH OT THUIA 3amucu 3anath [P-ampec
CEeTEeBOr0 ycTpoMcrBa, nauamnasoH [P-agpecoB wim [P-agpec ¢ anmapaTtHbeIM — ajpecoM, IIpU
HE0OXO0IMMOCTH 3aJ1aTh MPUMEYaHHE Ul YCTPOMCTBA, HaXkaTh KHOMKY «OK»;

- TIOBTOPUTH TpeAblaylnee AeWcTBUe ans poOasineHust [P-agpecoB OCTambHBIX JTOBEPEHHBIX
CETEBbIX YCTPOWCTB;

- HaxaTb KHOIKY «CoXpaHUTh» B OkHe «HacTpoiika criircka 10BEpEHHBIX CETEBBIX YCTPONUCTBY.

CoxpaHECHHBIN MTePEYCHb JIOBEPEHHBIX CETEBBIX YCTPOMCTB OyneT nepenan Ha cepsep COB.

Juanorooe okHo «JloOaBneHue aapeca

i) No6aenenwe agpeca  ?

(@) IP-appec ycTpolicTea

() Awanason IP-agpecos

(") IP-anpec v aNnapaTHeNi agpec YoTpoicTea
IF-agpec:

KoHeYHBIR anpec:

MpHMEYEHHE:

Puc. 30

4.4.6.3 Hacrpoiika Mexanmsma anHammza coObiTHii AIIK3UM «Pebyc-M» 3akmouaercs B
oTHeceHuu 3apeructpupoBanHbix coObITHil AITK3U «Pebyc-M» k aTakam.

g dopmupoBanus cnucka codbituii, kKoTopsle I1K «Pedyc-COB» Oyner cuurtaTh aTakamu,
HE00XO0AMMO MPOU3BECTH CIIEAYIOLIHE JeHCTBUSA:

- Bo BKJaaKke «[lapameTpsl 6€301acHOCTH» B CITUCKE clieBa BRIOpaTh «AHanu3 coobituii AITK3U
«Pebyc-M»;

- BKJIIOUUTh PEXUM PEIaKTHUPOBAHUS JaHHBIX HA CEpBEpE, HaXKaB KHONKY «BKIIOUNUTH pexum
PENAKTUPOBAHUY;

- B CIIUCKE COOBITUH HAmNpOTHB COOBITUH, KOTOpbIE OYAYT CUMTAThCS aTakaMH, MOCTAaBUTH
«TaJIOYKY», B IPOTUBHOM CIIy4ae «KPECTHK;

- Ha)KaTh KHONKY «COXpaHUTbHY.

CoxpaHeHHbIH criicok atak Oynet nepenad Ha cepep COB.

44.6.4 UYrtoOsl cdopMHpOBATH TPABUIO AaBTOMATHYECKOH pPEAaKIMU HAa  BTOPKCHHS,
aJIMUHUCTPATOp JOJDKEH MEPedTH BO KIAAKYy «ABTOMAaTHYECKas Peaklus Ha COOBITHS» M BKIIOYHUTH
PEXUM peIaKTUPOBAHUS, HA’KaB KHOINKY «BKIIIOUNTH peXUM peJaKTUPOBAHUA». 3aT€M HYKHO BbIOpaTh
MCTOYHHUK JJAHHBIX O BTOPXKEHUSAX U3 CHCKa «VCTOUHMKNY, KOTOPBINA COJEPKUT B c€0€ MyHKTHI:

- «Anamus cocrasa JIBCy»;

- «Ananmu3s coorertuii OC u I[1Ow»;

- «AHanmu3 ceTeBoro TpaduKay.

[locne BBIOOpa HMCTOYHHMKA CTAHOBUTCS JOCTYIEH CHHCOK THUIIOB COOBITHH Il JTAHHOTO
uctoyHuka. Heobxonumo BeIOpaTh TN COOBITHSA. Y HMCTOUYHUKOB «AHanmu3 cobbituit OC u IIO» u
«AHanu3 ceTeBoro Tpaduka» B COOBITHAX HEOOXOIUMO BHIOpATh OJIOKUPOBKY MO YPOBHIO BTOPKEHHS.
Janee HeoOxoaumo BbIOpaTh THUN OnOKUpOBKHU: «biokupoBka cereBoro Tpaduka», «biokupoBka
cranuun» uiu «Hactpolika BHemHero cpeactBay. [lpu Beidope Tuna «HacTpoiika BHEIIHETO CpeICTBaY
B TTOSIBUBIIIEMCS BBINAIAIOIIEM CITUCKE HEOOXOIMMO BHIOpATh CIIEHApH, KOTOPBIA OyIeT cpabaThiBaTh
IpU aBTOMAaTHYecKo peakuuu. Jlanee HE0OXOAMMO HaxaTh KHOMKY «Co3JaTh MPaBHIO» M KHOIKY
«Coxpanutby». B pesynbrare npaBuiio 100aBUTCS B CIIMCOK MPaBUIIL.

Jlnst Toro 4toObl yJaluTh MPaBUIO, HEOOXOAMMO MEPEHTH B PEKUM pelaKTUPOBAHU, HaXKaB
KHONKY «BKJIIOUUTH PEXUM pEeAaKTHPOBAaHUS», BBIOpaTh €ro B CIHMCKE NPaBWI U HaXKaTb KHOIKY
«Y 1anuToey.
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[Tocne penakTupoBaHusi TaOJIMIBI Ui COXpAaHEHUS pe3yjibTaTa HEOOXOAMMO HaXaTb KHOIKY
«Coxpanutb». CoxpaHeHHbIe (aillibl HACTPOCK AaBTOMATHUYECKON pEaKIMU Ha BTOPKEHUS OymyT
nepenansl Ha cepep COB.

4.46.5 Hactpoiika MexaHW3Ma aHaIM3a CTATUCTUKUA CETEBOTO TpaduKa 3akKiIodyacTcs B
YCTaHOBKE JOMYCTUMOI'O KOJMYECTBa MOTOKOB JAaHHBIX. [IpeBblllieHHE yCTaHOBJIEHHOIO KOJUYECTBa
IIOTOKOB OYJIET CUMTATHCSI AaTAaKOH.

Jis  ¢opMupoBaHHsS HACTPOEK aHaIM3a CTAaTUCTUKU CeTeBOro Ttpaduka, HEOOXOAUMO
IIPOU3BECTH CIEAYIOIINE IECUCTBUS:

- B0 Bkiagke «llapamerpsl Ge30macHOCTH» B CIHCKE clieBa BbIOpaTh «AHAIU3 CTaTUCTUKU
ceTeBoro Tpaduka;

- BKJIIOYUTh PEKUM PEIaKTHPOBAHUS JTAHHBIX HA CEpBEpe, HaXKaB KHOMKY «BKIIOUUTH pexum
PEIAKTUPOBAHUSY;

- B MapaMeTpax HaCTPOMKH yKa3aTh JOIMYCTUMOE KOJIMYECTBO MOTOKOB U MHTEPBAJ POBEPKH;

- HaXXaTh KHONKY «COXPaHUTHY.

OTpenakTupoBaHHbIE MapaMeTphl HACTPOMKHM aHajdn3a CTaTUCTUKU CeTeBOro Tpaduka OymyT
nepeaansl Ha cepeep COB.

PenaktupoBaHue HacTpOEK aHallM3a CETEBOro Tpaduka ¢ UCIOIb30BAHUEM CUTHATYpP MOAPOOHO
paccMOTpeHo B 4.5.

VYnpaiieHue BHEIIHUMHU CPEICTBAMU MOJPOOHO PACCMOTPEHO B MyHKTE 4.6.

4.4.7. Bkimagka «OT4eTsI»

Bxmagka «Otuersl» npeaHasHaueHa Uit GOPMUPOBAHUS MO 33JaHHBIM (PUIBTpPaM OTYETOB IO
COOBITHSIM ayIUuTa U COXpaHeHHs C(OPMHUPOBAHHBIX 0TYETOB B (haiin popmara HTML.

[Tpu dopMupoBaHuU OTYETA MO COOBITUAM AYAUTA CYIIECTBYET BOZMOKHOCTh 3aJIJaHUS YCIOBUI
GUIbTpauy TaHHBIX ayJUTa MO CIEAYIOIIMM KPUTEPHSIM:

- cOOBITHUS (BTOPKEHUS WIH CIY)eOHbIE COOOLICHMS);

- BPEMEHHOW 1ManasoH;

- CTaHIIUU;

- T10JIb30BATENH;

- UICTOYHUKH,

- YPOBEHb BaXKHOCTH;

- apXUBBHIL.

[locne 3amaHuss HEOOXONMMBIX MapaMeTpoB (UIbTpalMK CclAeAyeT HaxaTb Ha KHOIKY
«Coxpanutb oT4eT». B OoTKpbIBIIEMCS OKHE «BBIOOp MecTa cCOXpaHEHMs OTYeTa» yKa3aTh Karalor,
KyZa OyleT coXpaHeH OTYET, U HakaTh KHONKY «Bri0op mankuy». B pesynbraTe Oyner chopmupoBan u
COXPaHEH OTYeT B YKa3aHHBIM KaTalor. ABTOMAaTHYECKOE OTKpPBITHE OTYeTa mocie (HhopMHpOBaHUS
OCYILIECTBIISIETCSI TPU YCTAaHOBJIEHHOM «rajouyke» B mepekmodarene «OTKpbITh OTYET Mocie
COXpaHEHUsD.

4.4.8. Bxnanka «YTpaBieHUeE»

4.4.8.1. Brinagka «YmpaBieHHe» IpelHa3HaueHa JUIsl BBINOJHEHUs aaMmuHuctpatopom COB
CIIEAYIOIINX 3a/1a4:

- yIpaBJIeHUE YYETHBIMU 3aIIMCSIMU CYOBEKTOB JlocTyma (nojib3oBareneir) COB;

- ynpaBieHue Hactporikamu cepepa COB;

- HacTpolika BeiBojia coObiTrii b B SIEM,;

- HaCTpOWKa CHHXPOHU3AIMH BPEMEHHU;

- oonomyenus BPII (6a3 pemaromumx npasui).

B neBoii 9acTu BKIIAJKH PACIIOIOKEH CIMCOK JAOCTYIHBIX Ul YIPaBICHHUS MEeXaHW3MOB. [lpu
BbIOOpE B CIIMCKE HA3BaHMS HYKHOTO MEXaHU3Ma B IPaBON YaCTH BKJIAJKH MOSBISIETCS PYHKLIMOHAM 10
VIIPaBJICHUIO BEIOPaHHBIM MEXaHU3MOM.

4.4.8.2. llna ynpaBieHHsl y4eTHbIMU 3amucsiMu mnojb3oBareneid COB HeoOXomumo B crucke
JOCTYIHBIX Ul YIPaBJICHHS MEXaHW3MOB BBIOpaTh IMYHKT «YdYeTHbIE 3amucw». HakaTh KHOIKY
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«BKII0YMTH pexuM pelakTUPOBAHMS» B IPABOM YaCTH BKJIAAKH, IIOCIIE YETO CTAHYT JOCTYIHBI CIIUCOK
TEKYIIUX MOJb30BaTENel C yKazaHHEM MX MapaMeTpoB M KHOMOK «J{00aBUTh...» — ais noOaBieHus
HOBOTO MoJyb3oBarens, «MI3MEeHUTb...» — IJI1 pelaKTUPOBaHUS BBIOPAHHOTO B CIIMCKE MOJIb30BATENs U
«Y 1anuTh» — A7 yAaJeHHs BHIOPAaHHOTO 1oJib3oBaTens. [locne pegakTupoBaHus y4eTHBIX 3aIHCen s
COXpaHEHHUs pe3yibTaTa HeoOX0IuMO HaxaTh KHONKY «CoxpaHuTh». CoXpaHEeHHbIE HACTPONKHU OyayT
niepeaansl Ha cepBep COB.

B nacrtpolikax y4eTHOH 3amucu MoJIb30BaTeNsl MOXKHO 33JaTh aJipec 3JEKTPOHHOM MOYTHI, Kak
g anMuHuctparopa COB, Tak u ans oneparopa. s Bcex nosb3osareneit COB, koTopbIM mpomnucan
aZipec 3JEKTPOHHOM MOYThL, OyAET OCYIIECTBISATHCS HHPOPMHUPOBAHUE O BTOPXKEHHUAX C IOMOIIBIO
[MOYTOBOM PACCHUIKH.

4.48.3. JInga pemakTUpPOBaHHS HACTPOCK cepBepa HEOOXOAMMO B CIHUCKE JAOCTYIHBIX IS
yIpaBJICHUS MEXaHM3MOB BbIOpaTh NYHKT «CepBepbl». HakaTe KHONKY «BKIIOUNTH peXuM
peIaKTHUpPOBAaHUS» B IPaBOM YacTu BKJIaAKH Ha ¢popme «HacTpolika mapaMeTpoB JOKAIBHOTO CEpBEpPay,
M0CJI€ YEeTO CTaHYT JOCTYIIHBI 3JIEMEHTHI ISl peIaKTUPOBAHMS.

B rpynne «IloutoBasi paccbuikay 3aJal0TCs HACTPOMKHU MOYTOBOM PACCBHUIKHU: aJIpEC MOYTOBOTO
cepBepa, MEXaHU3M 3alIUTHl COCITMHEHHS, WACHTU(PHUKATOP U MApOJIb MOJIb30BATENs, IIOYTOBBIN a/pec
OTIIPaBUTENII U HWHTEPBAll OTIPABKU PACCBUIKU. J[S OTKIIOYEHHUS TOYTOBOM pACCBUIKH HYKHO
YCTaHOBHUTH MHTEPBAJ OTHPABKH PACCHIIKU PAaBHBIM HYIIIO.

B rpynne «ApxuBupoBaHUE COOBITUN ayIUTa» 33/1a€TCs MAKCUMAaJIbHOE KOJTUYECTBO COOBITHII B
apXx¥Be, MHTEPBAJbl CMEHBI ApXMBOB M IPOBEPKH CBOOOJHOrO MECTa Ha AHMCKE, a TaKKe IOpOT
yBEIOMJIEHHS 00 OTCYTCTBUU CBOOOJHOTO MECTA.

[locne penakTHpOBaHUST HACTPOEK CepBEpa AJISi COXpPAHEHHUs pe3yibTara HEOOXOAMMO HaKaTh
kHOMIKY «CoxpanuThy». CoXxpaHeHHbIE HACTpOKH OyayT nepenansl Ha cepeep COB.

4.4.8.4. [Ins penakTupoBaHusi HAcTpoek BeiBoaa coObituii Ub B SIEM HeoOxomumo B crimcke
JNOCTYMHBIX ISl YIpaBICHUS MEXaHU3MOB BbIOpaTh MYyHKT «SIEM» u BKIIOUMTE pexuUM
pelaKTUPOBAHMSI, HAXKaB KHONIKY «BKITFOUNTh pexkuM penakTupoBanus» Ha opme «Hactpolika BeIBOA
B SIEM». B rpynne «BbiBon B SIEM» M0kHO HacTpouTh 3anuch B (paii, ykazaB KaTajor ISl 3alucH
cooObrTuit, i B Syslog (toneko mist OC CH «Astra Linux Special Editiony»), yka3as aapec cepBepa st
otrnpaBku cooOuieHunit. Eciau B kadecTBe ajapeca cepBepa sl OTIIPAaBKU cooOuieHuit yepes Syslog
yKazaH aJpec TEKYIIEro cepBepa, MomojHuTenbHble HacTpoiiku B OC paenate He 00s3aTeIbHO, €CIU
ucnosb3yercst apyroit cepeep (Ha OC CH «Astra Linux Special Edition»), To Ha HEM qoMmKeH OBITH
HactpoeH Syslog Ha npuém coobmenuii ot cepsepa COB.

Hacrpoiiku cepsepa OC CH «Astra Linux Special Edition», kyna momkasl npuxoants SIEM
coobmenus yepes Syslog:

- nomucaTh B KoHel[ (haiina /etc/rsyslog.conf crpoku (eciu ux HET), WM PACKOMMEHTHPOBATH:

$ModLoad imudp

$UDPServerRun 514

- co3gath WM OTpeaakTupoBath (Qaiin /etc/rsyslog.d/rebus-siem.conf ¢ 3amucero  «if
$programname startswith 'RebusIPS-SIEM' then /var/log/Rebus_siem.log» (myTh, Kyma 3amuchiBaTh
SIEM-coo6mienus ot [TK «Pedyc-COB);

- BBIMOJIHUTH B TEPMHUHAIE KoMaHIy sUdo service rsyslog restart.

B rpynne «®unbTp mo coOBITHSIM» MOXHO YCTaHOBHTH YPOBEHb BAXKHOCTH JUJIsl BTOPXKEHHH U
CEpBHUCHBIX cO00IIeHnH. Bce coObITus, UMEIINe YpOBEHb BA)KHOCTH PaBHBIM YCTAaHOBIEHHOMY U
BbIlIE, OyayT 3anucansl B SIEM.

[Tocne pemakTupoBaHusi HacTpoek BeiBoAa B SIEM st coxpanenus pesynbrata HEOOXOIMMO
HaxaTh KHONIKY «CoxpaHuThy». CoxpaHeHHbIE HACTpOiiku OyayT nepenansl Ha cepBep COB.

4.4.8.5. ]lna penakTHpOBaHHS HACTPOSK CHHXPOHHU3AIMM BPEMEHH HEOOXOIMMO B CITUCKE
JOCTYIHBIX JUIS YIpPaBICHHUsI MEXaHU3MOB BHIOpaTh MYHKT «CHHXPOHHU3AIUS BPEMEHHU» U BKIIOUYUTH
PEXUM peaKTUPOBaHUs, HaXKaB KHOINKY «BKIIIOUNTE pexXuM pefakTupoBanus» Ha ¢popme «HacTpoiika
CHUHXPOHM3AIMK BpeMEeHN». UTOObI BKIIOUUTH aBTOMAaTHUECKYI0 CHHXPOHM3AIIUIO BPEMEHH C CEPBEPOM
COB, HYXHO OTMETUTh «TaJO4yKoi» NYHKT «CHHXpPOHHU3HpPOBaTh Bpems». B  HacTpoiikax
CUHXPOHHM3ALMM BPEMEHU MOKHO 337aTh MHTEPBAJ NIPOBEPKH BPEMEHU U MAaKCHUMAJIBHO JIOIYCTUMYIO
pasHULly BO BpPEMEHM. MakCUMaJbHO [JOIYCTMMAas pa3HUIA BO BPEMEHM 3aJaeTCs B CEKyHJax,
MHTEpPBaJl IPOBEPKU BPEMEHU — B CEKYHaX, MUHYTaX, yacax, JHsX, HEEISIX, MecsIax.
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[locne penakTHpOBaHUS HACTPOEK CHHXPOHU3ALMK BpPEMEHU [UIsl COXpaHEHUs pe3ylibTaTra
Heo0X0oauMO HaxaTh KHONKY «CoxpaHuth». COXpaHEHHbIE HACTPOMKH OynyT mepenaHbl Ha cCepBep
COB.

4.4.8.6. BeimonHeHnne 0OHOBIICHHS CUTHATYP BTOPKEHUN MOJPOOHO paccMOTpeHO B 4.7.

4.5. PenakTrpoBaHrue mapamMeTpoOB CPEICTBA aHAIM3a CETEBOrO TpaduKa C HCIOJIB30BAaHHEM
CUTHATYp

4.5.1. O0mue cBeneHus

Hactpolika cpeicTtBa aHaim3a CeTeBOro Tpaduka MOApa3yMeBaeT Kak 3a/laHue MapaMeTpoB
paboThI CpesCTBa, TaK M PEIaKTUPOBAHHUE MTPABUIL.

Jlnst ocyiiecTBiIeHHs] HAaCTpoiiku B KoHcoiu ympasiaeHuss COB ecth cnenmanbHas ¢opma. Ee
Buj npuBeneH Ha pucynke 31. Murepdeiic onuceiBaercs B 4.5.3 — 4.5.6. PenaktupoBanue u3 3Toi
(GopMBl KOHCOJIM YIIpaBJIEHUS] — €AMHCTBEHHBIM JOCTYNMHBIA CHOCOO HACTPOMKU aHalu3a CETEBOrO
Tpaduka. PemaktiupoBars KoOHQUTYpallnOHHBIE (BaiiiIbl U3 KaKUX-TMOO BHEIIHUX CPEICTB HEBO3MOXKHO,
T.K. [IK «Pebyc-COB» KOHTpoIMpyeT LeI0CTHOCTh 3TUX (hailioB M BOCCTaHABIMBAET UX U3 apXUBa IpU
oOHapyKeHHH W3MeHeHHWH. TOJIbKO TpH HACTPOWKE C MOMOIIBI0 KOHCOJH YIPaBICHHUS H3MEHEHUS
¢ailioB paccMaTpUBaIOTCd MEXAaHHW3MOM KOHTPOJIS LEJIOCTHOCTH KakK CaHKIMOHUPOBAHHbIE U He
MePEe3anuChIBAIOTCS U3 PE3EPBHOM KOIIHH.

[Tnarusa HaCTPOWKH aHAIM3a CETEBOrO TpahuKa C UCIIOIF30BAaHHEM CUTHATYP

0} Korcons ynpasnesns - =

Texkyujee COCTOSHKE Aynnt CraHumn MapamMeTpbl 3aWHTbI OTuerbl »

ABTOMATUYECKAA PEaKLMA Ha coBBITHA

PejaKTHPOBaHKE HACTPOEK AHANN3aTOPa CETEBOro TPpadHKa ¢ HCNONb30BaHWEM CHTHATYP
| Ananuz cetesoro Tpaguka c McnonkzoEaHuem c.. |

AHanuz coBeimuii AMK3K "PeByc-M"
AHanW3 CTaTUCTHUKN CETEBOro Tpaduka MapameTpsl MepeMeHHble Mpaenna
KouTpons coctaea fIBC

YnpaeneHue BHELLHUMI CDEACTBAMM

BKMIO|MTE PEMMM PEASKTHPOBAHWA TeKylw1e NapameTphl (TONbKD YTEHUE)

JaMnsl NaKkeTos
COXpaHATb AaMMbl NaKETOE

MaKOAMENEHEI 0BLEM XPEHMMEIX ASHHEIX: woMe v MB B | TB

Cobirua: Hoesie(0), Bee(D)

Puc. 31



37
®IIM.03618-01 34 01

dopma penakTUpOBaHU JOCTYITHA Ha BKiIagke «[lapamerpsl 3amIuThD) KOHCOIHU YIIPABIICHUS.
VYray6neHHoe onucanue padboThl C IIaruHoM npuBeaeHo B 4.5.3 —4.5.6.

[Ipenmnomnaraercsi, 4TO aIMHHUCTPATOP 3HAKOM C (GOpPMATOM KOH(PUTYpAIIMOHHBIX (haiiiios,
OMMHMCaHWE KOTOpOTO JaHO B mpmwiokeHnn K gokymenty @OJIIIN.03618-01 3101 «Omnucanue
TIPUMEHECHHS.

4.5.2. Onucanue popmMbl peJaKTUPOBAHUS

UToObl OTpeaaKTUPOBATh HACTPOIKH, HEOOXOJUMO B KOHCOJM BBIOpaTh BKIAIKY «IlapameTpbl
3a0IMTB» M HAa HEH B CIHCKE cJleBa BBHIOpaTh «AHAIU3 CETEBOro Tpaduka € HCIOIb30BaHUEM
curHaryp». Ilocne storo Ha Bkiagke otodpaszurcs hopma «PegakTUpoBaHHE HACTPOEK aHaIM3aTOpa
ceTeBOro Tpaduka ¢ UCIoJib30BaHHEeM CUTHATYp» (cM. puc. 31).

Bonbiiyro yacte (hopMbI 3aHUMAIOT TPU BKIIAJIKU:

- «[lapameTpb» — CITy)KHT JJIsl HACTPOMKH MapaMeTpoB cpeacTBa (paccmarpuBaercs B 4.5.3);

- «[lepeMeHHBIE» — CITYKUT 151 pabOThI C IEpEeMEHHBIMU (paccMmarpuBactcs B 4.5.4);

- «[IpaBuia» — ciryxuT Juist pabOTHI ¢ paBuiIaMu (paccmarpuBaetcs B 4.5.5).

Bepxy ¢dopmbl pacnonoxena KHOMKa «BKIIOUHUTH PEeXUM pENaKTUPOBAHMS» U HHAUKATOP
cocTostHUs. MHIuKaTop cocTosiHUS (HaXOAWUTCS CIpaBa) — 3TO MPOCTO TEKCTOBAas METKA, B KOTOPOI
0TOOpaxkaeTcs COCTOSHUE TUIarfHa.

BPII xpanutcs Ha cepBepe COB, Ha paOoueii jxe cranuuu Tosnbko Texymas konus bPII. Korna
MOJIb30BaTENb MEPEeXOaUT K GopMe IUlaruHa, B HEe OTOOpa)kaeTcsl TeKyllas KOIus, 0 4éM TOBOPUT
TekcT «Tekyiue napameTpsl (TOJIBKO YTEHHUE)» B UHIUKATOPE COCTOSIHUS.

Jlnst Toro 4TOOBI BBINOJHUTH penaktupoBanue bBPII, HeoOXomumo meperTH B pexuMm
pEeIaKTUPOBaHUS, HakaB KHONKY «BKIOunTh pexxuM penaktupoBaHus». Ilpu 3ToM Ha cepBepe
yCTaHABIIMBACTCS MPU3HAK OIIOKUPOBKH (aillioB AJisi OCTaIbHBIX aIMUHUCTPATOPOB. DTO HYKHO, YTOOBI
B ONpeJIeNEHHBII MOMEHT BPEMEHHU TOJBKO OJMH aAMHHHMCTpATOp ¢ ogHoi DBM Mor penakTtupoBaTh
HACTPOMKH, T.K. OJHOBPEMEHHOE pEJaKTUPOBAHWE HECKOJbKUMHU JIIOJbMU TPUBEIO OBl K
HECOTJIACOBAHHOCTH UX U3MEHEHUM.

[locne mepexoga B pEXUM pelaKTUPOBAHHUS BBEpPXY (OpPMBbI CTaHYT JOCTYNHBI KHOIKH
ympasienus (puc. 32). HaznaueHne KHOMOK MPHUBEJICHO B Ta0MIIE 2.
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dopma peaakTUpoBaHUs HACTPoeK (OTKphITa BkiIaaka «I[IpaBunay)

PejaKTWpDEaHWE HACTPOEK aHanwW3aTopa CeTeBoro Tpahka C MCNonb30BaHWeM CWMrHaTYp

v /@ Peaak THPOBaHHE
MaparMeTprl MepemeHHEE m
+ =9 y
Mpagvno . &
4 | protocol-finger.rules
[ #alert tcp $EXTERMAL_MET any - $HOME_MET 79 {msg:"PROTOCOL-FIMGER . query”; Flow:to_server,established; content:"."; metadata:ruleset comm...
alert tcp $EXTERMAL_MET any - $HOME_NET 79 (msg:"PROTOCOL-FINGER | execution atkempt”; flow:to_server,established; content:""; pore:"f~\x2f...
alert tep $EXTERMAL_MET any -= $HOME_MET 79 {msg:"PROTOCOL-FINGER 0 query"; flow:to_server, established; content:"0"; metadata:ruleset comm...
alert tep $EXTERMAL_MET any -= $HOME_MET 79 {msg:"PROTOCOL-FINGER account enumeration attempt”; Flow:to_serverestablished; content:"abc...
alert tcp $EXTERMAL_MET any -= $HOME_MET 79 (msg:"PROTOCOL-FINGER bomb attempt”; Flow:to_server,established; content:"@@"; metadata:rule. ..
alert tep $EXTERMAL_MET any -= $HOME_MET 79 {msg:"PROTOCOL-FINGER cmd_rootsh backdoor attempt”; flow:ko_server,established; content:"cmd...
[ #alert tep $EXTERMAL_MET any - $HOME_MET 79 {msg:"PROTOCOL-FIMGER cybercop query”; flow:to_serverestablished; content:"|0a] *; depth:10; ..
[ #alert tcp $EXTERMNAL_MET any - $HOME_MET 79 (msq:"PROTOCOL-FIMGER null request”; Flow:to_server, established; content:"|00|"; metadata:rulese. ..
[ #alert tep $EXTERMAL_MET any -= $HOME_MET 79 {msqg:"PROTOCOL-FIMGER redirection attempt”; flow:to_serverestablished; content:"@"; metadata: ...
[ #alert tcp $EXTERMAL_MET any - $HOME_MET 79 {msg:"PROTOCOL-FIMGER remote command execution attempt”; flow:to_server,established; conte...
[ #alert tcp $EXTERMNAL_MET any -3 $HOME_MET 79 (msqg:"PROTOCOL-FIMGER remate command pipe execution attempt”; flow:to_server,established; ...
[ #alert tcp $EXTERMNAL_MET any - $HOME_MET 79 (msq:"PROTOCOL-FINGER root query”; flow:to_server,established; content:"root"; metadata:rulese. ..
[ #alert tcp $EXTERMAL_MET any - $HOME_MET 79 {msg:"PROTOCOL-FINGER search query”; Flow:to_server,established; content:"search”; metadata:ry...
alert tcp $EXTERMAL_MET any -= $HOME_MET 79 {msg:"PROTOCOL-FINGER version query; flow:to_server,established; content:"version"; metadata:ru...
> [ protocol-ftp.rules
> [ protocal-icmp.rules
> [ protocol-imap.rules
> [ protecol-nntp.rules
> [ protocol-other.rules
> [ protocol-pop.rules
> [ protocol-rpcrules
4 protocol-scada.rules
4 protocol-services.rules
d protocol-snmp.rules
j— L v

Ta6nuna 2 — Knonku ynpasineHus

Puc. 32

I'opstuas .
Knonka HaszBanue p [elictBue
KJIaBHILA
7 OTKpBITH Her Bb130B OKHa 1711 paboThl ¢ TEKCTOM KOH(UIyparMOHHBIX
' penakTop (aiinon
OtnpaBuTh Ha Her OtnpaBnseT Ha cepBep U3MEHEHHbIE (ailbl U CHUMAaET
cepsep MPU3HAK OJIOKUPOBKU
IIepeunrarts o .
c (aiibl F5 3amyckaeT HOBTOPHBIN pazbop (aiinos

YroObl HauaTh paboTy ¢ peJaKTOPOM KOH(PUTYpallMOHHBIX (ailyioB, HY)KHO HaXaTb KHOIKY /4
«OTKpBITh pegakTop». [logpoOHas pabora ¢ pegakTopoM paccmarpuBaercs B 4.5.6.

B nponecce ckaunBanus ¢aitnos BPII unankarop cocrosiHust oroopakaeT TekcT «CkadnBaHue
HAcTpoeKk ¢ cepBepa». HeoOXxoaumo okaaThCsl, KOra OH OTOOpa3uT TekcT «PemakTupoBaHuE». ITO
O3HayaeT, 4To (paiabpl CKauaHbl M Ha BKJIaJKax OoToOpaxkaercs yxe He Tekymias komusi BPII, a atu
ckadaHHble ¢aitnbl. Korga oToOpaXkéH Takoi TeKCT, mapaMeTpbl MOYKHO PEIAKTHPOBATh.

I[locne TOro Kak aAMHHMCTPAToOp BHEC HEOOXOAMMbIE M3MEHEHHS, HY/KHO HaXaTh KHOMKY Y
«OTtmpaBuTh Ha cepBep». [Ipu 3TOM oTpesakTHpOBaHHBIE IPAaBUIIA U KOHPUTypallMOHHBIE (ailsibl OynyT
otnpasieHsl Ha cepBep COB u 3anucans! B bPII. laneme cepep COB npousBener aBToMaTHUECKOE
TupaxkupoBanue n3mMenenui B bPII mo pabounm cranuusim.
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ITocne toro kak ¢ainpl OymayT OTHpPAaBIICHBI Ha CEpBEp, MpHU3HAK OJOKUPOBKH OyAET CHAT U
IpyTHe aIMHHACTPATOPBI CMOTYT BHECTH YK€ CBOM U3MCHECHHUS.

[Tocne oTnpaBku M3MEHEHHWI Ha cepBep B GopMe OmsATh oToOpaxkaercs Tekyias komus BPII,
TaKk 4yTO TmosiBiieHHe TekcTta «Tekymue mapameTpbl (TOJIBKO YTEHHE)» HA HWHIUKATOPE COCTOSTHUS
TOBOPUT O TOM, YTO JJaHHBIE YCIIEUTHO MEepelaHbl Ha CEPBEpP.

4.5.3. HacTpolika coxpaHEHUs JaMIIOB CETEBBIX ITaKETOB

Hactpoiika coxpaHeHus: 1aMIIOB CETEBBIX ITAKETOB OCYILECTBIAETCS BO BKiajake «llapamerpei».
JlanHas BKJaJKa MpeJcTaBlieHa Ha puc. 33, NpeJHa3HayeHa Ui HACTPOWKH COXPAHEHUS IaMIIOB
nakeToB. UToObI BKIIOUUTh COXPAHEHUE CETEBBIX MAKETOB, BBI3BABIIMX CpadaTbIBaHUE MPaBHJI, HYKHO
OTMETUTh nepekiaodarenb «CoxpaHsaTb JaMmImbl IaKETOB» B TIpynne  «Jlammbl  IakeToB».
AJIMUHUCTpATOp TaKXKe MOXET yKa3aTb MAaKCHMAaJIbHbIM 00bEM XPAHUMBIX JaHHBIX, IPU JOCTHKEHUU
KOTOPOT'O CaMbl€ CTapble AAMITbI OYAYT YAaJICHBI.

Bxnanka «IIapametpbi»

MepeMeHHbIe Mpaeuna

AamMnbl NaKeTos

CoXpaHATL AaMNbl NAKETOS

MaEKCMMENEHEIN 00BEM XPEHUMEIX LaHHEIX: 00ME |+ MG | D | TO

Puc. 33

Jlamnbl makeToB OymyT coxpassteces B karanor /var/lib/rebus-sov/traffic-dump 8 OC CH
«Astra Linux Special Edition» 1 OC MCBC u B karanor C:\ProgramData\CPS\rebus-sov\traffic-
dump B OC Windows.

B cnydae, ecaum HeoOXOOUMO COXpaHATh HE TOJBKO CETEBOW TpaduK, HEMOCPEICTBEHHO
BBI3BABIIMK CcpabaTblBaHME MPAaBUJI, HO M MPEIIIECTBYIOUIUN M MOCIHeAyomud TpaduKku, TO
HE0OX0MMO OTpeIakTHPOBaTh (haiiia parameters.conf B pemakrope, onucantom B 4.5.6.

B ortor ¢aiin HeoOXomumo 100aBUTH TOAKIIOYEHHE mpenporeccopa nhetanalyzer_dump.
HeoOxonumelie mapameTpsl B ¢aiin yke 3aHECEHbI, HO 3aKOMMEHTUPOBaHbl. HyXHO HallTH ¢ mOMOIIbIO
TIOMCKa CTPOKY, HAaUMHAIOIIYIOCS ¢ «Preprocessor netanalyzer_dump», u pacCKOMMEHTUPOBATH €€.

B oT0if xe cTpoke mocie MMEHH Mpempoleccopa MepedrcieHbl MapamMeTpbl padoThl 3TOrO
IIPENpPOIIECCOPa B BUJIE «<KJIIOU> <3HAYEHHUE>). 3HAUCHUS NIapaMeTPOB aJMUHUCTPATOP MOKET MEHSATh
B 3aBHCHUMOCTH OT MOTpeOHOCTeH. MOXKHO TakkKe yAaluTh JI000OW W3 TMapameTpoB, Torjaa OyaeT
MCTIOJIb30BATHCS 3HAUCHHE M0 yMoryaHuio. [lapameTpsl paboThl epeyrciaeHsl B Taduuie 3.
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Ta6nuna 3 — [Tapamerpsl mpemnporeccopa netanalyzer dump

MunnManbHoe | MakcUMalIbHOE | 3HAYEHUE 110
Haznauenue Kirou
3HAUECHUE 3HAUECHUE YMOTYaHHUIO
KonnuectBo ITaKETOB,
KOTOPOE COXPAHACTCA JIO H |\ b of packet 1 100 5
IOCJe TAaKeTa, BBI3BABIIETO - =
cpabaThIBaHHE TIPABUII
OrpanuueHue Ha  pa3mep size limit 1048576 4294967296 104857600
¢aiina ¢ qammnamu (B 6aiiTax) - (1 MoGaiir) (4 T'6aiit) (100 M6aiir)
OrpanuyeHue Ha KOJUYECTBO count limit 3 10000 2000
ITAKETOB B OJTHOM (paiijie —

[Ipumep cTpoKH ¢ HACTPOMKAMU:
preprocessor netanalyzer_dump: number_of packet 5, size_limit 104857600, count_limit 2000
[locne BHEeceHHsT M3MEHEHUH B KOH(PUTYpPALMOHHBIA (aill He0OXOAMMO €ro COXPaHWUTh WU

HaXaTb KHOIIKY v ((OTHpaBI/ITB Ha CCPBCP». HaCTpOﬁKH 6y,Z[YT IMPUMCHCHLBI Ha BCCX CTAHIUAX.

4.5.4, Bknanka «IlepeMeHHBIC»

JlaHHas BKJIaJKa, BUJI KOTOPOH mMpuBenEH Ha puc. 34, MO3BONISET PEeAaKTUPOBATh, CO31aBaTh U
yaaJIATh nepeMeHHble. OnucaHue Ha3HAYCHMsI MEPEMEHHBIX, UX OOBSBIEHHUS, TUIOB M 3HAYEHUH
npuBeeHo B npuioxenun 1 k qokymenty OJII11M.03618-01 31 01 «Omnucanue npuMeHEHUs».

PenaktupoBanue, cosgaHue, yJgajlleHHE IEPEMEHHBIX BO3MOXKHO, TOJIBKO €CIIM Iporpamma
HAXOJUTCS B PeXKUME peiaktupoBanus (4.5.2).

Bosbiyio 9acTe BKJIQJKH 3aHMMAET CIIMCOK TEPEMEHHBIX, CTPYIIHAPOBAHHBIX 1O (aiinam, B
KOTOPBIX OHU (TIEpEMEHHBIE) OOBABISIOTCS.

Kaxnas nepemMeHHasi BHIBOIUTCS B TPH KOJIOHKH: B NMEPBON — MIEHTU(PUKATOP NMEPEMEHHOMN, BO
BTOPOU — THII, B TPEThEU — 3HAUEHUE.

Bxuanka «IlepemeHnnbie»

NapameTpsl Mpaeuna

@ =
Nepemennan Tun 3nal;enne 2

HOME_NET ipvar 192.168.0.0/24

EXTERMAL_MET ipvar any

DNS_SERVERS ipvar SHOME_NET

SMTP_SERVERS ipvar SHOME_MNET

HTTP_SERVERS ipvar SHOME_NET

HTTP_PORTS portvar [80,443,631,8000,8080]

SSH_SERVERS ipvar SHOME_MNET

S5H_PORTS portvar 22

FTP_SERVERS ipvar SHOME_MNET

FTP_PORTS portvar [21,2100,3335]

SIP_SERVERS ipvar SHOME_NET

SIP_PORTS portvar [5060,5061,5600]

SOL_SERVERS ipvar SHOME_NET

ORACLE_PORTS portvar 1024:

TELMET_SERVERS ipvar SHOME_NET

SHELLCODE_PORTS  portvar 180

FILE_DATA_PORTS portvar [SHTTP_PORTS,110,143]

GTP_PORTS portvar [2123,2152,3386]

SO_RULE_PATH var Jso_rules v

Puc. 34
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B BepxHel 4acTH BKJIAJIKH PACIIOJIOKECHBI KHOIIKH YIIPABJICHHSI, OMIMCAHNE KOTOPBIX MPUBEIACHO
B Tabnute 4.

Ta6nuna 4 — Knonku ynpasnenus Bkinagaku «llepemeHHbIE

Knomnka Hasganue I'opsiuas xiaBuIna [encreue
o OOBBITS Ins Co31aéT HOBYIO IEPEMEHHYIO
MIEPEMEHHYIO
_ VY nanuts
= Del Y nanser BbIICTICHHYIO IEPEMEHHYIO
NEPEMEHHYIO

YroObl OTpelaKTUPOBATh EPEMEHHYIO, HEOOXOAUMO ABAKIbI LIEIKHYTh MBIIIbIO HA €€ UMEHU
B CIHCKE (MOYKHO TaK)Ke BBIICIHUTH MIEPEMEHHYIO M HaXKaTh KiaBuiny «Entery). [Tocie aToro otkpoercs
OKHO penakropa (puc. 35). B okHe pemakropa nepeMEeHHBIX MOXHO M3MEHUTh UMS, TUIl U 3Hau€HUe
nepeMeHHoi. [[ns coxpaHeHHMs OTpENAaKTUPOBAHHBIX HACTPOEK, HEOOXOJMMO HaXaTb KHOIKY
«COXpaHUTbY.

OKHO peJaKTopa IepeMeHHbIX
o) SSH_SERVERS ?

GUER S5H_SERVERS
Tun: ipwar hd

SHaqeHwe: | SHOME_MET

| CoXpaHuTE OTtMeHa

Puc. 35

UYroObl co3aTh HOBYIO NEPEMEHHYIO, HEO0XOAWMO HaXaThb KHOIIKY = «ObBABUTH
nepeMeHHyto». byneTr no6aBiieH HOBBINA 3J€MEHT, U OTKPOETCS] OKHO YK€ YIIOMHHaBIIEECs peJaKkTopa
(cm. puc. 34), B KOTOPOM 3TOT HOBBI IJIEMEHT HYXHO OTpeJakTUpoBaTh. Ilocie penakTUpoBaHHs
HY)KHO Ha)KaTh KHONKY «COXpaHUTHY.

UroObl ynanuTh MNEPEMEHHYI0, HEOOXOIMMO BBIICIUTh €€ MBIIIBI0 W HaXaTb KHOIKY
= «Y 1anuth nepeMeHHYIO».

4.5.5. Bxnanka «IIpaBunay»

JlaHHas BKJIaJKa, BUJ KOTOpOH mpuBenéH Ha puc. 36, MO3BOJIAET peAaKTUPOBATh, CO3aBaTh U
yIAIATh TpaBuiia (CHTHATYphI BTOpkeHHi). dopmar 3aiaHus TpaBHI OMKUCAaH B MPUIOKEHHH 1 K
nokymenty OJIIIN.03618-01 31 01 «Onucanve npuMEHEHUS.

PenaktupoBanue, co3maHue, ylajieHue MPaBHI BOZMOKHO, TOJBKO €CITH TPOrpaMMa HaXOIUTCS
B pexkuMe penaktupoBanus. [logpoOHoctu cM. B 4.5.2.

Bounbnyro 9acTe BKIIQJAKHM 3aHAMAET CIIMCOK MPABWII, CTPYIITUPOBAHHBIX IO (aiiyiaM, B KOTOPBIX
oHHU (TIpaBHIIa) OOBSIBISIFOTCS.

B BepxHeli yacT BKJIAJIKH PACTIONOKEHBI KHOIIKH YIPABICHHS, OMMCAHNE KOTOPHIX MPHBEIECHO
B Tabnuue 5, ¥ nosue Juist GUIbTpavy IpaBuil.

Jlnst kakzmodt curHaTypbl U ¢aina JocTyneH (IakoK, OMpPENesSIomnid HCTOIb30BaHUE ATOMU
curHatypsl (¢aiina). Eciau ¢iaxkok ycraHOBIEH, CUTHATYpa MpUMeHseTcs pu aHanuze. Eciu ¢uaxok
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CHSIT, CUTHaTypa HE MPHUMEHSETCSA. AHAIOTUYHO ¢ (pailmamu: CHATHIN (DI1ayKOK O3HAYaeT, 4TO JAaHHBIN
(aiin He yMTaeTCS CPEACTBOM aHAJIHM3a CETEBOIr0 TpaduKa.

CrnenyeT MOMHUTH O HEKOTOPBIX HIOAHCAX:

- YTOOBI KaKas-TO CUTHATYpa MPUMEHSUIIACh IPU aHAIU3€ CETEBOTO TpaduKa, HY>KHO, YTOOBI OBLI
yCcTaHOBIIEH (PIIaKOK HE TOIBKO JUISL TOM CUTHATYPHI, HO U JUIA (ailyia, B KOTOPOM OHA COACPKHUTCS,

- aiiibl MOTYT cozep)KaThb HE TOJBKO CHUTHATYphl, HO U JpYrHe MapaMeTpbl, KOTOpbIE Ha
Bkiasike «lIpaBuna» e oroOpaxatotcs. COpaceiBas (hiaskok Qaiiyia, MOXKHO OTKIIOUUTH T€ TTapaMeTphl,
KOTOpBIEC HE BUIHBI,

- (baitn snort.conf 3arpyskaercst cpeJICTBOM aHajIM3a ceTeBoro Tpaduka Beeraa. [ Hero Hesb3st
cOpoCUTH (PIIaxKoK;

- B OC Windows 3ampemaercs BKIOYATh MOMHBIN Habop curHaryp. Janxas OC He mMO3BOJISET
UCIIOJIb30BaTh aHaIW3aTopy cereBoro Tpaduka Oonee 2 [0aiiT omepaTUBHON NaMSTH, YTO
HE/JIOCTaTOYHO Ui BKIIIOYEHHS IOJHOrO oObema. PexkomeHayeTcss BKJIIOYaTh TOJNBKO Hamboee
aKTyaJlbHbIE JUIsl JAHHOTO 0ObEKTa CUTHATYPHI.

Bknanka «lIpaBuna»

-8 ®
i
Mpasuno 2
> [ pretocol-rpe.rules
» [ pretocol-scada.rules
4 protocol-services.rules
alert tcp SEXTERMAL_MET any - SHOME_MET 512 {msg: PROTOCOL-SERVICES rexec password overflow attempt...
alert tcp SEXTERMAL_MET any - SHOME_MET 512 {msg: PROTOCOL-SERVICES rexec username overflow attempt...
alert tcp SEXTERMNAL_MET any -» SHOME_MET 513 {msg: PROTOCOL-SERVICES Unix rlogin froot parameter root ...
alert tcp SEXTERMAL_MET any -» SHOME_MET 513 {msg: PROTOCOL-SERVICES rlogin LinuxMIS™; flow:to_server,e...
alert tcp SEXTERMAL_MET any -» SHOME_MET 513 {msg: PROTOCOL-SERVICES rlogin bin™; flow:to_server,establis...
alert tcp SEXTERMAL_MET any - SHOME_MET 513 {msg: PROTOCOL-SERVICES rlogin echo++7; flow:to_serveres...
alert tcp SEXTERMAL_MET any - SHOME_MET 513 {msg: PROTOCOL-SERVICES rlogin guest”; flow:to_serveresta...
[] #alert tcp SEXTERMAL_NET any -» SHOME_NET 513 {msg: PROTOCCOL-SERVICES rlogin nobody™ flow:to_servere...
[] #alert tcp $EXTERMAL_MET any -> $HOME_MET 513 {msg: "PROTOCOL-SERVICES rlogin root™; flow:to_serveresta...
||:| #alert tcp SEXTERNAL_NET any ->= SHOME_NET 514 {msg: PROTOCOL-SERVICES Cisco Prime Lan Managementr...
[ #alert tcp $EXTERMAL_NET any -> SHOME_NET 514 {msg: PROTOCOL-SERVICES rsh bin™ flow:to_server,establish...
[T #alert tcp SEXTERMAL_NET any -> $HOME_NET 514 {msg: PROTOCOL-SERVICES rsh echo + +7 flow:to_server.est...
[] #alert tcp SEXTERMAL_NET any -> SHOME_NET 514 {msg: PROTOCOL-SERVICES rsh froot”; flow:to_server,establi...
[] #alert tcp SEXTERMAL_MNET any -> SHOME_NET 514 {msg: PROTOCCOL-SERVICES rsh root™ flow:to_serverestablis...
[] #alert tcp SHOME_MET 513 - $EXTERMNAL_NET any {msg: PROTOCCOL-SERVICES rlogin login failure™; flow:to_die...
[] #alert top SHOME_MET 513 - £EXTERNAL_MET any {msg: "PROTOCOL-SERVICES rlogin login failure™; flow:to_die...
[] #alert tep any any - $HOME_NET [3260,360] (msg: "PROTOCOL-SERVICES Linux iscsi_add_notunderstood_respon...
[T #alert tep any any -= $HOME_NET [3260,860] (msg: "PROTOCOL-SERVICES Linux iscsi_add_notunderstood_respon...
» [ pretocol-snmp.rules
» [ pretocol-telnet.rules
[ pretocol-titp.rules
> [] protocol-voip.rules v
Puc. 36
Tabnuna 5 — Knonku ynpasnenus Bkiajgku «lIpaBuiay
Knonka HasBanne ['opsiuas kiaBuia Ha3nauenwue
L .
= Co31aTh nMpaBuIIO Ins Co31a€T HOBOE MPABUIIO
= VY nanuts npaBuUiio Del VY nansger BeIICIIEHHOE TPaBUIIO
N3menutn
w JIEUCTBUE Y Her [To3BosIs€T U3MEHUTD JEHUCTBUE B IIPAaBUIIAX

TPYMIbI TPABUIT
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Tak Kak paBWII OY€Hb MHOTO M PETYJISIPHO MPUXOIUTCS UCKATh CPEIN HUX HYXKHOE, Ha BKJIAJIKE
MPEeyCMOTPEHA BO3MOXKHOCTh (DMIIBTPAIIMH 1O TEKCTY IpaBwia. B BepXHel mpaBoil 4acTH BKIAJAKU
HaXOJUTCS ToJie BBoAA GruibTpa. Eciu BBeCTH Ty/a KakOW-TuO0 TEKCT, TO B CIIUCKE MPABHII OCTAHYTCS
TOJIBKO T€ TPaBUiIa, KOTOPBIE COAEPHKAT ITOT TEKCT.

Hampumep, utoObl HaiiTm mnpaBuio ¢ wuaeHtudukaropom 1000001, Hyx)HO BBeCTH
«sid:1000001», u B chmmMCKe OCTAaHETCS TOJBKO OJHO HY)KHOE MpaBWiao. Wiu, ecid B KOHCOJIH
VIIpaBJICHUS] HA BKJIAJKE «AYAHUT» TMOSBUIOCH COOOIIEHUE U HY)KHO HAWTH MPABUIIO, TI0 KOTOPOMY 3TO
COOOIIIEHUE MOSBUIOCH, MOKHO CKOIMPOBATh TEKCT COOOIICHHS Ha BKIAAKE «AYIUT» U BCTaBUThH B
¢bubTp — npaBmiIo OyAET HaiIeHO.

OuibTparys IPUMEHSIETCS] aBTOMATHYECKH ITPU BBOJIC TEKCTA B MOJIe (PHIBTpA.

OunbTpanys He TPUMEHSIETCS K IMEeHaM (paiiioB, TOIBKO K IPaBUIIaM.

[Mpu 3amaHuu QuUIbTpPa MOXKHO HCIOIB30BATH IOJCTAHOBOYHBIC CUMBOJIbI. CHMBOJBI M HX
OlMCaHMe NpHUBEJCHBI B Tabnuie 6. Takue ke MoJICTAaHOBOYHBIE CHMBOJIBI UCIIOJIB3YIOTCSI BO MHOTHX
MIPUIIOKEHUSAX, U, CKOPEE BCEro, aJIMUHUCTPATOP C HUMU YXKE 3HAKOM.

Ta6auua 6 — [ToacTaHOBOYHBIE CUMBOJIBI

CumBon Haznauenue [Ipumep
Bripaxxenue «''*"» onpenenser mo00i
- 3amMeniaeT HOJIb WU OOJIbIIE MPOU3BOJIBHBIX ) .
CHMBOJIOB TEKCT, 3aKJIFOYEHHBIN B KaBbIUKH, & TAKXKE

nycThle KaBbluku 0e3 Texcta (")

Beipaxenue «$+» 3amact 0060ii TEKCT,
3amenaeT OJuH Wik OOJbIIE MPOU3BOJIBHBIX |  HAYMHAIOIIMIACS co 3HaKa $ (T.e. Mo 3TO

+
CHUMBOJIOB BBIPXKCHHE MTOAXOAAT UACHTU(DHUKATOPBI
MIEPEMCHHBIX )
N 3aMelaeT HoJIb WK OJTUH MTPOU3BOJIbHBIN Beipakenue «flags:? AF» mo3Bonut HailTu
' CUMBOJI npaBuia ¢ ¢uraramu AF i +AF

Beipakenue «sid:[1-3]000;» mo3Boaut
[...] ITo3BonsieT 3agaBaTh AMANa3oH CUMBOJIOB HaWTH MpaBUjia C HACHTU(PUKATOPAMHU
1000, 2000 u 3000

UTo0Bl OTpeAaKTHPOBATH MPABUIIO, HY)KHO HAWTH 3TO MPABUJIO B CIIUCKE U JBAXKIBI MIETKHYTh
Ha HEM (MOXKHO TakXe BBIJCIUTH €ro W Haxarh KiaBuiny «Entery). ITocie 3Toro orkpoercss OKHO
pemakTopa mpaBwi (puc. 37), cocrosimiee W3 TOJS BBoJga W KHOMOK «CoxpaHuTh» U «OTMeHa».
HeoOxonuMo B mose BBOJa OTpEeIaKTUPOBATh MIPABUIIO M HAXKaTh KHONKY «COXpaHUTbHY.

OxkHO perakTopa npaBuil

Y 9
a Mpaevno :

alert top SEXTERNAL_NET any -> SHOME_NMET 512 (] "PROTOCOL-SERVICES rexec
password overflow attempt™; to_server,established; “loa]™; oo™
33; o) 0; ruleset community;
attempted-admin; 2114 =]

CoxpaHiTe OTMeHa

Puc. 37
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Yro6bl cO3[aTh HOBOE IIPABHIIO, HEOOXOAUMO HakaTh KHOIKY “b- «Co3nath npasuiaoy. K daitny
localrules.rules Oymer noGaBiieH HOBBIN 3JIEMEHT, U OTKPOETCS yXKE YIIOMHUHABIIIEECS OKHO PEIaKkTopa
(cMm. puc. 37), B KOTOPOM 3TOT HOBBIM 3JEMEHT HYXKHO OTpedakTupoBarb. [lociie penakTupoBaHus
HY>KHO Ha)KaTh KHOINKY «COXpaHUTbHY.

UTo0b! yaanuTh NpaBuiio, HEOOXOIUMO BBIIEIUTh €r0 MBIIIBIO U HAXaTh KHONKY . «Y JaJIUTh
npaBwioy». Eciu kakoe-nn6o mpaBuiio Ooiiblile HE HYKHO, pEKOMEHAYETCS HE YAAJSATh €ro, a TOJIbKO
cenaTh HEaKTUBHBIM, cOpocuB ¢uiakok. B 3ToM ciyyae, ecnu mpaBUiio CHOBA MOHAIAOOUTCS, €ro He
noTpeOyeTcsi IOBTOPHO CO3/1aBaTh.

YroObl U3MEHUTH JEHCTBUE B MpaBHiaX, HEOOXOIUMO BBIOpaTh JIEHCTBHE U3 CIHCKA, KOTOPBIN
0TOOpaXkaeTcs IMOCIIC HaXaTHsl KHOIKHU ® Bazarb xeiicreue ws npaBu» (cMm. puc. 36). Eciu ne
3a/1aH (GUIBTP JUISL TOMCKA HY>KHBIX MTPaBHII, TO IEHCTBUE OyAeT MPUMEHATHCS IJid Bcex mpasuil. MHaue
BbIOpaHHOE JieiicTBHE OyIeT AeWCTBOBAThH TOJIBKO JUJISl TEX MPaBUJII, KOTOPHIE COOTBETCTBYIOT 33JaHHOMY

buneTpy.

4.5.6. OxHo «Pemaktop»

OxHO, BUJ KOTOPOTO MpHUBEAEH HA puC. 38, MO3BOJISAET pabOTaTh HEMOCPEACTBEHHO C TEKCTOM
KOH(MUTYpaMOHHBIX (ailioB.

OxkHo «Penaktop»

g file-flash.rules ?

HMMa Ll H - o L “©r ‘] D &
|| emerging-user_agents.rules # Copyright 2001-2012 Sourcefire, Inc. AN Rights Reserved. [

emerging-voip.rules
emerging-web_client.rules
emerging-web_serverrules
emerging-web_specific_ap...
emerging-worm.rules
exploit-kit.rules
file-executable.rules

file-flash.rules
file-identify.rules
file-image.rules

fed Rules or GPL Rules, please refer

file-java.rules ense Agreement (V2.0),

file-multimedia.rules
file-office.rules

file-otherrules

L| file-pdfirules alert tp 22 "FILE-FLASH Adobe Flash Player removeMovieClip
|| indicator-compromise.rules alert tcp £ NETany (| "FILE-FLASH Adobe Flash Player remc
indicator-obfuscation.rules alert tcp "FILE-FLASH Adobe Flash Player ExportAssets cou

™ - alert tcp "FILE-FLASH Adobe Flash Player ExportAssets cou
|| indicator-scan.rules alert tcp =Tany {ms0: "FILE-FLASH Adobe Flash Player Expe
|| indicator-shellcode.rules alert tcp - METany (; "FILE-FLASH Adobe Flash Player Expe
_ alert tcp "FILE-FLASH Adobe Flash Player request for setupa)

L| malware-backdoor.rules alert tp "FILE-FLASH Adobe Flash Player request for RASMa

malware-cnc.rules alert tp "FILE-FLASH Adobe Flash Player request for HMetCf

malware-ctherrules alert tcp "FILE-FLASH Adobe Flash Player request for ClbCatt

| —toolerul alert tp RTE "FILE-FLASH Adobe Flash Player setupapi.c
L malware-tools.rules alert tep 5401 . XTERN {77 _PORTS (meo: FILEFLASH Adabe Flash Player RASMan.d v
|| netbios.rules w|lc : - e s -

Puc. 38

PenaktupoBanue BO3MOYKHO, TOJIBKO €CIIU IPOrpaMMa HaXOJIUTCS B PEXKUME PEIaKTUPOBAHUS
(cm. 4.5.2).

OKHO TOJIENIEHO Ha J[BE YacTHU: CJIeBa HAXOAMUTCS CIIMCOK KOH(UTYpallMOHHBIX (haiiioB, cripaBa
TEKCTOBBIA PEIAKTOP.

JIBOMHOM IIeTYOK Ha UMEHHM (aiisia B CIIMCKE CclieBa OTKPBIBAET ATOT (aiin B penakrope. Eciau B
penakTope yxe ObUT OTKPHIT KakoW-To (aity, To 3TOT ailn coxpaHseTcss mepea Tem, Kak OyaeT
OTKPBIT HOBBIM.

Ha Bknagke MOCTYmHBI HECKOJIBKO KHOMOK JUIsl BbI3oBa (YHKIWN pemakTopa. Bce oHuM
TepPEYHCIICHBI B TAOIHIIE 7.
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Tabnuna 7 — Knonku ynpasieHust okHa «Pegaktopy

Knonka HaszBanue lNopsiuas knaBuma Hasznauenue
H CoxpaHuTh Her CoxpaHseT U3MEHEHUS
OTMEHUTE Ctrl+Z OTMeHsieT npeapIayllee 1eCcTBUE

(o) IToBTOpUTH Ctrl+Y IToBTOpsiET OTMEHEHHOE NEHUCTBUE

2% Bripesats Ctrl+X Bripesaet tekct B Oydep
Komnuposats Ctrl+C Komupyert tekct B Oydep

Li BcraButh Ctrl+V BcraBnsier Tekct u3 Oydepa

8¢ | 3aKOMMeHTHpPOBATh Ctrl+/ Bcrapnsier/ynansier cHiMBOJI KOMMEHTAPHS

bosbmHCTBO (DYHKIMH CTaHAAPTHO JJIsl TEKCTOBOTO pEJaKTOpa W IOSICHEHUM He TpeOyer.
PaccMoTpuM TOIBKO MOCIEIHIO (PYHKIIHIO.

Krorka #¢ «3aKOMMEHTHPOBAThY MMO3BOJISIET OBICTPO 100aBUTH (YOpaTh) CUMBOJI KOMMEHTAPHS
«#» B HECKOIBKO CTpoK moxapsa. DopMar KOHOUTYPAMOHHBIX (AiijIOoB HE MOAJCPKHBAET
MHOTI'OCTPOYHbIE KOMMEHTapuH, a Jo0aBieHue/yaaneHue 0 JHOCTPOUYHBIX KOMMEHTApHUEB AJIsl OOJIBIINX
KYCKOB TECTa HECKOJIBKO TPYAOEMKO Oe3 3TOi (hyHKITHH.

YroObl BbI3BaTh 3Ty (YHKIHMIO, HYHO BBIJEIUTh TEKCT M HaxaTb KHOIKY. [leiicTBue Oyner
BBITIOJIHEHO ISl K&XKJI0W CTPOKH, 3aTPOHYTON BBIICIICHUEM.

Byzner nu cuMBOJI KOMMEHTApUS BCTABJIATHCA WIHA yOAIATHCS, 3aBUCUT OT IEPBOM BbIACIECHHON
crpoku. Eciu nmepBast cTpoka He 3aKOMMEHTHPOBaHA, TO CUMBOJI KOMMEHTapusi OyneT BcraBiaTbes. U
HAaoOOpOT: eciu TepBas BbAENEHHAas CTPOKAa 3aKOMMEHTHPOBaHa, CHMBOJ KOMMEHTapHs
OyIeT yaansiThes.

4.6. YrpaBieHe BHEITHUMU CPEACTBAMH
4.6.1. O0Omue cBeneHns

VYipasineHue BHEIIHUMH CPEACTBAMU OCYILIECTBIIAECTCS C IMOMOLIBIO BKiaaku «llapamerpsl
3alInTH». [laHHas BKIaJKa O3BOJISAET OCYIIECTBIIATh CIEYIOLIME ONEPALHHN

- P€aKTUPOBAHUE CLICHAPUEB YIIPABJICHUS BHEIIHUMU CPEACTBAMU,

- peAaKTUPOBAaHUE AayTEHTU(PUKAIMOHHBIX JIaHHBIX IS  BBIIOJHEHUS aBTOMAaTHYECKOIO
pearupoBaHus Ha BTOPXKEHUS;

- CO3JIaHUE CLIEHApHEB M0 paHee 3aJ0KEHHOMY I1a0JIOHY.

B3anMmopnencreue  OCYLIECTBISETCS € BHEIIHUMHM  CPEICTBAMH,  JOIYCKAOLIUMU
aJIMUHUCTPHPOBAHUE TI0 IPOTOKOITYy SSH.

VYipaBsieHue BHEIIHUMHU CPEACTBAMHU OCYIIECTBISECTCA C IIOMOIIBIO CIIEHApPUEB, KOTOPBIE
pa3pabatbiBaeT aqMuHUCTpaTop. Kaxkaplil crueHapuii coep KUT MapamMeTphl MOAKIOYEHHS K BHEITHEMY
CpeACTBY M HabOp KOMaHJ, KOTOpbIE HAaJ0 YIAJIEHHO BBHINOJHUTH NpU MOjAKIoYeHuu. Huke omucan
dbopmar crieHapus.

B nepBoli cTpoke yka3zaHbl TapaMeTPhl JJIs BBIIIOIHEHUS YIIPABIICHUS B CIEYIOLIEM BUJE:

<ums_noavzoeamens> @ <cmaHyus>:<Homep nopma>, T1e:

- <ums_noavzoeamens> — JOTHUH aJIMHHHUCTPATOpa M IOJAKIIOYECHHUS K YIAAIEHHOMY
BHEIIIHEMY CPEJICTBY;

- <cmanyus> — cereBoe uMs uin [P-aapec BHEIIHET0 CPeCTBA;

- <HOomep_nopma> — HOMEp CETEeBOro MOpTa, Ha KOTOPOM NPUHHUMAIOTCSA MOJKIIOYEHUS I10
SSH.
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B mocienyronmx cTpokax yka3bIBalOTCS KOMaHJBI JUIS BBITOJHCHUS HA YIAIEHHOM BHEITHEM
CPEICTBE 1O OJTHOW KOMAaHJIE Ha CTPOKY.
1) Cuenapuii wist Juonuc-NX:

- ONoKHpYIOLMi BeCh TpapuK:

adm@83.220.32.66:52532
configure terminal
ip access-list rebus_deny_all
deny
do write
exit
- pazpemaronifii Bech Tpapuk:

adm@83.220.32.66:52532
configure terminal
ip access-list rebus_permit_all
permit
do write
exit
2) Cuenapuii ceppuca iptables mis OC MCBC u OC CH «Astra Linux Special Editiony,
Onokupyrouwmii Bech Tpaduk (rue «-I» — 3arnaBuas «i», “1 -j” — equHUNA U —):
root@200.0.12.110:22
sudo iptables -1 INPUT 1 -j DROP
sudo iptables - OUTPUT 1 -j DROP
sudo iptables - FORWARD 1 -j DROP
sudo service iptables save

3) Cuenapuii miast AIIK «Mapmpyrtuzatop gocryma» PYEA.465689.002(-01,-02) (u3menue
831316):

OJIOKMPYIOLIUI BECh CETEBOM TpaduK:
rebus-ips@172.16.130.1:22
lip/fw/violators add adm-entry subnet=0.0.0.0/0 action=deny
Pa3OIOKUPYIOIIHI BECh CETEBOM TpapuK, 3a0JIOKUPOBAHHBIN MPEIBITYIIIIM CKPUTITOM:
rebus-ips@172.16.130.1:22
lip/fw/violators del adm-entry subnet=0.0.0.0/0
onokupyromuii [IP-aapeca ucrounuka (<attacking_address> — sto IP-aapec — napamerp

CKpHITA):
rebus-ips@172.16.130.1:22
lip/fw/violators add adm-entry subnet=<attacking_address>/32 action=deny
- pasonokupyrommii [P-ampeca ucrounuka (<attacking_address> — sto IP-agpec —
IapaMeTp CKpUIITa):
rebus-ips@172.16.130.1:22
lip/fw/violators del adm-entry subnet=<attacking_address>/32
- Omokupyromuii IP-mogcetn wcrounwmka (<attacking_address> — »sto IP-moacets B
¢dopmare A.B.C.D/M — napameTp CKpHUIITa):
rebus-ips@172.16.130.1:22
lip/fw/violators add adm-entry subnet=<attacking_address> action=deny
- pasonokupyrommii IP-moxcetn ucrounuka (<attacking_address> — sto IP-nmoacers B
dopmare A.B.C.D/M — napamerp ckpurira):
rebus-ips@172.16.130.1:22
lip/fw/violators del adm-entry subnet=<attacking_address>

IMepemennas  <attacking_address> MoXeT HCHOIB30BATHCA TOJIBKO B CICHAPHSIX,
IIpeAHAa3HAYEHHBIX I aBTOMAaTU4eCcKou peakuuu. Ha MecTto He€ B cKpuUITe BO BpeMsl aBTOPEAKLIUU HA


mailto:rebus-ips@172.16.130.1:22
mailto:rebus-ips@172.16.130.1:22
mailto:rebus-ips@172.16.130.1:22
mailto:rebus-ips@172.16.130.1:22
mailto:rebus-ips@172.16.130.1:22
mailto:rebus-ips@172.16.130.1:22
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BTOpKeHHUe nozcrasisiercs IP-anpec aTakyromei ctoponsl. K npumepy, MOXXKHO HCIOIBb30BaTh, YTOOBI
3a0JIOKUPOBATh CTAHIIMIO, OT KOTOPOH MPUIILIO BTOPKEHUE.

ITepemennas <victim_address> — IP-aapec «KepTBBI», HCIOIL3YETCSA U MOJYYCHHsS aapeca
KOMITbIOTEpa (WJIH YCTPOICTBA), KOTOPBIN OBLIT aTaKOBaH.
ITepemennas <allow_address> — IP-agpec UCKITIOUCHHS.

4.6.2.Pabota co crieHapusIMHU yIPaBJICHHUs] BHSIITHUMHU CPEICTBAMHU

,HJ'I?[ BBIIIOJIHCHHA YIIPpaBJICHUSA BHCIIHUMH CPEACTBaAMU HCO6XO,I[I/IMO Ha BKJIaJKE «HapaMeprI

3alUTBI» B CHOUCKE JIOCTYMHBIX JMJIsS YIOPABJICHUS MEXAaHU3MOB BBIOpATh IMYHKT «YTIpaBIICHUE
BHEIIHUMU cpeacTBamuy» (puc. 39).

Bxnanka «[lapameTpbl 3alUTHI», BEIOpAH MYHKT «YTpaBieHNE BHEIIHUMU CPEICTBAMM

0} Korcons ynpasnesns - =

Texyujee cOCTOAHKE Ayant CraHumn TNMapaMeTpbi 2aLHTHI OTueTh »

ABTOMATHYECKAR [PEeakUnA Ha coBbITHA ‘ ‘
AHanuz coBeimuii AMK3K "PeByc-M"

PaboTa ¢ wabnoHamu

AHANW3 CTATHCTIKN CETEEOTQ TPAGHKa
Koutpons cocraga /1BC o P AT

Pextim npocMoTpa
|)‘hpaEneHne EHELUHWUMW CPefCcTEaMK |

MecTo pacnonoxeHMe cueHapues: Cepsep

CrmcoK cueHapues Penaktop

dionis_nx-deny.script

dionis_nx-permit.script
os_mchc_iptables.script

PesynbTaT BeINONHEHMA

26.06.2012 11:21:22 - BeinonHeHo CKaYMBAHWME CLEHAPWEE C CEPEEPA HA NOKANBHYID CTAHLMID
26.06.2019 11:21:28 - BKn|YeH PEXMM PEAAKTUPOBaHWA

26.06,2019 11:23:11 - CueHapwii deonis_nx-deny.script yaanen yonewxo

26.06,2019 11:23:19 - Co3A&HWE CLEHSPWA OTMEHEHO MONB30BATENEM MMM HE YKE3aHo MMA daina
26.06,2019 11:24:23 - BoinonHeHa oTNpaBka CLUEHapWes Ha Cepeep

Cobirua: Hoesie(0), Bee(D)

Puc. 39

Jns nHavama paboOTBl CO CIEHapUsIMU B BEpXHEM JIEBOM yray ¢opMbel «YTpaBieHHe
CIICHApUSAMI» HEOOXO0IMMO HaXKaTh KHONKY «BKIIIOUNTE pekuM penaktupoBanus». [locie nepexosa B
PEKUM PEIaKTUPOBAHUS CTAHYT OCTYITHBI KHONKU ynipaBienus (puc. 40).

Jis  penakTHpOBaHHMS JOCTYIHBI JBa CIHCKA CIEHAPHEB, pPa3IMYaONIUXCS 110 MECTy
PacTONIOKEHUSI:

- «Cepsep». Cuenapuu OyyT JOCTYIHBI JIJIs1 yripaBiieHust BceM aamuHuctparopam COB;

- «JlokanpHast  cranmus». CreHapum  OyayT  JOCTYNHBI  JUIs  yIOPaBICHHS  TOJBKO
aJIMHHHCTPATOPY, KOTOPBIH MX CO3aJ1 Ha CBOSH JIOKATLHOU CTaHITHH.

BLI60p CIIMCKa CHOCHApPUCB MJIA PCHAKTUPOBAHUA OCYHICCTBIIACTCA B BbIIAAAIOMICM CIIHCKC
«Mecto PacCIiOJIOKCHHUE CLICHAPHUCB ».
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®opma «YTpaBlieHHE CIIEHAPUSIMU» B PEKUME PETaKTUPOBAHUS

E H + - gy ﬁ m PEsiM PEnaKTMDOBaHMA
MecTo pacnonoHeH e CUeHapHes: |CEDEE|:I - |
CnMcoK. cueHapyes PepakTop

add_adm-entry.script
del_adm-entry.script
dionis_nx-deny.script
dionis_nx-permit.script
os_mchc_iptables.script

PesyneTaT BbINONHEHWA

26,06.2019 11:21:22 - BeINoNHEHD CKEYWMBaHWE CLUEHAPKMEE C CEPEEPAE Ha NOKANEHYHD CTaHUMID
26,06.2019 11:21: 25 - BKNo4eH pexkM peaaKTMpoBaHua

26.06,2019 11:23:11 - CupHapKi deonis_nx-deny.script yoaned yonewHo

26,06.2019 11:23:19 - CozaaHWe CLUEHAPMA OTMEHEHD NONbI0EATENEM MMM HE VKE3EHO MMA daina
26,06.2019 11:24:23 - BeinonHeHa oTNpPaBKa CUEHapWeB Ha Cepeep

25,06.2019 11:25:05 - BKNo4EH PEXMM PEAEKTHPOBaHKA

Puc. 40

IIpu BbIeneHuu cueHapus B noie «PeaakTop» nmosBUTCS ero cojepkumoe. [locne BeInosHeHust
pelaKTUPOBAHMSI CKPUIITA JJIsl COXPAHEHUsI HEOOXOJUMO HaXKaTh KHOIKY =] _

Jlst co3maHus HOBOTO CLieHapusi HEOOXOJMMO HaXaTh Ha KHOMKY %". B NOSBHBIIEMCS OKHE
HY>KHO BBECTH MM HOBOTO ClieHapus 0e3 pacimpenus .SCript kak nokasano Ha puc. 41. TTocne BBoa
UMEHM clieHapusi HeoOXoauMo HaxaTh «CoxXpaHUTb» Ais co3naHus win «OTMeHa» Ui OTMEHbI
CO3JIaHMSL.

OKHO BBO/Ia UMEHH HOBOTO CIICHAPUS

2
'i,? Beoa MMeHW HOBOTO CLLEHapWA '

BBEAWTE WMA HOBOro CUEHEPKA BEes pacuMpeHua

|new_scri|:|t| |

| COXpaHHTL | | OTMEHa |

Puc. 41
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[Tpu ycrieniHOM CO3/1aHUU CLIEHAPUH MTOSBUTCS B CIHCKE, KaK H300pakeHo Ha puc. 42.

®opma «YnpaBiieHUE CLIEHAPUSIMU» [IOCIIE CO3/1aHUSI HOBOTO CLIEHAPHS

PaboTa C wabnoHaMu

E H ‘illl'-’ - : E ﬁ PEMIM pEOSKTUDOBAHIA

MecTo pacnonoseHne cueHapwes: | Cepsep -

CnMcoK cueHapres PepaxkTop

add_adm-entry.script
del_adm-entry.script
dionis_nx-deny.script
dionis_nx-permit.script
| new_script.script
os_mchbe_iptables.script

PesyneTaT BbINONHEHWA

26.06.2019 11:21:22 - BeINonHEHO CKaYWEaHWE CLUEHAPWERS C CEPEEPA H3 NOKaNbHYID CTaHUMKD
26.06,2019 11:21: 28 - BKNioYeH PEXMM peaak THPOBaHWA

26.06,2019 11:23:11 - Cuenapui deonis_nx-deny.script yoaned yonewHo

26.06,2019 11:23:19 - Co303aHME CLUEHADWMA OTMEHEHD NONE30BATENEM MW HE YKE33HD MMA daina
26.06.2019 11:24:23 - BoinonHeHa OTNPaEKE CLUEHaPWEE Ha CepBep

26.06.2019 11:25:05 - BKNioYeH PEXMM peaak TMPOBaHMA

Puc. 42

JInst OTKpBITHS ClieHapusl, KOTOPbIA HAXOAUTCS B MPOU3BOJILHOM MECTE Ha JIOKAJIbHOW CTaHIIUU
HEOOX0AUMO HakaTh ==, daiij CieHapus JO0JDKCH ObITh ¢ pacimupenuem .SCript. B mosiBuBIIEMCs
JIMATIOTOBOM OKHE BBIOpaTh HEOOXOMUMBINA crieHapuil. [loclie yCHemHoro OTKpBITHUS CIEHApHUs, €ro
cozep)kuMoe otoOpasutcsi B mojie «Pemaktop». B 3ToM moje MOXHO BBIIOJIHATH HEOOXOAMMOE
pedaKkTUpOBaHUE AJis JalibHEWIIero ucnosib3oBaHud. llociie penakTUpoBaHUs CLEHAPUS €r0 MOKHO
COXPAaHUTH C MPOU3BOJIBHBIM UMEHEM. /[ 3TOro HeoOXOIMMO Ha)XaTh KHOIKY WJIM BBINOJIHUTH

JIAHHBIHA CKPUNT Ha)KAaTHEM Ha KHOMKY ‘B, [Tocne HaXaTHs Ha KHONKY COXPAHEHMS MOSBUTCS OKHO JIIs
BBOJIa HOBOT'O MMEHHU ciieHapus (puc. 43).
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OKHO BBO/Ia UMEHH HOBOT'O CIICHAPHUS

]
';l Beoa vMmeHwW HOBOTO CLLEHapKWA )

BEeauTe MMA HOBOMO CUEHaPHA Ge3 pacwuMpena

CoxpaHuTe OTtmena

Puc. 43

Ecnm nHaxkara KHOMKA BBIMOJHEHUS CLEHApUs, TO TMOSBHUTCS OKHO BBOJIAa MapoOJis JUIst
BBIMTOJHEHUS ayTeHTU(HUKAIIMN C BHEITHUM CPEICTBOM (puc. 44).

OxHO BBOJIa I1IapOJIA

2
a) Beoa ayTeHTWOMKALUMOHHBIX IaHHBIK ~ °

BeeauTe naponk ANA BeINONHEHWA El‘fl'EHTMdJMKEILMM

|| |

Puc. 44

Jlnisi BBITIOJTHEHMSI YAAJICHUs CIEHapHs HEOOXOAMMO BBIOpATh €ro W3 CHUCKAa CIEHApUeB M
Ha)XaTh KHOMKY = . B mosBuBIIEMCSl COOOLMIEHNN HEOOXOAUMO MOATBEPANTH yAaJCHHE Ha)XaTHEeM Ha
KHOTIKY «OK» HJTH OTMEHHTH yIalIeHUe HaKaTHEM Ha KHOMKY «OTMEHay.

[Ipr HEOOXOUMOCTH MOKHO MEPEMECTUTH CLIEHApUl C JOKaJbHOM cTaHIMU Ha cepep. s
ATOTO HY)KHO yKa3aTh JUIS YIPABJICHUS CIHCOK CIICHAPHEB Ha CTAHIMHU. 3aTeM BHIOpATh ClIEHapWil U3

CIIHCKA U HAXATh KHOTIKY .
Jljig oTIpaBKM BCeX U3MEHEHUI Ha cepBep He0OX0IMMO HaXKaTh KHOIIKY .
a

®)

Kuonka npelHa3HayeHa JUisl YKa3aHus ayTeHTU(UKAIMOHHBIX JAaHHBIX, KOTOpbIe OYyAyT
HEOOXOUMBI JJISI BBIMIOJTHCHHSI aBTOMATHUECKOW peaknuu. [Ipm HaxkaTu Ha HEE OTKPBIBACTCS
JMAIOT0BOE OKHO (puc. 45).

B Tabnue 3agaroTcs crneayoomme napaMeTpel:

- UM T10JIb30BATEIS;

- umst/IP-agpec cranmmm;

- MApOJTh JJIsL JAHHOTO TIOJIKITFOYSHUS K OJJHOMY M3 BHEITHUX CPEJICTB.
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OKHO peaKTUPOBaHUs ayTeHTU(UKAIIMOHHBIX TaHHBIX

'1] PegamprBane a}'TEHTHCbMKaLI,MOHHbIK JAaHHBIX ?
PEnEKTHDOBAHWME 8YTEHTHEMKELMOHHEX JaHHEIX G';- = H ﬁ
Mma nonesosaTena Mmafdapec craHwm Napone
1] OBl 200.0.12.150 seeeenes
2 astrald 200.0.12.151 TTITTITY]
3 yana 2000012.75 Ty
Puc. 45

[Ipy BBINOJIHEHUMM aBTOMATHUYECKOM peakluM, JaHHble YyKa3aHHble B CLEHapuu (UMs
noJsp30Bareny U ums/ |P-aapec cranmmm) OyayT COMOCTABIATHCA C YCTAHOBJICHHBIMH B ATOM TaOiuUIe
naHHpIMH. 110 JNaHHBIM, yKa3aHHBIM B CUCHapuM U B Tabmuue, OyaeT mogoOpaH maponb s
ayreHTu(ukanuu. Knonka +* npeJHasHaueHa A Jo0aBieHuss HOBOW cTpoku TaOnuibl. KHomka ==
IUI yAaJeHUs BBIACTICHHON cTpoku Tabmuubl. KHomka = T coxpaHeHHus naHHbIX. KHomka X
OTMEHbl BHECEHHBIX M3MEHEHHI B JAaHHYyI0 TaOnuuy. Ecnu ObLIM 3amoiHEHbl HE BCE MOl CTPOKU U
Haxkata KHomKa 1, To 9TH 1aHHBIe He OynyT coxpaHeHsbl. J{J1s 3a1aHus 3HAUEHUS WIN PeJaKTUPOBAHUS
AYEHKH HEOOXOAMMO BBINOJHUThL JABOMHOW KJIMK JIEBOM KHOIKOW MBIIIM IO Hel. J[ns coxpaHeHus u

BCTYIUICHHUA B CHIIY OTPCAAKTHPOBAHHBLIX OJAaHHBIX HCO6XOI[I/IMO HaXXaTb KHOIIKY E Ha (1)0pMe
«YTpaBiIcHHUE CIICHAPUSIMUY.

Knomnka npeaHa3HaueHa Ui OTMEHbI W3MeHeHHd. Ha JToKabHOW CTaHIIMK BBIMOHSIETCS
OOHOBJICHHE CIIEHAPHEB CO CTAHIIMU CEPBEP.

4.6.3.PaboTa ¢ mrabionamMu
st paGoTel ¢ 1mabmoHamMu HeoOXxomauMmo TepeiTH Bo BKIanky «Pabora ¢ mrabmonamu». B

CIHCKe MIa0JI0HOB BhIOpaTh HEOOXoAUMBIN madnoH. B mone «Coaepkumoe mabioHa» 0ToOpaXkaeTcs
ero Tekct (puc. 46).
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Briragka «Pabora ¢ madiogaMuy

YnpaeneHue cUueHapHAMK Pafota c uabnoHaMm

rasora cumgmonan

Crmcok wabnoHoe Coaepmiamoe wabnona

| example.ternplate | <fuser_name>@<8ip_adress=:<&port=
fipffw fviclators add adm-entry subnet=0.0.0.0/0 action=deny

CoznaTe cUeHapMia

Puc. 46

ITocne BrIOOpa mabnoHa HEOOXOAMMO HakaTh KHONKY «Co31aTh cueHapuii». B mosBusmemcs
OKHE 3aIl0JIHUTh BCE JOCTYIHbIC TOuis (puc. 47 ).
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OKHO peJaKTUPOBaHUs TAPaMETPOB CLIEHAPUS

?
) PenakTMpoBaHWe NapaMeTpoB E

|Ma nonbsosaTens (<&user_name:=)
Ip anpec MexceTeBoro 3kpaHa (<&ip_adress =)

MopT ANA BENONHEHWA NOAKMKOHYEHUA(<&port =)

MpWHATE OTmMeHa

Puc. 47

Hanee npu HaxkaTuu KHONKU «IIpUHATH» MOSIBUTCA OUAOrOBOE OKHO, B KOTOPOM MOXHO
O3HAKOMHUTbBCS C MOTYYHUBIIMMCS ClieHapueM (puc. 48).

OKHO peaKTUPOBAHUS NTAPAMETPOB CLIEHAPUS
0 PepakTMpoBaHWE NapaMeTpoE ?

yana@200.0.12.75:22
fipffn fviolators add adm-entry subnet=0.0.0.0/0 action=deny

CoxpaHuTb BeINoAHKTL Hazaa

Puc. 48

[Ipn Haxkatuu Ha KHOMKY «COXpaHUTH» OyAeT MPEeNIOKEHO 3aaaTh UMS U ClieHapuil OyneT
COXpaHEH Ha JIOKaJIbHOW cTaHiuu. [Ipn HaxkaTnu KHOMKH «BBIMOTHUTEY» MOSBUTCS JAHATIOTOBOE OKHO
JUIS BBOJIA TIAPOJISl M NajbHEHIIel OTIPaBKH HA CEpPBEP U BBHIMOJTHEHUS MOAKITIOYCHUS K BHEIIHEMY
cpenctBy. Knonka «Ha3zamy» no3BosisieT BEpHYThCS K PelaKTUPOBAHUIO TApaMETPOB.

4.6.4. Pe3ynbTat BBIMOIHEHHS CLICHAPUEB

[Mpu BeIMONHEHNUH clieHapus (Ha)kaTHeM KHOMKH «BBIMONHUTE clieHapuii») B monie «Pe3ynbrar
BBITTOJTHEHUS» TTOSIBUTCS] COOOLICHUE O Havaye BHIOJIHEHHS crieHapus (puc. 49).
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[IpocMOTp pe3yabTaTOB BHIOJHEHUS ClieHapus Bo BKiIajke «[lapameTpsl 3a1UTh»

Tekyuiee cOCTOAHWE Ayaut CTaHumM lMNMapamMeTpbl 2alMThbI OTYeThl 4»

ABTOMATHYECKARA PEAKUMA HA COBBITHA
AHANKME CETEBOMD TRAPHKA C MCNOALSODEBAHMEM C.

A7 CoBLHT ATIK3 *PeBycM"

PafioTa C wabnoHarm

AHAAM3 CTAaTCTMRKM CETEBOTO TRagHKa BKHUMTE PEMIM PEAAKTHDOBAHHS Pexim NpocMoTpa
KoHtpoae cocraea fBC
¥NPABNEHHE BHELLHWMHK CREACTE MK MecTo pacnonoweHke cueHapHes: Cepeep -

CMMEOK CUEHAPHEE PeaakTop

Pe3wnbTaT BRINOAHEHHA

23.07.2019 15:03:22 - BeiNONHEHD CKAYMEAHHE CLLUEHAPHEE © CEPEEPA HA NOKANbHYH) CTAHUHHD
23.07.2019 18:04:16 - Ha4anock BRINOAHEHMA CUEHAPHMA, C PESYNETATOM BEINOAHEHHA MOXHO 03HAKOMMTECA BO BKNaAke "AyauT"

CofbITHA: Ho

Puc. 49

[Tocne Toro kak cueHapuil OyIeT BBIIOJHEH, BO BKJIAJIKE «AYIUT» TOSBHUTCS COOOIICHHE C
PE3yJIbTATOM O BBITOJHEHUH U TOMOJHUTEILHON nHpopmMaruei (puc. 50).
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[TpocMOTp pe3ynbTaTOB BHIMOIHEHHS CLIEHAPHEB BO BKIAJIKE «AYIUT»

0 KoHconb ynpasneHus - DR

Texyllee cocToOaHRE “ Cranunn MNapaMeTpobl 3aUNTbi OTueTsl Ynpaeneipe

DUNETPEI OUUCTUTE

Jara n epema Cranunna IP-appec Hcrounmk Tun Yposenb BamuocTH Pesynbrar

(i] 06.06.2019 12:00:25 STANTION1 200.0.12.150 Cepeep COB BeinonHEHWE CLEHAPUA YNPABIEHNA BHELLIHWMKW CPEACTEBK Co cTaHUmMK cepeepa COB Huskni Yenewwo

fAata v Bpema: 06.06,2019 12:00:25, CTaHwaA: STANTION 1

Hcrounmc  Cepsep COB Onucanme: BoinanHerie cUEHapha o cTaHuMW cepeep COB, Peakuma: Her
Tun: BeINONHEHWE CLIEHAPMS YNIDAENEHAR BHELIHMA PesynbTaT: Yanex. Orucanme: SSHReactionPlugin
CPeACTEBM €O CTaHLMM cepeepa COB

Cobbrmua: Hoseie(D), Bee(D)

Puc. 50
4.7. Oouosnenue bPI1

Oo6nosnenue BPII BeimonHsiercs qBymst criocodamu:
- aBTOMaTUYECKH, ITyTeM POBEPKH HAIWYMsI OOHOBIIEHHS Ha cepBepe OOHOBIICHMIA;
- BPYUYHYIO, IyTEM 3aIlycka YCTaHOBKM OOHOBJIEHHUS IO KoMaHJe anMuHuctparopa COB.

4.7.1. ABToOMaTnueckoe 0OHOBJIICHHUE

JI71st HaCTpPONKHM aBTOMATHYECKOTO OOHOBJICHHUSI HEOOXOAMMO OTKPBHITh BKIAAKY «YTIpaBIECHUE)
U B CIHCKE JOCTYMHBIX JUIS YIpaBiIeHUS MeXaHU3MOB BbIOpaTh TYHKT «OOHOBieHue». [lanee
HEO0OXOMMO BBIOpATh THI OOHOBJIIEHUST «ABTOMATHYECKUY.

s goctyma K mapamerpamM OOHOBIIEHHST HEOOXOIMMO BKIIOUUTH PEXKHUM PEIaKTHPOBAHUS,
HaxkaB Bo BKIaake «Hacrpolika aBTOMaTH4eCKOro OOHOBJIEHHUS» KHOIKY «BKIIOUUTH pexum
peaaKTUPOBAHUSY.

Bxouenne n otkimroueHne aBromatuyeckoro ooHoBieHust bPII, a Takke 3amanuwe mHTEpBana
MPOBEPKU OOHOBJICHUI BHITIOTHSIETCS B TPYITE «ABTOMaTHYECKAasl IPOBEPKA OOHOBICHUI.

B rpynne «[lapameTpsl mOAKIIOUEHHS] K CEpBEPY» 3aJAI0TCS HACTPOMKH JJISl MOAKIIOUEHHUS K
cepBepy OOHOBJIEHUH: CETEBOM ajipec, OPT, JIOTUH U MapoJb.

B rpynne «Ilapamerpsl OOHOBJIEHHS» YKa3bIBa€TCS MECTO pPAcCIONOXKEHUS OOHOBJIEHHM Ha
cepsepe.

[Tocne BBOJIa HACTPOEK U MEPE UX COXPAHEHUEM €CTh BO3MOXHOCThH IMPOBEPUTH COEAMHEHHUE C
FTP-cepBepom. 3a 310 oTBeuaeT kHomka «I[IpoBeputh coearaenuey. [Ipu ycnenHom v He yCIelnrHOM
MOJIKJIFOUEHU U 0TOOPA3UTCS COOTBETCTBYIONIAS HAAMUCH ¢ MHGOpMaIueil.

[Tocne penmakTHpoBaHUS HACTpOEK aBToMaTHdeckoro oOHoBineHuss BPII s coxpanenus
pe3ynbraTa Heo0X0uMO HaxaTh KHONKY «CoxpaHuThy». CoXpaHEeHHbIEe HACTPOUKH OyayT mepeaHbl Ha
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cepBep COB. Eciu aBTomMaTtndeckoe 0OHOBJICHUE BKJIFOYEHO, TO TOCIIC COXPAHEHMsI HACTPOEK CepBEp
COB unnnuupyer nposepky ooHoBnenus bPIIL.

@daiinel ¢ OOHOBJIEHUSMH JODKHBI HaxomuThesi Ha FTP-cepepe. HasBanus apxuBOoB C
OOHOBJICHHSIMU JIOJDKHBI HMMeTh Bui rebus-sov-brp-update-YYYY.MM.zip, rae Bmectro YYYY
JIOJDKeH ObITh roa, a BMecto MM — Mecsan obHoBiaeHus Ga3 (Hampumep, rebus-sov-brp-update-
2019.05.zip). Ecnu Bepcust nocneanero ¢aitna ¢ ooHoBinenuem Ha FTP-cepBepe okaxkeTcs HOBee, uem
tekymas Bepcus 0a3 B [IK «Pedyc-COBy, Oyner nmpou3BeieHa monbsITka OOHOBICHUS.

4.7.2.Pydnoe 0OHOBIICHHE

Jlst 3amycka OOHOBJICHHSI BpYYHYIO HEOOXOIUMO OTKPBITh BKIAAKY «YTIPABICHHE» U B CITHUCKE
JOCTYIHBIX JJI YIPaBJICHUS MEXaHW3MOB BBIOpaTh MyHKT «OOHOBIIEHHE». B aKTHBU3MPOBAHHBIX
CIpaBa JIEMEHTaX YIPABJICHHUS HY>KHO BBIOpATh THUIT OOHOBIICHUS «BpydHyrO».

Jlanee HaxaTh KHOMNKY «YCTaHOBUTH MakeT». 11ocie 3Toro B nosiBUBIIEMCS HA JKPaHE JUATIOTe
BBIOOpA MakeTa OOHOBJICHUS HEOOXOAUMO yKa3aTh ¢ailn ¢ TpedyeMbIM MaKeToM OOHOBJICHHS U HaXaThb
KHONIKY «OTKpbIThY». B pe3ynbrare HauHeTCsl mpoliecc OOHOBJIEHUSI CUTHATYp BTOP’KEHUM Ha cepBepe
COB. Ilo 3aBepiiennr OOHOBJIEHHUS Ha SKpaHE MOSBUTCA COOOIIEHHE C PE3YyJIbTaTOM BBITIOJHEHUS
OOHOBJICHUS.

4.8. Hacrpoiika cepsepa COB

VYcnemHoe cereBoe COeIMHEHUE areHTckoil cranuuu ¢ cepsepom COB mnpeamnonaraer
IPOXOXKJEHUE MPOLEAYpbl ayTeHTHU(PHUKAMU. [ ycnemHol yCTaHOBKM JIOBEPEHHOI'O COEIMHEHMS
HE00XO0IMMO COOTBETCTBUE KIIIOUECH ayTeHTU(HUKAIIMH HA areHTCKUX cTaHIMIX U Ha cepBepe COB.

Ilocne ycraHoBkM Ha cepBepe M areHTCKUX cTaHuuax COB HaxoauTcs OAMHAKOBBIM KIIIOY
ayTeHTHU(UKauuu. B 1ensx moBbIIEHUS OE30MaCHOCTH IEJIECO00pa3HO MPOBOJHUTH MEPHOAMYECKYIO
CMEHY KJtoya ayTeHTUuKauy. CMeHa Kilroya IPOU3BOAUTCS B CIIEIYIOIIEM IOPSIKE:

- 3anycTuTh Ha cepBepe COB mporpamMmmMy HaCTpOWKH areHTCKOM 4acTH M CT€HEPUPOBATh HOBBIM
KJTI0Y I10 MapoJIi0 CpeICTBAMU UHTepdeiica JaHHON IpOrpaMMBl;

- pacTpoCTpaHUTh HOBBIM KIFOY Ha KaXKIyI0 areHTCKYI0 CTAHIHIO C TOMOIIBIO MPOrpaMMBbI
HAaCTPOWKM areHTCKOW YacTH, MCIIOJIb3Ysl METOJ| TeHepalMy KiIoyda Mo Maposo jJudo uMmmnopt daiina
kioga (cm. 4.3.3).

B cimyyae HECOOTBETCTBUS KIIOYEeH ayTeHTHU(UKAIMM HAa areHTCKOM CTaHIMM U Ha cepBepe B
KOHCOJIM YTpaBJIeHUs] Ha BKIanke «CTaHIMW» 7S JaHHOW areHTCKOW CTaHIMH OyJeT OTOOpa)keHO
COCTOSIHHE OIIUOKHU ayTeHTH(uKauu (cM. Tadnuiy 1).

Jlnist yBeTOMJICHHS O BBISIBIICHHBIX BTOPKEHHUSX IO 3JIEKTPOHHOM 1M0YTE HEOOXOIMMO HACTPOUTH
MIOYTOBBIN cepBep. B moutoBoM cepBepe J0JKHBI OBITh 33aHbl CIEAYIONIME HACTPOMKU: CTaTUYECKUI
IP-anpec, momuepskka nporokosa SMTP (taxke POP3 wau IMAP eciu TpeOyeTrcst untaTh COOOIICHHS),
ayTeHTU(HKALMSI BXOIIMX COOOIIeHNH, Toaepxkka mudposanus (mporokon SSL wiu TLS).

Jlist 3a1aHUs TapaMeTPOB TIOYTOBOM PACCHITKH HEOOXOTUMO:

- 3anycTuTh Ha cepBepe COB KoHCOMb ynpaBieHus, BOUTH aJMUHUACTPATOPOM;

- HACTPOMTH TApaMeTPhI TIOUTOBO# pacchUIKK Mojb3oBatesei u cepepa COB (cum. 4.4.8.3).

4.9. Hactpoiika CHHXpOHHU3AI[MH BPEMEHU

MexaHu3M CUHXPOHU3ALMU BPEMEHU YCTPOEH CIIEIYIOIIUM 00pa3oMm:

- cepgep COB mnepuonuuecku 3ampammuBaer y areHTtoB COB Bpems, ompenelneHHOEe Ha HX
CTaHIUH,

- mocie nojayyeHus BpemeHu ot arenra COB npoucxouT npoBepKa pacx0kI€HHs] BpEMEHU Ha
CEepBEpHOM W Ha areHTCKoW craHuuu. Ecnm pacxoknenue ciaumkoMm Oomwinoe, To cepsep COB
noceutaeT koManay Ha areHT COB 0 KoppeKIuu BpeMeHu;

- B OTBeT Ha ATy komanay areHT COB noceutaet tekyiiee Bpems Ha cepsep COB u ket oTBera
cepsepa COB;
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- KaKk TOJBbKO MPHUXOAUT OTBeT OT cepBepa COB, BbumcisieTcss Bpems Il YCTaHOBKH Ha
areHTCKOM CTaHLIMH.

MexaHu3M CHHXPOHH3ALMM BPEMEHU IMPEAOCTABISIECT psAJ JOMOJHUTEIbHBIX MapaMeTpoB,
KOTOpBIC TIPONUCaHbl B KOoH(purypanuonHom ¢aiiie time_sync.conf. Pacmonoxenue ¢aitna 8 OC
Windows: %ALLUSERSPROFILE%\CPS\rebus-soviipsCommon\time_sync.conf. Pacnonoxenue
daitna B OC MCBC/OC CH «Astra Linux Special Edition»: /usr/local/CPS/rebus-
sov/ipsCommon/time_sync.conf.  Bpyunyio  ¢aiin  pemakTHpoBaTb ~ HE  PEKOMCHJIYETCS.
PepgakTupoBanue mnapameTpoB, HEOOXOAMMBIX [JIi CHHXPOHHU3AIMM BPEMEHHM, TPOU3ZBOAMUTCS C
nomoitpio KoHcosin COB (Bkiagka «YmpapieHue», HazBaHue «CHHXpOHHU3ALMs BpeMeHH»). JlaHHas
HacTpoiika onucasa B 4.4.8.5.

4.10. Bepuduxamnus neI0CTHOCTH CUTHATYP BTOPKEHUI

Bepudukanus 1eIOCTHOCTH CHUTHATYp BTOPXKEHHUH IO3BOJISIET IPOBEPHUTH IIEIOCTHOCTh
CUTHATYp BTOPKEHHH, MCIOJb3yeMbIX Ha areHTCKUX cTaHuusax. OnucaHue npouecca BepUpUKALUU
CUTHATyp BTOpkKeHHH cM. B 4.3.5.

4.11. Hcrmonp30BaHUE NOMOJIHUTEIBHBIX KOMIIOHEHTOB

I[IK «Pebyc-COB» mpemycMaTpuBaeT BO3MOXHOCTh pAaCIIMPEHHUs, O00ECIICUYMBAIOIIETO
MOJIKJIFOUEHUE/OTKIIIOUEHUE JIOTIOTHUTEIIBHBIX IPOrPaMMHBIX KOMITIOHEHTOB (naruHoB)
MPOTHBOJCHCTBUSL BTOPXKEHHSIM, CcOOpa W aHaiuW3a JaHHBIX HEMOCPEJICTBEHHO Ha OOBEKTe
SKCIUTyaTanuu 6e3 MoAu(PUKAIUU UCTIOTHIEMbIX MOAYJICH U3/1eTHs.

st obecriedenns Bo3mokHocTH uHTerpanuu ¢ [1K «PeGyc-COB» KOMITIOHEHT HOKEH MMETh
3 miaruHa — myarud arenta COB, miarun koHconu ynpasnenuss COB, marun cepepa COB.

Jist Toro 4toOBl BBITIOJIHUTH MOJKIOYeHHe KomioHeHTa Ha areHte COB, Heobxommmo
CKOMMPOBATh MOYJIb IJIATHHA B COOTBETCTBYIOIIHH KaTaor:

- Jusr/local/lib/CPS/rebus-sov/agnPlugins/ 8 OC MCBC u OC CH «Astra Linux Special
Editiony;

- %Program Files%\CPS\rebus-sov\agnPlugins\ 8 OC Windows.

[Tocne 3TOro HEOOXOMMMO YCTAHOBUTH MIOMOIHUTEIbHbIE MOIYNIH (B Cllydae HMX HAIM4HSA),
B3alMOJICICTBYIOIIME C IJIATUHOM, U Ilepe3arpy3uts OBM.

Jlist TOro 4ToObl MOAKIIOYUTH KOMIIOHEHT B KOHCOJIM YIPaBJIE€HUs, HEOOXOIUMO CKOMHUPOBAThH
MOJ1yJIb IJIarMHa B COOTBETCTBYIOIUI KaTajor:

- lusr/local/lib/CPS/rebus-sov/consPlugins/ 8 OC MCBC u OC CH «Astra Linux Special
Editiony;

- %Program Files%\CPS\rebus-sov\consPlugins\ 8 OC Windows.

[Tocne 3TOro HEOOXOMMO NEPE3anyCTUTh KOHCONb YIPaBICHUS.

Jns Toro 4yToOBI BBIOJHUTH MOJKIIOYEHHE KOMIOHeHTa Ha cepBepe COB, HeoOxoaumo
CKONMPOBATh MOYJIb IMJIATMHA B COOTBETCTBYIOIIHI KaTaor:

- lusr/local/lib/CPS/rebus-sov/srvPlugins/ 8 OC MCBC u OC CH «Astra Linux Special
Editiony;

- %Program Files%\CPS\rebus-sov\srvPlugins\ 8 OC Windows.

[Tocne aToro HeoOxoauMo nepesarpy3utb IBM ains nepesamnycka cepsepa COB.
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5. COOBUIEHUMA OIIEPATOPY

CeezieHrst O COOOIEHHSAX OMEpaTopy, O MICHCTBUSIX ONEpaTopa MpU MOSBICHUH JAHHBIX
cooOmieHui mpuBeaeHbI B Tabmumax 8, 9.

Tab6nauna 8 — CoobuieHus, BblIaBaeMble IPH paboTe CO CPECTBOM HACTPOUKHM areHTCKOM 4acTh

Coneprkanue cooOIeHus

Omnucanue cooOIIEHUS

JelicTBusg oneparopa

Nwmerorcs HecoxpaHeHHble | B mponecce pabotel monynst | Haxars kHonky «OTMeHa» ais
U3MEHEHUS. HAaCTPOMKM areHTCKOM 4YacTW | IPEeAOTBpaLICHUS 3aKpBITHS
3aKkpbITh IpOrpammy? HEKOTOpbIe HACTPONKU HE OBUIM | IPOrpaMMBbl.
COXpaHEHbI Iepel] BbIXxoaoM u3 | Haxarh KHONKY «3aKpbITh» IS
IIPOrpaMMBbI 3aKpPBITHS IIPOrPaMMBI c
oTepeu HECOXPAaHEHHBIX
HACTPOEK
OtcyrcrByer stanonnsiid (aiin, | [Ipu Bemonnennn Bepudukanyu | HeoOxoauMo — mepeycTaHOBUTH
HEOOXOAUMBIN JUIsl BBIIIOJHEHUS | LIEIOCTHOCTH ~ MOJYJleW  He | TUCTpUOYTUB
BepudUKaIuu MOayIei HaJIeH STAJIOHHBINA (aiin
HenpaBuibHbIii dopmar | [Ipu BeimosnHenun Bepudukamuu | HeoOxoaumMo  nepeycTaHOBUTH
3TAJIOHHOTO (aiina LEJIOCTHOCTH MOJyJIel | TUCTPUOYTUB

COJICPKUMOE ITAJOHHOTO (haiiia
HE COOTBETCTBYET HEOOXOIMMOMN

CTPYKTYype

[Iporpamma MokeT ObITh
3aIylieHa TOIbKO OT UMEHU
aMUHUCTpATOpa

[Iporpamma HacTporKu
AreHTCKON 4acTH MOXKET ObITh
3aIyIeHa TOJIbKO
MOJIb30BaTeIeM, KOTOPBIA UMEET
IIpaBa aJMUHUCTpATOpa

BBITIOTHUTE BXOI B CUCTEMY
[I0JI30BATEJIEM C IIPaBaMU
aAMUHUCTpATOpa

ITporpamma MoOKeT ObITh
3aIlyIlleHa TOJIBKO U3
HECEKPETHOr 0 ceaHca 0e3
KaTeropuit

IIporpamma HacTpOUKHU
areHTCKON 4acTU MOKET ObITh
3alylieHa TOJBKO B CEAHCE HE
BBIIIIE, YEM HECEKPETHBIN

HpOBepI/ITL CCaHC U HAJIMYHUC
OHpC}IGJ’IéHHLIX MaHAaTHBIX
MCTOK

He YAAJI0Ch 3allyCTUTBL CEPBUC
ipsAgent

3a OTBCACHHOC BpEMS HC
YIQJI0Ch 3allyCTUTH CEPBUC
ipsAgent

IToBTOpHO 3aIyCTUTh areHT
COB

He ynamoces ocTaHOBUTH CEpBHC
ipsAgent

3a OTBEJIEHHOE BpEMS HE
y1aJI0Ch OCTAHOBUTH CEPBUC
ipsAgent

[TOBTOpHO OCTaHOBHUTH areHT
COB

[TpeBbliIeHO BpeMst OKUTaHUS
OTBETa OT cepBuca ipsAgent

3aKOHYHIIOCH BpeMH,
OTBEJICHHOE Ha OTBET CEepBHCA
ipsAgent. CepBuc 3aBuc

3aKpbITh IPOrpaMMy HaCTPOEK,
OTKPBITh €€ CHOBA U
nepe3anyctuTth areHT COB

HeBo3moxHO ynanuth
CIEIYIOLINE OOBEKTHI: ....

JI1s1 KOppEKTHOM HaCTPOWKH Ha
HOBBIH cepBep HEOOXOUMO
BPYYHYIO YIQJTUTh KaTajor u
Nepe3anyCTUTh areHTCKYI0

CITy X0y

IIpu cmeHe cepBepa He yaanoch
OUYHCTUTH 0a3y CUTHATYP

Heobxoaumo nmpoBepuTh paBa
Ha CIMCOK KaTaJoros, KOTOPHIE
HE yJ1aJI0Ch YJAJIHTh.
ITpousBectu ynaneHue
BpyuHy!o. [lepezamycTuTh areHT
COB

OrmnOka HHAIHAIU3AINNA 0a3hl
cur"atryp. HeBo3MoxHO co3iath
karanor:<Mms xaramora>

IIpu cmeHe cepBepa HE yaanoch
co31aTh HEOOXOANMBIE KaTaJIOTH

Heo0Oxoaumo co3naTh BpydHYIO
HECO3/IaHHbIE KaTaJoTH,
OTIFICAHHBIE B COOOIICHUH, U
nepezanyctuth arentr COB
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ConepxaHue COOOIICHUS

Onucanue cooOILIeHNS

[elicTBusg oneparopa

[Iporpamma yxe 3anyiieHa

(nnentudukaTop mporecca) U He

OTBEYAET Ha 3aIPOCHI.
OIHOBpEMEHHBIN 3aMyCK
HECKOJIbKMX K3EMILISPOB
3arnpelieH

IToBTOpHAs MOMNBITKA 3aIlyCcKa
HK3EMILIAPA IPUIIOKECHHUS.

PaGorarouuii 3K3eMILISIp 3aBUC

Heo6xoaumo niepe3arpy3uThb
CTaHIIUIO U BBIIOJIHUTH 3aITyCK
IIPUIIOKEHUS

Tab6numa 9 — CoobmieHus, BbIIaBaeMbIe ITPH pabOTE C KOHCOJIBIO YITPABIICHUS

Coneprkanue cooOIeHUs

Omnuncanue cooOIIeHUS

[elicTBus oneparopa

Koncons ympaenenuss COB | 3ampemeno 3amyckath 0Oonee | OTMEHHUTD 3aITyCK BTOPOW KOITUH
YK€ 3aIlylIeHa. OJIHOW KOITUU MPUIIOKEHUS
3amyck BTOPOH KOIHUHU
IIPUJIOKEHUS] HEBO3MOXKEH
HeBo3moxxHO YAATUTH | 3arpelieHo ynaisaTh | OTMEHUTh OMNEpaluio  yAaaeHUs
€IMHCTBEHHOT O €IMHCTBEHHOTO  aJMMHUCTpa- | M0JIb30BaTENs
aamunuctparopa COB topa COB Bo wu3bexanue

OJIOKUPOBKM  pabOThI IK

«Pebyc-COB»
[TakeT oOHOBNEHUs He mepenan | He yZ1aJ10Ch BBITIOJIHUTH | YCTPaHUTh TPUYUHY OIIMOKH U
Ha cepBep. Kox ommOku: | oOHOBIEHHE 0a3 peHIaroIIMX | MOBTOPUTH OMEPAIIHIO

<npuduna owuoOKU>

IpaBUJI Ha CepBepe

Ilone <naumenosanue> 3agaHo
HEMPABUIIBHO. VYkaxure
HYKHOE 3HaUCHUE

HCHpaBI/IHLHO 3aJaHoO I1I0JIC

3aIlaTL KOPPCKTHOC 3HAYCHHUC

JlinHa maponst He JoipkHa | [lapons mmeer HEKOppekTHyIo | 3ajaTh  Hapoib  MPaBUIBLHOM

ObITb MeHbIlle 6 U OoJbiue 25 | IIHHY JUTHBI

CHUMBOJIOB

[Taponb He moATBEpPKIEH [TonTBepxenue He | 3a1aTh MIpaBUJIbHOE
COOTBETCTBYET NAPOJIIO TIOJITBEPKICHUE

Ommbka  MOAKITIOYEHUS K
cepBepy: <onucauue OWUOKU>
(<k00 owubKU>)

He ypanoch MmOOKIHOYUATBCS K
cepBepy

[IpoBepuTh JOCTYIHOCTH CEPBEPA

He ynmamoce 3ammcare PID
3alyIIEHHOTO MPUJIOKEHUS B
baitn <uma ¢aiina>. 3amyck
MIPUJIOKEHUS] HEBO3MOXKEH

Omnbxka 3anucu B Gaiin

[TpoBeputh noctyn K ¢aitny, npu
HEO0OXOIUMOCTH HACTPOMUTH IpaBa
JocTyna Ha ¢ails u karajaor

[Ipousomen paspsIB

Cepsep COB cran HenoctyneH

OOecnieuyuTh JOCTYN MO CETH K

coennHeHus ¢ cepsepom COB | o cetn cepepy COB, mnepe3amycTuTh
KOHCOJIb

He  ymanoce  ycranoButh | Omubka YCTaHOBKM | YCTpaHUTh NPUYUHY  OLIMOKH,

oOHOBNIEHHE <ums  paina> | OOHOBJICHHUS MOBTOPUTH YCTAHOBKY

[Tpuunna: <onucanue> OOHOBJIEHUS

He yJaJI0Ch nosyuuTh | OmuoKa MoNydyeHus HAcTpOoeK | YCTpaHUTh NPUYMHY  OIIMOKH,

HaCTPOWKM I IIaruHa <ums
naa2UHA> [Ipnunna:
<onucarue>

IJrarmHa

MMOBTOPHUTH 3aIaHNEC HACTPOCK

[Ipu mnepemaue HacTpoek Ha
CepBep Tpou3oILIa OIMOKa
<onucanue oumuoKu>

Ommbka nepegayn HaCTPOEK Ha
cepsep

YcTpaHuTh  NPUYUHY — OIIMOKH,
MOBTOPUTH MEepeavy HaCTPOEK
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ConepxaHue COOOIICHUS

Ornucanue cooOIeHus

[elictBus orneparopa

He ymanoce  cxomumpoBath | Omubka KOMHMPOBaHUS | YCTPAaHUTh NPUYHHY  OLIMOKH,
HacCTpOHWKM C cepBepa OOMEHa | HACTpOEK ¢ cepBepa OOMeHa | IOBTOPUTH JeiicTBUE

daitnamu. Kox ommbku: <k00> | daiinamu

He ynanoce BkmounTh pexxuM | Ommbka BKIIOYEHUS peKuMa | YCTpaHUTh HPUYMHY — OLIMOKH,
pEIAaKTUPOBAHUS HACTpPOEK. | PEIaKTUPOBAHUS HACTPOEK HOTBITATHCS BKJIIOUUTH
ITpousomnua omuoKa: pellakTUPOBaHKE HACTPOEK
<onucarue>

Hactpoiiku Betynsat B cuiy | UHpopmanmonnoe coodmenue | Ilepesamyctuts KOHCOJIb
cpazy Imocie  Iepesalycka yhOpaBieHUs U1 BCTYIUIEHHUS
KOHCOJIM YIIPABJICHHUSI HAacTPOEK B CHITY

BozmoxHo, HacTpoiiku | Madopmannonnoe coobuienue | B ciydae HE00X0IMMOCTH
cepBepa ObLIM M3MEHEHbI. Bbl | 00 U3MEHEHUU HACTPOEK | COXPAHUTh HACTPOUKH

XOTHUTE COXPAHUTh HACTPONKU? | cepBepa

[Tapamerp «Anpec moutoBoro | Ilapamerp 3aiaH HenpaBUIbHO | 3aaTh  KOPPEKTHOE  3HAYEHUE
cepBepa» 3aroJIHeH napaMmerpa

HEeNPaBUIbHO

[Tapamerp «IloutoBwiii aapec | [lapamerp 3aman HenpaBUIbHO | 3aaTh  KOPPEKTHOE  3HA4YCHUE
OTIIPABUTEIISD) 3aroJIHEeH napamerpa

HENPaBUJIbHO

[Tapamerp  «Mnentudukarop | Ilapamerp 3aian HenpaBUiIbHO | 3aaTh  KOPPEKTHOE  3HAYEHUE
I10JIb30BATENIS» 3aroJIHeH napaMmerpa

HEeNPaBUIbHO

He ynanock oTkphITh cnpaBky. | OmuOka OTKPbITHS CIIPAaBKU [TepeycranoButs IIK  «PeOyc-
[Ipnunna: «®@aisl  crnpaBku COB»

<ums ¢atina> He HAICH»

He ynmanocy 3abnokupoBarh | OmmnOka OJOKMPOBKM HACTPOEK | YCTPaHUTh MPUYMHY  OMIMOKH,
HACTpONKN Ha cepBepe. | Ha cepBepe IIOBTOPUTDH JIEHCTBUE

[Ipnuuna: <onucanue>

He yZaJ0ch coxpanuth | OmmnOka TOpU  COXpAaHEHHMM | YCTpaHUTh MPUYUHY  OLIUOKH
HaCTPOUKHU Ha CepBepe | HOBBIX HACTPOEK Ha CEpBEPE (BBECTM  KOPPEKTHbIE JIaHHBIE),
<onucanue> IIOBTOPUTH JICUCTBUE

IIpu pacnakoBke oOHOBieHMs | Omunbka pacnakoBKU | YCTpaHUTh MNPUYUHY  OMIMOKH,
IIPOU301LIA omnOKa | 0OHOBIIECHUS MIOBTOPUTH JIEHCTBUE

<onucarue>

Ilepen nepenaueii ooHoBnenus | Mupopmanmonnoe coobmenue | [IpoBeputsb rapaMeTpsl
Ha cepsep HEOOXOJUMO | O HEOOXOAMMOCTH MPOBEPKHU | O€30MacCHOCTH

yOenuTecs B KOPPEKTHOCTH | TapaMeTpOB

CIIETYIOINX apaMeTpoB

0€30I1aCHOCTHU: <nepeyeHv>

IIpu nepenaue o6HOBNEeHUs Ha | He yAAIOCh nepenaTh | YCTpaHUTh NPUYHHY  OMIMOKH,
cepBep MpPOM30IUIa OIMOKa | OOHOBJIEHUE HA CepBEp MIOBTOPHUTb JIEHCTBUE

<onucaHue OMHUOKK>

PenaktupoBanue mnapamerpoB | CoobieHue nocie | B cirydae HE00X0IMMOCTH
0€30MacHOCTH BBIMIOJIHEHO. BBl | pegakTHpoBaHUs  MapamMeTpoB | IPOAODKUTH YCTAHOBKY IaKeTa
XOTUTE MPOAOIKUTH | 6€301MacHOCTH 0OHOBIIEHUS

YCTaHOBKY nakera

oOHOBIIEHHS?

BriGepute apXUBBI s | [pennosxenue BoIOpaTh apxuBbl | BeiOpaTh apXuBbI

reaepanm oT4ycTa

JUTA TEHEpaly OTYETA
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ConepxaHue COOOIICHUS

Ornucanue cooOIeHus

[elictBus orneparopa

He ynanocs  cxommpoBaTh
oryer ¢ cepsepa. Kox ommnbxu:
<K00>

He ynanocs ckonupoBaTh OT4ET

YCTpaHuTh NPUYMHY  OIIMOKH,
IIOBTOPUTb JIEHCTBUE

He ynamoce OTKpBITH OTYET
<nymbs K ¢ainy>

Omnbka OTKPLITHUA OTUCTA

[TpoBepuTh W IpH HEOOXOAMMOCTH
HACTPOUTH JOCTYN K  (haimy.
[IpoBeputh  pabOTOCIIOCOOHOCTH
nporpammsl Internet Explorer, npu
HEOOXOIMMOCTH TIEPEYCTAHOBUTh

He ymanmoce crenepupoBath
otuet. [Ipuunna: <onucanue>

OmmbKa reHepaiyu oT4eTa

YCTpaHuTh NPUYMHY — OIIMOKH,
IIOBTOPUTH I'€HEPALUIO OTYETA

He YAAJ10Ch BBITIOJIHUTh
COXpaHEHUE OTYeTa B KaTaJlor
<kamanoe>

He YAAI0Ch BBIIIOJIHUTh
coxpaHeHue cHOpMHUPOBAHHOTO
oTyeTa Mo COOBITHSIM B (ailil Ha
JIUCKE

IIpoBeputrs mpaBa gocryna K
KaTaJory ¥ IpU HEOOXOAMMOCTHU
HaCTPOUTh UX

Ommbka areHra npu
U3MEHEHUH HACTPOCK CETEBBIX
uHTEpdEiicoB

IIppy  u3MEHEHMM  HACTPOEK
CETEBBIX QIANTEPOB MPOMU3OIILIA
omunOKa, BO3MOXKHO, (ailyl ObLT
yIQJICH W U3MCHEH

[Ipoussectn IIOBTOPHYIO
HAaCTPOMKY CETEBBIX aJaNTepoOB
JUISl KaXKJIOTO CETEBOrO IlIarvMHa
BBIOpAHHOM CTaHIIMHU
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IIEPEYEHb COKPAII[EHUI

anmnapaTHO-IIPOrPAMMHBIN KOMILIEKC
anmapaTHO-IIPOrPaMMHBIN KOMIUIEKC 3alUTHl HH(POpMALUU
0a3a pelaroImux npaBmi

uHpOpMaLMOHHAsE OE30MTaCHOCTb
nHGOpMalLMOHHAs crcTeMa

JIOKaJIbHAsl BBIYUCIIUTENIbHAS CETh

MoOuMIIbHas cucreMa BoopykeHHbIX cuil
OllepallOHHasl CUCTEMA

OIlepallMOHHAs CUCTEMA CIIEUAIIbHOIO HA3HAYCHHUS
IIPOTrpaMMHBIN KOMILIEKC

IIpOrpaMMHO€E oOecrieueHue

crcTeMa 0OHapy)KEHUs! BTOPIKEHHI
JIEKTPOHHO-BBIUNCIUTEIbHAS MallliHA
3JIEKTPOHHBIA HOCUTENb
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Jlucm pecucmpayuu usmenenut

.

Homepa nucmos (cmpanuy)

Bceco

UBMEHEN-
HbIX

3AMeHeH-
HbIX

HOBblX

AHHYIU-
poeaH-
HbIX

Jaucmoe

(cmpanuy)
8 OOKYM.

No
00Ky MeH-
ma

Bxoosuyuii
Ne conpoeo-
OumenbHo-
20 OOKYM.
u oama

Toon.
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